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Welcome to Securely Speaking: Your Privacy & Security Bulletin, a regular quarterly publication
provided by Reboot Communications Ltd. The bulletin’s objective is to explore the latest trends
and developments in privacy and security, including the challenges and opportunities that

arise from new technologies like artificial intelligence, the Internet of Things, and blockchain.

We also examine the legal and ethical implications of data collection and use, and look at how
organizations and individuals can take steps to protect themselves and their information.

We invite you to review articles and interviews which will provide our readers with a
comprehensive understanding of the complex and evolving landscape of privacy and
security, as well as actionable advice and best practices for navigating it.

We believe that a better understanding of these issues is crucial for all individuals, organizations,
and governments, and that by fostering a dialogue around privacy and security, we can work
together to create a safe, more secure, and more ethical future for all. We hope you enjoy reading
this bulletin and join us in this important conversation.

We focus on these strategic pillars to provide a comprehensive and valuable resource
for staying informed and protected in the digital age:

OUR KEY STRATEGIC PILLARS

Education & Awareness/ Emerging Technologies Case Studies
Best Practices : .
Emerging technologies Real world examples
Educating readers on the latest and their potential impact of privacy and security
privacy and security threats, best on privacy and security breaches and how they
practices, and emerging trends. (i.e. Al, IoT, blockchain). were addressed.

Thought Leadership Regulatory Developments
& Industry News

Information on the latest privacy
Articles and interviews with experts and security regulations and laws.
in the privacy and security field.
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ARTICLE o

Strengthening the

Human Firewall:
Insights from the Frontlines

BY: LINA DABIT | EXECUTIVE DIRECTOR, OFFICE OF THE CISO, OPTIV CANADA

Image by Freepik

Cybersecurity threats are growing more sophisticated in today'’s rapidly shifting
cyber landscape, posing real challenges for organizations of every size and industry.
While headlines often focus on large-scale breaches, risks like insider threats,

rogue devices and subtle lapses in everyday security practices often go overlooked.
As technology transforms the way we live and work, threat actors also evolve,
demanding a proactive and resilient approach to secure your environment.

Insider Threats and Rogue Devices

Whether malicious or unintentional, insider threats exploit blind spots that traditional
defenses could miss. Flexible work environments have further blurred boundaries,
resulting in a surge of unmanaged devices connecting to corporate networks. From
personal smartphones to other loT gadgets, these devices increase the attack surface
by circumventing established monitoring and access controls.
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Irregular activity may indicate potential issues. Watch for employees who are
engaging in behaviors that might indicate a closer look, such as:

« Activity at Unusual Times: Privileged users suddenly interacting with data at
3 a.m. or on a weekend

+ Unexpected Changes in Traffic Volume: Users transferring more data via the
network than their job requires

« Accessing Unusual Resources: Users accessing sources they don't normally access

Rewarding Cyber-Smart Behaviors

A resilient security culture requires more than technical safeguards. We've found that
employees are far more responsive when security is made personal and relatable.
Explaining the “why” and illustrating how threats directly impact everyone’s role
transforms security awareness from a checkbox to a shared mission.

In an era where the threat landscape evolves daily, so must security awareness training.
Recognition and positive reinforcement also play a pivotal role. When employees are
rewarded for reporting suspicious activity or raising concerns, they are encouraged to
trust their intuition and take an active role in reducing risk.

Phishing simulation click rates, incident reporting and response times offer valuable
insights. Tracking behavioral changes like fewer weak passwords or unsecured devices
are other measures to ensure training is practical and resonates with employees.
Simply put, if the content doesn't feel relevant, it won't stick.

Everyday Habits Matter

Employees must remain vigilant whether working from a corporate headquarters, a
home office or on the go. Unsecured Wi-Fi is a prevalent risk; without the protection
of a VPN, sensitive data is susceptible to interception. Even briefly leaving a device
unlocked can open the door to data theft or unauthorized access. Posting locations,
work travel details or even innocuous glimpses of work devices on social media can
also aid attackers in crafting convincing social engineering scams.

Strong security habits at home and on the go are as consequential as those in the
office. Additionally, families of employees can become indirect targets, emphasizing
the need for a holistic approach to security awareness.
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Conclusion

Attackers are no longer just targeting the “front door” - they identify and exploit
invisible weaknesses, whether in office routines or digital habits. By prioritizing ongoing
education, fostering a cyber-smart culture of engagement and embracing both
technology and human intuition, organizations can build a resilient human firewall
capable of withstanding even the most sophisticated threats.

Stay vigilant, stay informed and remember: every action counts.

By: Lina Dabit | Executive Director, Office of the CISO, Optiv Canada
Y lina.dabit@optiv.com | in linkedin.com/in/lina-dabit-7a78a8173

Lina Dabit brings over 30 years of strategic and operational
leadership to her role as Executive Director, Executive Advisory

in Optiv's Office of the CISO, where she helps public and private
organizations develop and execute proactive security strategies
focused on threat intelligence, third-party risk, and cross-functional
resilience. A recognized expert in strategic cybersecurity, Lina drives
cross-sector collaboration and policy through her deep operational
insight and multidisciplinary expertise, which spans human-centric

security, change management, emergency planning, incident and
vulnerability management, and strategic alignment.

Previously, Dabit led the Toronto Cybercrime Investigative Team at the
RCMP, where she launched scalable initiatives and built Canada'’s first
integrated cybercrime digital asset tracing team. She also contributed
to national cyber policy through roles with the Ontario Association of
Chiefs of Police and the Canadian Cybercrime Advisory Group.
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VICTORIA INTERNATIONAL PRIVACY & SECURITY SUMMIT

Prepare to embark on a transformative journey as Reboot Communications Ltd. hosts the Victoria
International Privacy & Security Summit. This groundbreaking 3-day summit will have over 750
delegates gathering at the Victoria Conference Centre in Victoria, BC on March 3 - 5, 2026.

This event will provide essential education, training
and opportunities for CPD credits for individuals
who are responsible for the transformation of

the public and private sector into the new digital
economy. The theme this year is Trust, Transparency
& Transformation: Governing Artificial Intelligence.

With the rapid rise of artificial intelligence (Al)
and its transformative impact across various
industries, safeguarding privacy and fortifying
security have become paramount concerns.
This international summit serves as a platform
to address these challenges, exchange insights,
and explore cutting-edge solutions to navigate
the ever-evolving Al frontier.

Through dynamic multidisciplinary discussions,
cutting-edge presentations, and interactive
workshops, we aim to chart a course that ensures
the benefits of Al unfold harmoniously with robust
safeguards, redefining the landscape of privacy
and security for generations to come.

28™ ANNUAL

S \iPSS

WHY SHOULD YOU ATTEND THIS SUMMIT?

Here are a few compelling reasons:

1.
2.

3.

Pre-summit educational workshops on March 3.
Collaborate with senior executives who are
changing the privacy and security industry.
Signature keynotes and concurrent keynotes
by international subject matter experts in
privacy and security.

. Connect with like-minded companies,

potential clients and industry influencers.

. Unparalleled in-person networking via 1:1

meetings and small group conversations.

. More than 30 exhibitor booths from our top

tier sponsors.

. Continuing Professional Development credits.

Your presence is not just an opportunity; it's a commitment to shaping a secure and private future for
generations to come. Join us at the summit, where knowledge meets action, and privacy meets security!

Early Bird Rates are in effect now until December 31+"!

REGISTER NOW °

Seboot

COMMUNICATIONS LTD
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3-DAY PUBLIC SECTOR: $495 | 3-DAY PRIVATE SECTOR: $795

WWW.VIPSS.CA

° REGISTER NOW
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ARTICLE o

Canada at a Crossroads:

Should it Establish a Foreign
Intelligence Service?

BY: DONALD G. MAHAR | PAST NATIONAL PRESIDENT, PILLAR SOCIETY

Image by Pexels

The question of whether Canada should create its own foreign intelligence service is a
significant one, particularly considering rising global tensions and the evolving nature of
international relations. As geopolitical dynamics shift, including concerns about bilateral
relations with the United States, having an independent foreign intelligence capability
could enhance Canadda’s ability to safeguard its national interests and security.

An independent foreign intelligence service would allow Canada to enhance
information gathering. A tailored service could focus on specific threats and
opportunities pertinent to Canada, providing timely and relevant intelligence to

inform policy decisions. It would increase Canada’s national security. In an increasingly
complex world, having the capability to independently assess foreign threats can
strengthen national security, especially when trust in traditional alliances is in question.
With uncertainties in bilateral relations, particularly with the United States, an
independent service could help Canada navigate these complexities more effectively.
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Can we be confident that we are receiving the best available intelligence from the
United States at this awkward time in our relations with them? The polite answer is, yes?
But is it the right answer? | firmly believe there is no more important time for Canada to
establish a foreign intelligence capability than the present.

However, establishing a new intelligence service would also require careful
consideration of resources, oversight, and collaboration with existing agencies to avoid
duplication and ensure coordination. It's a decision that would involve assessing both
the benefits and the challenges in the context of Canada’s long-term security strategy.
As discussions continue, it's essential for Canadian leaders to consider a comprehensive
approach that addresses both national and international concerns.

It is about our sovereignty. The concerns raised by Prime Minister Carney about
sovereignty and the idea of Canada becoming the 51st state are not to be taken lightly.
Maintaining independence is crucial for decision-making, cultural preservation, and
economic stability. It is important to stand united in ensuring that Canada’s voice
remains strong and clear on the world stage. Protecting sovereignty is not just about
politics; it is about the future and identity of an entire nation. One only needs to think
of Canada’s Arctic region and the threats to our sovereignty posed by countries such as
Russia and China to recognize the extent of the problem.

Throughout my career, having worked both within Canada and overseas, it has been
my experience that Canada should have had, and should have, an independent foreign
intelligence capability which would allow for the collection of both foreign and security
intelligence. Having worked with all our partners in the Five Eyes community, they all
have separate and independent foreign intelligence services or agencies. While working
in Africa, the countries where | worked and lived in, as well as the countries where | was
accredited to or otherwise worked in, all have foreign intelligence services.
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Most of these countries have foreign intelligence officers accredited to Canada. Why has
Canada, a major Commonwealth partner not have its own foreign intelligence service?
In these changing geopolitical times, it is more important than ever that we do so.

By: Donald G. Mahar | Past National President, Pillar Society | in linkedin.com/in/don-mahar-1983b52

Donald G. Mahar spent eight years with the RCMP Security Service and
twenty years with the Canadian Security Intelligence Service in Canada
and abroad. Upon retirement he spent a further six years working at
Communications Security Establishment, where he worked extensively
with the National Security Agency at Fort Meade, Maryland. In
retirement, he held the position of National President of the Pillar Society,
the CSIS retirement organization, for eleven years, and he established
the CSIS National Memorial Cemetery situated at Beachwood Cemetery
in Ottawa. He also founded and co-produced the Pillar Society Speakers
Series which featured national security experts from across North
America’s intelligence community as guest speakers. He ran it for
eighteen years.

Mr. Mahar'’s service has been primarily in Counter Intelligence where

he was directly involved in the recruitment of legally mandated

foreign hostile intelligence officers and other diplomatic personnel. He
travelled extensively throughout his career and worked with intelligence
professionals from all our Five Eyes partners as well as many other
countries. He had the privilege of serving in an Asian country at a pivotal
time in its history, and Mr. Mahar was selected by the Service to open

its first ever post in East Africa covering thirteen countries. As Head of
Station, he was a member of the embassy management team and had
a working arrangement with the Ambassador and the Immigration
Program Manager.

During his final years Mr. Mahar was engaged in Counter Terrorism
investigations both in Canada and the Middle East. Mr. Mahar is the
author of, Shattered lllusions: KGB Cold War Espionage in Canada.
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ARTICLE e

Does Canada Need a Separate
Foreign Intelligence Agency?

BY: IWONA J. MOONEY | FORMER DEPUTY DIRECTOR OF INTELLIGENCE
ASSESSMENTS, CSIS; DIRECTOR AT LARGE, THE PILLAR SOCIETY

. o 4 -

Image by Freepik

To have or not to have? In recent years there has been much speculation on the

pros and cons of whether Canada should have a separate Foreign Intelligence
organization, or should this responsibility be allocated to the Canadian Security
Intelligence Service (CSIS), or perhaps housed within another government ministry.
As a former intelligence professional with a passion for current events, international
politics, | try to stay atop relevant information as it becomes available. | use the word
“try”. So many weigh in with opinions and arguments, whether it be an informed
source or a member of the public who feels they have the solution. | am from neither
camp. | am writing from “my heart”, from experience, and from years of reading
about and researching intelligence agencies, as well as following ongoing intelligence
issues as impacted and/or influenced by various global conflicts.
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Even though espionage is considered to be the second-oldest profession in the world,
today in 2025, no intelligence organization can function using traditional spy craft of
the 1900s. Post-World War Il, the race for the atomic bomb, the heroic efforts of Igor
Gouzenko to get “the West” to come to grip with the true realties of the now former
U.S.S.R., and the devastating work of the Cambridge Five brought to a head the need
to rethink how an intelligence entity deals with new security threats. The end of the
Cold War era accelerated security intelligence priorities in areas unheard of before.
Terrorism, international and domestic, is probably what comes to mind. Yet there are
so many new variants of threats that have emerged and will continue to evolve. Cyber
threats to governments, businesses and to individuals, are rampant. Transnational
repression is a type of foreign interference that can be subtle ranging to violence.
Regional conflicts based on religious and/or ethnic issues, which have been around for
eons, do not seem to wane. They just move around the globe with waves of migration
from continent to continent. And there are other issues, such as climate change,
sabotage and counter proliferation.

What has changed? Attitudes, younger generations dissatisfaction with the current
situation, religious factions having greater influences over the less fortunate, the
concentration of wealth in the hands of a few with the exponential rise of the oligarch/
billionaire category. How does this all fit into the dialogue of whether Canada should
or should not have its own separate foreign intelligence agency?

In 1984, CSIS was established primarily as a defensive intelligence organization to
protect Canada’s national security interests as mandated by The CSIS Act. It collects
information through human interaction, ergo - HUMINT - human intelligence. Its sister
organization, the Communications Security Establishment (CSE) is SIGINT-based,
signals intelligence obtained through “ears in the skies”. Both organizations operate
within Canada’s borders, but, yes, there is a BUT. These borders are a hindrance of
sorts. Canada has been relying on the sharing of intelligence through its partnership
within the Five Eyes alliance - United Kingdom, United States, Australia and New
Zealand, as well as other countries. Some do have foreign intelligence agency
capabilities; others deal with such collections as their laws allow. Recent events have
strained some of these partnerships, putting Canada at a disadvantage.

The CSIS Act has been amended, the last being Bill C-70 (June 2024) to align its powers
better to deal with the increase in, and changes within the current threat environment.
However, it did not provide CSIS with a distinct, separate “foreign intelligence
capability” that would allow intelligence operatives to work abroad. Federal court
warrants can provide CSIS with the authority to conduct specific investigations abroad.
These changes are a step in the right direction.

In 2003 the former Liberal Member of Parliament (Nepean) David Pratt tabled a
private member’s bill - C-409, An Act to establish the Canadian Foreign intelligence
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Agency. As with the majority of private members’ bills, it did not pass. The idea was

put forth and continues to have supporters and detractors. The security intelligence
environment is an ever-evolving one and if Canada is to participate in a level playing
field, perhaps the time has come for serious consideration to be given to the conundrum
of whether Canada should or should not have a foreign intelligence agency of its own.

On the one hand, increasing substantially the funds to CSIS that would allow it to
develop a “Foreign Intelligence Branch” within its organizational structure would

seem to be the easier path to take. However, it begs the question of sustainability,

of integrating it into the strategic operational environment without jeopardizing the
“agents” who would choose to work abroad. Would these agents rotate in/out of the
Service in order to “round” out their careers? Where would their operational mandates
emanate from? These are just a few of the challenges that CSIS would face should it
be given the foreign intelligence agency responsibility.

There are sound reasons why our allies have separate foreign intelligence services:

The British have MI6, the Americans the CIA, Israel the Mossad, Germany the BND, France
the DGSE, Australia the ASIS. Then there is Russia with the SVR, and China the MSS. Some
are smaller in stature and others, like the CIA or MI6 are legendary in their own right.

Canada needs to focus on the WHY there may be need to have a permanent,
separate foreign intelligence agency. Will it enhance its stature within the intelligence
community? Will it allow Canada to focus specifically on those areas abroad where
information cannot be otherwise gathered than through deploying agents? And how
long will it take Canada to get such an agency up and running at full speed. Certainly,
it is not an overnight exercise. Probably more like five if not more years before it would
be fully operational. Does Canada have an appropriate human resources pool to

hire suitable candidates, or does the initial round come from within CSIS and other
Canadian intelligence-related entities? Once the WHY is answered then the rest
should fall into place. A bill to enact a Canadian Foreign Intelligence Agency is already
drafted, albeit would require updating. Changes in today’s world security environment
show that Canada needs to be part of the playing field, not just a spectator on the
sidelines. Some of these changes impact directly on Canada and going to the source
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of the “threat” to try and mitigate it may be the only way Canada will be able to deal
with said threat. Our partners may not be of much assistance if they do not have a
vested interest. To quote Lewis Carroll's opening line in his poem, The Walrus and the
Carpenter - “The time has come,” the Walrus said, “to talk of many things” - to have or
not to have a separate foreign intelligence enfity.

By: Iwona J. Mooney | Former Deputy Director of Intelligence Assessments, CSIS; Director at Large, The Pillar Society

Iwona J. Mooney'’s service in the Canadian federal government totaled 33
plus years, beginning with the then-Unemployment Insurance Commission
(1970/71), the RCMP Security Service (SS) (1976-1984) and the Canadian
Intelligence Security Service (CSIS) (1984-2008). Post-retirement she worked
as a private security intelligence consultant with K&M Consulting for six years
specializing in security breach and personnel harassment investigations for
federal government departments. In 1984, the establishment of CSIS opened
career doors for not just lwona but for female civilian members in general. She
became an intelligence officer in 1985 and was transferred from the Toronto
regional office to CSIS Headquarters in Ottawa.

Throughout her career lwona held both operational and administrative
positions in HQ and Ottawa Region. These ranged from operational trainer,
operational and intelligence analyst, Chief of Management Training, Chief
of Operational Policy, auditor of operational programs, and a regional

operational supervisor. With the tragic events of 9/11, lwona’s operational
skill sets were put into good use expanding her knowledge base in the field of
terrorism. Her final position was Deputy Director of Intelligence Assessments
where she served on inter-departmental committees, liaised with foreign
intelligence partners on strategy issues of the day, and managed the Service’s
Information Centre.

Iwona used her professional skills in her volunteer work, serving as chairman of
two rural public library boards for over a decade, and also spent several years
on a provincial public library board. Upon retirement lwona joined The Pillar
Society, a closed organization for retired intelligence professionals in Canada.
She held the position of National Secretary and Editor of the newsletter and
now serves as a director-at-large on the National Board of Directors. Today,
Iwona is an active member of a quilting guild as well as being an advisor to the
Polish Heritage Institute, a group dedicated to promoting the history of the
Polish community in Eastern Ontario.

Issue 8 | Privacy & Security Bulletin rebootcommunications.com | 14


https://www.rebootcommunications.com

Copyright

Copyright® 2025 by Reboot Communications Ltd. All rights reserved. No part of this
publication may be republished or used in any manner without written permission of
the copyright owner and authors except for the use of quotations in a book review.

ISSUE 8 EBOOK EDITION | NOVEMBER, 2025

Editor: Greg Spievak

28th Annual Victoria Int

FIND OUT MORE & SUBSCRIBE

For more information or to subscribe and receive the
Securely Speaking: Your Privacy & Security Bulletin regularly,
email @ info@rebootcommunications.com.

© NOVEMBER 2025

www.rebootcommunications.com



https://www.rebootcommunications.com
https://www.rebootcommunications.com/securely-speaking-your-privacy-security-bulletin-issue6-december-2024/
mailto:info%40rebootcommunications.com?subject=
https://www.rebootcommunications.com

	Button 12: 
	Button 11: 
	Button 1: 
	Page 3: 
	Page 4: 
	Page 5: 
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 11: 
	Page 12: 
	Page 13: 
	Page 14: 

	Button 2: 
	Page 3: 
	Page 4: 
	Page 5: 
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 11: 
	Page 12: 
	Page 13: 
	Page 14: 



