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Cyber is foundational when driving any digital resilience program



Agenda:

Adversaries Opportunity

Attack Chains & Assuming Failure

Defenders Opportunity

Business Relevance in the SOC

Al Threats & Opportunity

Business Flows Mapped to Cyber Capabilities

Proactive based defense based by assuming failure (B *R *E *A *C * H)



Level Setting

We will never achieve 100% immunity

The adversary will never be 100% correct

The defender never needs to be 100% correct

Time is a power play move for defenders

Initial access is inevitable

Defenders have an opportunity to level the playing field i



Initial Access
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Adversaries are persistent and initial access will be achieved.
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The adversary does not give up easily!



Have you heard about
|JABS?
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Initial Access Brokers

Initial Access Brokers (IABs) are cybercriminals who
specialize in gaining unauthorized access to computer
networks and systems, which they then sell to other threat
actors, such as ransomware groups. They play a crucial
role in the cybercrime ecosystem, facilitating attacks by
providing access to compromised networks for a fee. The
demand for IAB services has surged with the rise of
Ransomware-as-a-Service (RaaS), leading to an increase
in their listings on the dark web. IABs are known for their
professionalism and operate within a structured market,
often adhering to specific rules and conventions.

1-800 GIVE ME INITIAL ACCESS

@ IAB Brokers Home  Services Pricing  Contact
.

Initial Access Broker #IAB

We offer Initial Access to
BC Entities.

We can gain access to your
target within 24 hours.

We always had the key!

Ask about our special of
the week!
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Privacy Policy | Terms of Service | © 2024 |AB Brokers



Top 10 Attacks & Common Themes

Advanced Phishing

Ransomware / Malware

Social Engineering

Distributed Denial of Service

Credential Theft Preventative
Insider Threats CO ntrOls

Advanced Persistent Threats

Vulnerability Exploit Attack

Supply Chain Attacks

20000000

Al Threats }

Prevention is key but 100% efficacy 100% of the time is unattainable.



Prevention Opportunity: Ransomware
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Controls fail today and will fail tomorrow!



‘ Detection / User Awareness

The Anatomy of an Attack: After Initial Access @ Frecerion

Email Security

Initial Access

Endpoint Protection
Endpoint Detection / Response
DNS & Web Content Prevention
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The attack does not take these steps in order as

Understanding the Adversaries Abilities Cefonds. This i an exarmple ancinot comprenengie
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This buys you time-based defense for tech, people, and process to catch up!



So, what is one of
the greatest
opportunities missed
by defenders?
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60-70% of all
breaches involve.....

Lateral Movement
TAO008 s



The Adversaries Opportunity Unchecked
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MITRE ATT&CK

Lateral Movement Lateral Movement Techniques

| [ ] l

MITRE ATT&CK LL] ‘ - ":P 3
l

Lateral Movement Techniques 1 ) 1 il
Exploitation of Internal Lateral Tool ~ _.
2 'f% @ Remote Services Spearphishing Transfer -
> - 3 - s
5 I ' 2 s — i -

Exploitation of Internal Lateral Tool - = -
Remote Services ~ Spearphishing Transfer R e i

Abuse of tools and services Phlshln attacks targetin Transferving tools ‘ S L L _o-b i i ) = -
to gain unauthorized mtema users to galg ¢ between systems to ’ =Tt S Q : :
access to remote credentials or access. facilitate Lat(eral ' ‘ -

I I movemen ‘ i

' ‘ l_”__r_' Remote Service Repllcatlon =
g Session Hijacking

1 Through
Removable Media

Remote Service Remote Replication
Session Hijacking  Services Through
Hijacking active remote Usin remote services Removable Media
service sessions to like RDP or SSH to move reading malware via — . =
impersonate users. lateraly. LEB drives and
I i removable storage. m l
y 4 | |
Software Taint Shared Use Alternate
Software Taint Shared Use Alternate Deployment Content Authentication
Deployment Content Authentication Tools Material
Tools Po»sontmgtsthafed i Material
Abusing software O CoNtERliD) Using stolen credentials
deployment systems t comprommise tokens to b
push malidovs code,  ystems. althenticaton

Why do defenders struggle so much removing the ability to move laterally?



Lateral Movement
Game is Over!
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New Employee Background Checks or Car Safety Requirements

Background

Campus, Private Application Access, and Workloads MUST meet the standard



The Defenders Opportunity @
Campus Network 9

©

Zero Trust

Defcon Policy

Risk Profiles

© 2025 Cisco and, /or its affiliates. All rights reserved . Cisco Public CiSCO Security | 18



The Defenders Opportunity ©
Private Applications
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' © 2025 Cisco and /or its affiliates. All rights reserved . Cisco Public CiSCO Security | 19



The Defenders Opportunity
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|dentity Threat Detection and Response

Policy Administrator

Identity Providers — Focus on Risk Based Identities

Enriched Identity & Context for Policy

y

Secure Workload

Secure Campus Secure Private Application Access

?

Enriched Identity & Context for Policy

Policy Decision Points: 800-207

Policy Enforcement Points
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Zero Trust Access Zero Trust Access e Zero Trust Access * Zero Trust Network Access ¢ Zero Trust Access

Agent/Agentless  Least-privileged Access + Least-privileged Access * Agent/Agentless * Agent/Agentless

Least-privileged Access e Network Access Control o Network Access Control * Least-privileged Access * Least-privileged Access

Network Access Control + Posture and Profiling +  Posture and Profiling * Hiding apps from public internet * Microsegmentation

Microsegmentation e User & Machine Auth e User & Machine Auth * Posture and Profiling * Vulnerability Insight and Forensics

Posture and Profiling *  MFA Support «  MFA Support * User & Machine Auth * Application Dependency Mapping

User & Machine Auth * Adaptive, context-aware access ¢ Policy Enforcement with Identity Based Control
MFA Support * User device behavior monitoring .

Extended Detection and Response



Business Relevance
iIn the SOC
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SOC of Today

Threat Intelligence
(public & private feeds)

A

—{[ Security Information and Event Management ]]
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© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco




Challenges and Limitations

Threat Intelligence
(public & private feeds)

l

— Security Information and Event Management
Endpoint Network Cloud Workload Application
— Identity

© 2025 Cisco and/or its affiliates. All rights reserved.

Expensive to send all raw logs /
individual alerts from all sources

Complex building blocks when
integrating technologies

Limited support with integrations or
limited community - lots of finger
pointing

No context in relations to the business
and true risk of the event

Lower overall fidelity outcomes without
lots of customization

Usually late to the party

Ideal for governance and compliance

N
cisco



SOC of the Future

Threat Intelligence
(public & private feeds)

A 4 A 4

[Security Information & Event Management ]] |,[[ Extended Detection & Response }
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High Fidelity Data Inputs

Supported
Curated
Integrations
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© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco



SOC of the Future with Business Context

[[ Threat Intelligence ] N

(public & private feeds)

Contextualizing Business Risk

y A 4
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Business Context

High Fidelity Data Inputs

Supported
Curated
Integrations

[[ AT

Curated
Integrations

N
© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco

Long term compliance, regulatory data in raw form may still need to be sent to SIEM.



Powered with Artificial Intelligence

[@ Artificial Intelligence

(public & private feeds)

[[ Threat Intelligence J] ~

Contextualizing Business Risk
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© 2025 Cisco and/or its affiliates. All rights reserved. ol I L) l I
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Long term compliance, regulatory data in raw form may still need to be sent to SIEM.



Clinical Application

High Fidelity
Security Telemetry

© 2025 Cisco and/or its affiliates. All rights reserved.

Critical Application Access:

splunk>enterprise  Apps » B Administrator » @ Messsges v Seftings»  Actvityv  Helpv | Find Q ‘
> Hello, Administrator £ Home page settings
0 Bookmarks 22 Dashboard @ Search history © Recently viewed & Created by you AR Shared with you
Clinical Application Medical Record Access  Open2  oChme  WRemove

Monttoring Patient Care Record Access

163,564
Data Analytics 63,56

Total Unique Patient Records Accessed by Anonymous IPs & Potential Cost (USD) ¢ Potential Black Market Cost (USD) ¢ (cAD) & (CAD) 2

N A i samon

Total Estimated
Breach Cost ¢

$156,400 - $351,000

— Dx Dewia Kim

N
cisco




The Value

Powered with Al

[EC@/ Artificial Intelligence

* Lower cost ingest into SIEM
[ Thregt In@elligence ” \
oI EpmeTee « Optimized data correlation and eventing
, - Streamlined incident response handling
BO.bser\Jva(\:bili:\{t H Security Information & Event Management ﬂ —H Extended Detection & Response ’F / Wlth OrCheStrat|On, playbOOI(S, & IR
usiness contex
h 'i' High Fidelity Data Inputs Supported WO rkfl OWS
* Rich business context that correlates to
security events of interest
” Endpoint ’H Network }J[ Cloud ”[ Workload ” “ Application ” ° (S)ltgnp“fylggltthe&v)e(ngor StaCk Wltg SIEM,
servability, coming under a
H — _ single data analytics platform

Curated

egtors « Powered by Threat Inteligence

]
© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco



Al User and

Application Based
Threats
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Al adoption creates new, unmanaged risks

Cost harvesting / repurposing  Infrastructure compromise

Harassment P theft
Hallucinations  Meta prompt extraction

Safety Hate speech  Prompt injection Sec u rity

Off-topic  Model theft
Toxicity  Training data poisoning
Social division & polarization  Sensitive information disclosure
Self-harm  Data exfiltration

Financial harm  Model denial of service



Al User and Application Concerns

Third-Pa First-Party

Manage employee use of third-party Al tools, Enable end-to-end secure development of first-party
preventing data leakage and other business risks,. Al applications across your business

AN
@ Chatchi Datasets

O | 09 o
m . @ Notion Al Models % N

Employee A\ WAVe] o5 End Users

0 GitHub ﬁﬁ Tools
Copilot

Shadow Al, Data Loss Prevention

User and application risks are real!



VWhat's the risk”

Generative Al models are non-deterministic

Al Application New Risk Vector
User Business & reputational harm
Application Data security & privacy
Model Supply chain vulnerabilities
Data Cyber attacks & threats
Infrastructure

Compliance

alial, ; . ) : —
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Al Defense: coverage across the Al lifecycle

Discovery Detection Protection
Al Cloud Al Supply Chain Al Model & App Al Runtime
Visibility Risk Management Validation Protection
Inventory the Al models, Scan model files, repos, Identify safety and security Protect production Al apps
agents, and connected data and MCP servers to vulnerabilities across and agents with guardrails
sources across distributed proactively block malicious models at scale with embedded in the network.
environment to understand or unsafe Al assets before algorithmic red teaming Block attacks and harmful
usage and gauge risk. operations are impacted. technology. responses in real time.

Clowd vaibity  External sasats ' Eventioge
Discovered Al assets Models connections.

12 22 6 22 2 4 sk -
A e 9 Frosetn - " -

fEiiin
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MITRE ATLAS (Adversarial Threat Landscape for Artificial-Intelligence Systems) & OWASP Frameworks



Al Deftense Capabillities

Model Protection, Flexible Enforcement Options

Enforcement Points

Q Firewall
End User
| Hypershield
000 Multicloud Defense
NN
SM2IOIEE o Secure Access

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

DEVELOPING
Al APPS

USING
Al APPS

Al Defense

Discover: Inventory Al Assets
Detect: Vulnerability Testing

Protect: Guardrails & Enforcement

Discover: Inventory Third-Party Apps
Detect: Assess Risk & Get Context

Protect: Guardrails & Enforcement

tr 11

Al Threat Research Labs

Model & openal
Providers A\ & erﬁini

Custom '\AAF’ZI :
Al Apps e

Data -l

Connected
Data Sources

Third-party &P ChatGPT
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Business Flows
Mapped to Cyber
Capabilities to
Reduce Risk
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Datacenter L e

APP-PCI Service to DB-PCI Backend

-
|’ /

@ rcoesed @ Partalyaddessed (@) Notaddiessed

Capability driven outcomes reduce risk



Summary

« Understanding the adversary drives better defensive outcomes

« Assuming failure / breach for every control allows you to stay one step ahead
- Data analytics powered with business context uncovers hidden threats

* Al Threats exists for both user and applications

« Aligning executive drivers, understanding threats, risks to the business,
existing investments, and business flows creates a prescriptive risk profile.

 Defenders its time to level up!

Capability driven outcomes reduce risk
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We don't need to walt
for someone to get
burned to get a
warning label!

Let's get in front of it! Thank you!
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the video presentation

Hope you enjoyed the event! ©
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