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The OAuth 2.0 Authorization Framework
Abstract

The OAuth 2.0 authorization framework enables a third-party
application to obtain limited access to an HTTP service, either on
behalf of a resource owner by orchestrating an approval interaction
between the resource owner and the HTTP service, or by allowing the
third-party application to cbtain access on its own behalf. This
specification replaces and cobsoletes the OAuth 1.0 protoccl described
in RFC 5849.
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The Password Anti-Pattern
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The Password Anti-Pattern

Step 2 Step 3
Profile Information Profile Picture
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now can | let an app

access my data

without giving it my password?



Authorization Server Access Token Resource (API)
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Application OAuth Server
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MCP Client OAuth Server MCP Server
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Accessing APIs
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Enterprise Single Sign-On

Enterprise IdP

Video

Al Chat Bot Conferencing
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Logging in to an app with SSO
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Enterprise APl Access Today
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OAuth Request OIDC Request
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Cross App Access
aka ldentity Assertion JW'T Authorization Grant
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1. Redirect to Log In

2. ID Token Returned |' -
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1. Redirect to Log In

| 2. ID Token Returned "J:

3. POST ID Token with N
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6. Validates JWT using signature
with IdP public key
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RFC 8693
OAuth Token Exchange

Cross-App Access

(Working Group Draft)
OAuth Identity and Authorization
Chaining Across Domains

(Working Group Draft)
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xaa.dev Requesting App Resource App IdP Developer v Docs G

Cross App Access (XAA)

The open sandbox for testing enterprise cross-application access flows

Test secure agent-to-app and app-to-app authorization on behalf of users using the OAuth
|dentity Assertion Authorization Grant (ID-JAG).

Try the XAA Flow -

What is Cross App Access (XAA) ?

Cross App Access (XAA) describes the use case where an application requires access to a third-party
application, such as when your company's chat application displays the latest code update from a
separate source code management tool. Using the OAuth extension "ldentity Assertion Authorization
Grant," the enterprise identity provider manages the connection between two applications, replacing the

user's manual approval step with a seamless token exchange behind the scenes.

Explore the Roles
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(\O\N . Requesting App Resource App Identity Provider
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protected resources u:

Configure and test resource servers that validate Manage users and authenticate identities
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