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'Deep Web'
Makes up 97%

of the entire web

'Clear Web'
Makes up 3%

of the entire web

'Dark Web' 
Is a part of 
'Deep Web'

WHAT IS THE DARK WEB

Dark Web | AI
What are Hackers doing?
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Microsoft sues hacking 
group exploiting azure AI 

for harmful content 
creation. Hackers were 

gaining access to LLM's to 
use them maliciously 

without the user's 
knowledge, potentially also 

racking up costs.

LLM Jacking

Cybercriminals leveraging 
Ai and the dark web for 

more effective data 
scraping and intelligence 
gathering, making target 

discovery and 
compromise less difficult. 

Data Collection 
and Analysis

Cybercriminals developing 
complex Large Language 

Models (LLMs) for malicious 
purposes like developing 

malware or phishing 
campaigns and generating 

harmful content.

Malicious Language 
Models

Cybercriminals stealing API 
keys and credentials to 

gain access to Ai tools like 
ChatGPT and Azure Ai for 
malware and phishing.

API and Credential 
Theft
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86%
Chance of exposure

Average Increase

137%

Automated Data Harvesting – What We See Now
What are Hackers doing?
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Ai Powered Exploitation
What are Hackers doing?

Commoditized AI Hacking Tools
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Ai Powered Exploitation
What are Hackers doing?

Commoditized Ai Hacking Tools

Hank The Hacker



Advanced Phishing
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Advanced Phishing
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Advanced Phishing
What are Hackers doing?

Commoditized Ai Hacking Tools
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Understanding the Technology

Ai: A Shield Against the Dark Web

Detection Response

Ai As a Shield
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Google Cloud’s ‘H1 2024 Threat Horizons Report’ details that initial access seen in 2.9% of cloud compromises observed on 
Google Cloud resulted from leaked credential usage, with the ‘IBM X-Force Threat Intelligence Index 2024’ reporting 71% year-
on-year increase in cyber-attacks which utilize stolen or compromised credentials. 
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Don't let your 
cybersecurity fall 
through the cracks

• Too many silo products

• Too many consoles

• Too many vendors

• Very complex

• Very expensive

• And not effective

What are the next 
new cyber 

challenges?

What are the new cybersecurity 
solutions that you need to 

purchase?

It’s a Never 
Ending Story!!

The Cybersecurity Evolution
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Email

Users

End Points

• NextGen Antivirus (AI)

• Ransomware Protection 

• Exploit Protection

• Malware Protection

• Credential, Files, Documents Protection

• Device Control

• Endpoint Detection & Response

• Full Endpoint Visibility

• Endpoint Security Posture Management

• Windows Event Visibility

• Secure Remote Shell

• Domain & Phishing Filtering

• Network Scan Detection

• Network Poisoning Detection

• Tunnelling & Exfiltration Detection

• External Attack Surface Management / 

Port Scanning

• Network Anomaly Detection

• Integration with Office 365

• Phishing Prevention

• Malware Prevention

• Exploit Prevention

• Unauthorized Senders Management

• Block Malicious File Extensions

• Safe URLs

• Security Misconfiguration Detection & 

Remediation

• Compliance Management

• Reports & Notifications

• Cloud Users & Resource Inventory

• SaaS & Cloud User Behavior 

Anomaly Detection 

• User Activity Visibility

• Lateral Movement Detection

• User Anomaly Detection

• Deceptive Users

• Device, Network, App & Smishing Threat 

Detection

• On-Device Remediation

• Mobile App Risk Detection & Mitigation

• iOS, Android & Chrome OS Devices
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Brought to you by X10 Technologies

Free Dark Web Scan
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