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An AI Hallucination or good LLM training data?
What my phone search pulled up on ‘VISS’ plus ‘Vancouver’



3© Fortinet Inc. All Rights Reserved.

• Attackers?

• Defenders?

• ‘It depends’?

• I don’t know…

Who is ‘winning’ in cybersecurity?
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• Predictive or discriminative AI is about building a model to be able 
to accurately categorize incoming data 

• Generative AI is about building a model to ‘understand’ data well 
enough to create new content 

• Use cases overlap, but Predictive AI is simpler/faster to build and 
operate and often drives automation

• IMO this type systemically favors cyber defense

• GenAI drives ‘knowledge creation’ 

• IMO this is more evenly balanced between attackers and defenders

• Most applications are intrinsically dual use and the focus on transparency and 
explainability conflicts with making effective guardrails against misuse

Two major types of AI
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• For defenders:

• Driving anomaly detection and analysis across an Enterprise attack surface to 
‘sense a disturbance in The Force’

• Can turn size and complexity from a liability into a potential data collection  
advantage 

• Leverages mature AI capabilities and increasingly interoperable multi-vendor 
products and services

• Extensible beyond individual enterprises and networks (sectors, countries)

• Enabling SOC automation and integrated response 

• For attackers: leveraging experience against similar targets

Predictive AI for Offensive and Defense
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• Content creation
• For defenders: response playbooks, deception content

• For attackers: social engineering and mis, dis, and mal-information

• Software creation:
• Professionally produced:

• For defenders, at present it often includes unmitigated vulnerabilities
• For attacker, enables increased complexity and nimbleness 

• User-produced (‘Vibe coding’):
• For defender, often includes vulnerabilities and becomes shadow IT
• For attacker, reduces barrier to entry for code production, spurring 

increase in quantity, variety, volume of malware

• Vulnerability Management
• For defense, can enable mapping of CVE’s to an enterprise IT environment

• For offense, can enable identification of ‘actionable’ CVE’s and/or novel work 
arounds

Security implications of GenAI
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• A key challenge is that not everyone is playing the game, both 
producers of technology and (even more so) users

• Many tech producers are not practicing Secure by Design basics or 
participating in vulnerability management

• Even when the vendors find problems and provide fixes, users often won’t 
patch (i.e., the ‘N day vulnerability’ problem)

• A “Call to Action” for policymakers…

• Creative ‘carrots and sticks’ to tackle the N day vulnerability problem 

• Leveraging government procurement and the ‘bully pulpit’ to promote market-
driven solutions (e.g., Secure by Design)

• Addressing the security implications of requiring transparency in GenAI

Building Collective Resilience
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• Double down on doing the security basics

• Picking your partners carefully with an eye to:

• Business partners with measurable security performance

• Vendors who are doing Secure by Design, and able to maximize using 
predictive AI and GenAI to enrich the security value of your data

• Expertise in cyber intelligence/Dark Web monitoring

• Leverage GenAI internally, but start with AI governance/risk management

• Consider a GenAI approach to vulnerability management

• Remember that resilience can mean multiple concurrent and complementary 
solutions rather than bigger pipes and more tools

Building Individual Organizational Resilience



9© Fortinet Inc. All Rights Reserved.

Thank You!

Jrichberg@Fortinet.com

Jim Richberg | LinkedIn
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