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Quantum Revolution & Why It Matters Now



The Quantum Computing Revolution

● Quantum computers harness quantum 
mechanical principles like superposition and 
entanglement.

● Traditional bits are either 0 or 1. A quantum bit 
(qubit) can be 0 and 1 at the same time. 

● Many qubits combined with quantum 
algorithms can evaluate countless possibilities 
in parallel. 

● Computing some types of problems that takes 
billions of years on classical computers are 
solved in seconds on quantum​ machines.



Quantum Era: Closer Than You Think!

Microsoft Majorana 1 Chip Amazon OcelotGoogle Willow ChipIBM Heron Quantum



Quantum Computing: Opportunities and Threats



Quantum’s Potential 
Power To Solve Complex Problems

● Pharma & Healthcare: Simulate molecules for 

faster pharmaceutical development

● Materials & Energy: Enable the discovery of new 

materials eg. better batteries.

● Logistics: supply chain logistics, and even traffic flow

in smart cities​

● Finance: Improve portfolio management, risk modeling, 

● Technology & AI: Supercharge AI and ML, enabling 

faster model training & solving more complex problems

https://pmc.ncbi.nlm.nih.gov/articles/PMC11586987/#:~:text=problems%2C%20requiring%20extensive%20computational%20resources,enhanced%20methods
https://www.reuters.com/business/autos-transportation/hyundai-motor-partners-with-quantum-computer-firm-ionq-battery-development-2022-01-19/
https://www.reuters.com/business/autos-transportation/hyundai-motor-partners-with-quantum-computer-firm-ionq-battery-development-2022-01-19/
https://www.automotivetestingtechnologyinternational.com/news/rd/volkswagen-demonstrates-quantum-computing-in-traffic-routing.html#:~:text=Volkswagen%20has%20demonstrated%20the%20world%E2%80%99s,real%20time
https://pmc.ncbi.nlm.nih.gov/articles/PMC11586987/#:~:text=treatment%20protocols%2C%20which%20may%20not,AI%20model%20training%20and%20analysis


Risks and Cryptographic Threat



A Looming Threat – The End of Classical Encryption

● Shor’s Algorithm Changes the Game: Quantum computers 

will efficiently factor large numbers and break widely used 

encryption (e.g., RSA, ECC).

● Public-Key Vulnerability: Critical security tools, like HTTPS 

to VPNs to digital signatures, that rely on RSA/ECC will be 

rendered obsolete.

● Timeline to “Q-Day”: Experts estimate quantum computers 

capable of breaking current encryption in ~10–15 years.

● Long-Lived Data at Risk: Financial, healthcare, gov’t data, 

secrets, passwords—must remain confidential

● Cost of Waiting: Cryptographic upgrades take years. Delays 

risk exposure to quantum threats.



The Urgent Danger – Data Stolen Today, 
Decrypted Tomorrow

● “Harvest Now, Decrypt Later” (HNDL): Targeting data in 

transit, attackers are already intercepting encrypted data

to decrypt later with quantum computing.

● Cheap Storage, Long Memories: Cloud storage and cyber-

espionage adversaries stockpiling vast amounts of 

encrypted data indefinitely.

● Why This Matters: Financial transactions, personal health 

records, state secrets being captured and could be 

decrypted in a decade.

● Time is of the Essence: Once quantum decryption arrives, 

it’s too late to protect data that’s already been harvested. 

This makes quantum security an immediate problem, not 

just a future one​.



Post-Quantum Cryptography as a Solution



A New Era of Cryptography – PQC to the Rescue

● What is Post-Quantum Cryptography (PQC)?: PQC 

refers to encryption algorithms resistant to quantum 

attacks

● Ready Now: NIST-approved standards since 2024 (ML-

KEM for key agreement, ML-DSA, SLH-DSA digital 

signatures).

● No Quantum Computer Required: PQC algorithms run on 

classical computers – we can implement them today via 

software updates. 

● Don’t Wait for Quantum to Arrive: We must upgrade to 

future-proof cryptography now. 



The Business Case for Immediate Action



The Expectation of Quantum Readiness is Growing



Time is of the Essence

HQC Algorithm 
selected by NIST



Quantum-Safe Algorithms and Standards

NIST Standardization: The National Institute of Standards and Technology 

(NIST) has finalized the first Post-Quantum Cryptography (PQC) standards

○ ML-KEM (FIPS 203): Quantum-safe alternative for key exchange (e.g., 

RSA/ECDH) that secures TLS session keys against future decryption 

attempts (“Harvest Now, Decrypt Later”)

○ ML-DSA (FIPS 204) & SLH-DSA (FIPS 205): Quantum-resistant 

alternatives to traditional signature schemes (e.g., RSA/ECDSA) 

designed to prevent impersonation, tampering, and forgery



The Path to Quantum Resilience

1. Inventory Your Cryptography: Find all RSA/ECC instances, certificates, and 

dependencies and where encryption is used across your organization

2. Assess & Prioritize: Evaluate which systems and data are most sensitive to long-term 

confidentiality. 

3. Implement Hybrid (Quantum+Classic) Encryption Now: Don’t wait – start deploying 

quantum-safe encryption.

4. Develop a Migration Roadmap: Create a phased plan to replace or upgrade vulnerable 

cryptographic systems. 

5. Educate and Collaborate: Build awareness in your teams about PQC. Ensure vendors / 

partners are aware.



By tunneling traffic through Cloudflare, customers automatically gain protection for harvest-now-decrypt-later 

attacks using TLS 1.3 with post-quantum key agreement (ML-KEM) 

Websites and APIs

● All websites and APIs served through Cloudflare are protected by TLS 1.3 with PQC

● Connections back to origin server that use Cloudflare Tunnel are also secured with PQC

Post-quantum Zero-Trust

● Post-Quantum Clientless Access: Protect employee access to your corporate websites with PQC,

even if those servers are not yet fully upgraded to PQC

● Post-Quantum VPN / Zero-Trust Network Access: Tunnel any protocol through quantum-safe Cloudflare 

Tunnel, with WARP client on user devices and Cloudflare Tunnel to corporate office/cloud/datacenter. 

● Post-Quantum Secure Web Gateway (SWG): Secures web communications by intercepting and inspecting 

encrypted traffic and employing quantum-resistant algorithms to safeguard the gateway-to-client 

communications

Cloudflare Can Support Your Quantum Security Journey



Enhancing Internet Security with Post-Quantum Cryptography

* No immediate need to make changes to origins.

YUL



Post Quantum Secure Web Gateway (SWG) - Cloudflare Gateway

YUL

* No immediate need to make changes to origins.



Zero Trust + PQC: Future-Proofing Internal Security

*Roadmap 2025*

YUL

* No immediate need to make changes to origins.



Call for Action



Quantum threat demands immediate action to protect our data

● Treat PQC as Urgent (Not Optional): The transition will take 

years, so start NOW

● Align with Government Timelines: NIST recommends phasing 

out RSA/ECC by 2030  

● Define Your Quantum-Safe Roadmap: Establish a timeline 

with concrete milestones. 2025: Pilot PQC in critical areas; 

2026-27: Wider deployment in infrastructure & vendor 

requirements; 2028: Majority of systems quantum-safe; 2030:

Complete transition. 



Thank you! 



For a great Cloudflare video on PQC

https://www.youtube.com/watch?v=RmF05GpLE20

https://www.youtube.com/watch?v=RmF05GpLE20
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