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Welcome and
Introduction

James Turgal specializes in Executive Advisor, Cyber Risk and Board Relations and
Education. Provides cyber threat actor subject matter expertise and advice
/recommendations/education to C-Suite executives, audit committees and boards of
directors. He has significant C-Suite and Board level executive experience in
advising /translating complex cyber /information technology concepts and building
strategies to address cyber-attack influenced business risk, cyber crisis management
resilience and response and other strategy efforts for the public and private sector.

Prior to joining Optiv, James spent three years in the cyber risk practice at Deloitte after
retiring from a distinguished 22-year career with the Federal Bureau of Investigation
(FBI). During his FBI career, James served as a Special Agent, Attorney and Pilot in
numerous FBI Field Offices. His cyber experience began in 2003 working cyber
investigations and designing a Cyber Crime Taskforce in the Cincinnati Field Office.
James served in executive roles as the Special Agent in Charge (CEO Role) of the
Arizona Field Office where he was responsible for all critical infrastructure, including the
Palo Verde Nuclear Power Station and other energy sector assets transiting Arizona. He
went onto C-Level leadership roles as the Chief Human Capitol Officer (CHCO) and James Tu rgql
culminated his career as the Executive Assistant Director of Global Information
Technology and the FBI’s Chief Information Officer (CIO). Global Advisory Services
Board Relations and Education

o P T I V Proprietary and CONFIDENTIAL. Do Not Distribute. © 2025 Optiv Security Inc. All Rights Reserved.
~




GLOBAL INTERCONNECTED RISKS




GLOBAL TOP FIVE RISKS TO HUMANITY 2024

How geopolitical risk has influenced my organization’s cybersecurity strategy

Rigk cateqories

Extreme weather Al-generated Societal anddor
misinformation palitical polarizaticn
and disinformation
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GLOBAL INTERCONNECTED RISKS 2024
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GLOBAL INTERCONNECTED CYBER — BUSINESS RISKS

How geopolitical risk has influenced my organization’s cybersecurity strategy

Cyber leaders | Business leaders

Strengthan policies and
praciices for engaging
diract-connection third
parties with data accass

Strengthan controks
with third parties wha
procass data

Ra-evauate the countrias
with which my arganizatian
does business

Estabilish and engage with
inclustny wiorking groups

Lpdata tarms and
conditions for thind partias

Adjust information-sharing
practicas
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GEOPOLITICAL THREAT ENVIRONMENT & USE AND
ABUSE OF Al IN THE POWER AND ENERGY SECTORS




Cyber Risk Themes You Don’t Have to be

The
Intended target

Every 11 seconds

ransomware attacks occur and
can cause a 19-day downtime

287 days

is the average time to detect and
contain a data breach

0
o

data records are compromised daily

Attack Surface Ecosystems ﬁ
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Using Al for enhancements in Energy Industry

* Seismic Data Interpretation: Al
analyzes seismic data to identify
potential oil and gas reserves with
higher accuracy than traditional
methods.

* Geological Modeling: Machine
learning creates subsurface models
to guide drilling decisions..

N\

Drilling Analytics: Al systems
monitor drilling operations in real
time, adjusting parameters like
weight on bit or rate of penetration.

Predictive Maintenance: Al predicts
failures in critical drilling equipment
like mud pumps or drill bits, reducing
unplanned downtime.
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Autonomous Drilling Rigs: Al powers
partially or fully autonomous rigs that
can perform repetitive tasks with minimal
human intervention.

Remote Monitoring: Drones and robotics
combined with Al conduct inspections of
offshore or remote drilling sites.

* Al-Driven Reservoir Simulation:
Machine Learning models forecast
reservoir behavior under different
extraction scenarios.

* Enhanced Oil Recovery — Al helps
design and optimize EOR
techniques such as CO, injection
by modeling fluid flow and
recovery rates.
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RUSSIA & IRAN: APT THREATS TO ENERGY- SECTOR

The following shows a selection of Advanced Persistent Threats (APTs) groups based in Russia and Iran.

RUSSIA

Energetic Bear (DragonFly)
Affiliation: Russian state-linked, possibly FSB or affiliated contractors

Primary Targets: U.S. and European oil & gas firms, ICS vendors, energy software supply
chains

Key Tools & Techniques: Havex malware: Extracted ICS/SCADA asset information; spread
via trojanized software updates from ICS vendors.

Woatering hole attacks: Planted malicious code on websites used by industrial control
engineers

Remote access tools (RATs): Custom variants for long-term surveillance

Key Incidents:2011-2014: Trojans inserted into legitimate ICS software updates (e.g.,
from MESA Imaging, eWON).Dragonfly 2.0 (2017): Reemerged with email spear-
hishing and credential harvesting on oil & gas providers in the U.S. and Europe

Sandworm Group (VooDoo Bear / GRU Unit 74455)
Affiliation: Russian GRU military intelligence
Known For: Ukraine power grid attacks, NotPetya worm, probing U.S. electrical grids
Key Tools & Techniques: BlackEnergy: Used in 2015 Ukraine ICS attack
Industroyer/CrashOverride: Custom malware built to manipulate ICS protocols like IEC-101,
IEC-104, OPC, Modbus Exaramel: Follow-up toolkit post-NotPetya Credential dumping +
brute-force tools targeting exposed oil & gas endpoints
Key Incidents:2015: Ukraine blackout via SCADA manipulation (BlackEnergy) 201 6:
Development and test of Industroyer targeting electric grid, applicable to oil & gas

sabotage

Q:ADA20] 9—2020: Recon of U.S. energy infrastructure, likely pre-positioning for future J
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/ CyberAv3ngers / APT33 / APT34

Affiliation: Linked to the IRGC (Islamic Revolutionary Guard Corps)Motivation:

Anti-Israel, anti-West ideological agenda, evolving into strategic ICS attacks

Key Tools & Techniques: IOControl malware: Modular ICS-targeting malware used to

infect programmable logic controllers (PLCs) - Password spraying and exploit chaining:

Used to access internet-exposed Sophos and Fortinet appliances - SCADA/ICS scanner

modules: Mapped out critical U.S. oil & gas ICS endpoints in mid-2024

Key Incidents: 2023: Claimed responsibility for hacks into U.S. water utilities but also

targeted oil & gas SCADA 2024: Infiltrated a U.S. oil & gas company and began
anning global ICS environments — a shift from defacement to latent operational

disruption.

~

/

APT33 Elfin Group

Affiliation: Iran’s Ministry of Intelligence
Known For: Targeting aerospace, energy, and petrochemical firms globally

Key Tools: DropShot, ShapeShift: Destructive wiper malware ALFASHELL phishing kits -
Backdoor.ALMA: Gained access to oil firm networks in Saudi Arabia and UAE

.
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REPORTED CYBER ATTACKS ON U.S. CRITICAL INFRASTRUCTURE -
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Threat of North Korean IT Workers

Infiltrating U.S. Companies

Scope

« Over 300,000 North Korean IT workers operating
globaily (U.S. State Department) -

« $6 million paid to North Korean IT workers by
U.S. companies in 2022 (U.S. Department f Jistice)

Tactics
* Use of false identities, including American personas

» Securing remote work to infiltrate technology and
cryptocurrency firms

Examples T
« Exploitation of Upwork. Fiverr platforms to &)
gain employment (U.S. Treasury)

» Compromise of freelance job application
platforms to penetrate Fortune 500 companies._

2021 indictment of North Korean IT worker for \ =
cybercrimes against U.S. clients (U.S. Department
of Justice)

Infiltration Extent:

Hundreds of Fortune 2000 companies
have been infiltrated by North Korean
operatives working as full-time
employees with privileged access.

Cybersecurity firm Mandiant reports that
dozens of Fortune 100 companies, One

specific scheme alone involved North
Koreans hired at more than 300 U.S.
companies, generating over $17 million

for the North Korean government.

Some companies have reported having
up to 10 North Korean scammers on their
payroll posing as IT workers.

Scale of the Scam:

The overall North Korean IT worker
program generates an estimated $250
million to $600 million per year.
Individual North Korean developers make
approximately $15,000 to $60,000 per
month and are required to earn at least

$100,000 annually.
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KEY CYBERSECURITY IMPACTS

TARIFFS AND A GLOBAL TRADE WAR
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How Trade Wars and Cybersecurity Risks Are Connected

* Financial stress leads to weakened
cybersecurity postures. Organizations
may reduce cybersecurity budgets,
making them more vulnerable to
cyberattacks.

* Nation-state cyber actors intensify
espionage. Governments may attempt
to steal intellectual property or disrupt
industries targeted by tariffs.

* Hacktivists engage in politically
motivated attacks. Protest groups may

use cyberattacks to draw attention to
perceived economic injustices.



Key Cybersecurity Impacts of the Trade War

Trade tensions don't just disrupt industries; they create fertile ground for cyber threats. Economic instability can lead to a surge in
cybercrime, hacktivism, and even nation-state cyber-espionage.

- Rising global trade tensions have cybersecurity
implications.

* - The U.S.-China trade war has intensified cyber risk
across industries.

- This presentation explores the links between trade policy
and cybersecurity.

- Increased Nation-State Threat Activity

- Software Supply Chain Vulnerabilities

- Export Restrictions on Cybersecurity Tools

- Retaliatory Cyber Espionage

ok | #1410554517

- Loss of Global Cooperation on Cyber Norms

Adobe 40
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Data Sovereignty, Localization—and Unintended Consequences

Tariffs don’t act in isolation. They are often accompanied by a
broader push for data sovereignty, where governments seek to
ensure that citizen or national data is stored and processed
within their borders. In some cases, trade restrictions or
sanctions directly target foreign cloud providers or encrypted
communication platforms, citing national security concerns.

Data is the new cargo of global trade. It crosses borders,
powers supply chains, and underpins economic value. But just
like physical goods, it must be protected, tracked, and
governed—especially as the rules of international commerce
change.

Tariffs Are Now a Cybersecurity
Issue—Treat Them That Way
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Trade War Supply Chain Shifts = New Attack Surfaces

As supply chains shift to alternative,
potentially less secure vendors,
organizations could inadvertently expose
themselves to new vulnerabilities, including
these possible risks:

* Companies scrambling to shift suppliers
may bypass security due diligence to
avoid tariff costs.

* Increased counterfeit risks in hardware
procurement as organizations look for
cheaper alternatives.

* Longer refresh cycles on security
appliances and infrastructure, leaving
organizations running older, less secure
systems.
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U.S. DOMESTIC POLITICAL RISK IMPLICATIONS
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New Administration Implications/Cyber Pressures

Rollback of Regulations

* Reduced restrictions on labor and
environmental factors

* Dilution of CISA & SEC Cyber
Disclosure Rules and Enforcement

*  M:ission shift for law enforcement
apparatus diminished or eliminated

* Intelligence Sharing Safe Zone
expired

Strengthened Supply
Chain Mandates

* Requirements for third-party
suppliers to ensure security on
critical goods such as electronics

* Enhanced focus on securing supply
chains from both physical and
cyber risks

Al Policy Unknowns

bl4

Commercial

Sector

* Repeal of Biden Administration Al guardrails /
Cyber Critical Infrastructure response pushed to
the States / Potential 10-year moratorium on Al

State level policies and guidance.

Tariffs / Trade War
impacts on Key
Suppliers

* Tariffs on foreign components
such as electronics, raw
materials, semiconductors, etc

* Strain on US and Allies
relationships to collaborate in
cyber space

* Boycott of U.S. Made Products

* Increase in counterfeit
hardware

Changes to International
Trade Policy

 Stricter trade policies with
nations like China and others

* Trade disputes impact the cost
and security of IT supply chains
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TAKEAWAYS

Increased Cyber Risks due to
Tariffs and a Global Trade War

Supply Chain Attacks

Global and GeoPolitical Risk is
a Cyber Risk

CHALLENGES

Increased Nation State Cyber Espionage
Operations

Vendor Substitution and Supply Chain Risks
Fragmentation of Software Ecosystems

Tariffs and Trade War exacerbate problem
Shifts in supply chains can cause technical,
operational and legal problems

Requires a multi-layered strategy

How do you protect you company and
customers against a shifting GeoPoltiical
landscape.

GUIDANCE

Diversify software and hardware supply chains.

Strengthen third-party and geopolitical risk assessments.
Invest in cyber threat intelligence related to nation-state
and proxy threat actors.

Engage in diplomatic efforts to rebuild global cyber norms.

Implement Software supply chain controls and limit and
segment vendor access.

Increase threat intelligence and monitoring and regularly
test and audit vendors.

Vet and monitor all 3" parties and implement software
supply chain controls.

Create Al tools capable of quickly creating risk models and
identifying impacts and likelihoods.

Integrate GeoPolitical Risk into Business Continuity planning.
Elevate Board and Executive awareness and war-game
Black Swan events.
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