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• My Current role: Americas Field CISO at 

SentinelOne

• Previous roles - Security Practitioner, 

Consultant

About Me
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Challenges We Hear From Customers
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Rapidly

Expanding

Attack Surfaces

Stealthy, advanced

threats that continue to

evade even the best

defenses

Complex

Multi-Vendor

Security Stack

Increasing level of

complexity as vendor 

footprint expands

without integrated

workflows

Manual

Triage &

Investigation

Disconnected, alert-

centric tools with alerts

that lack context and

correlation

Cybersecurity

Skills

Shortage

Lack of skilled

SecOps practitioners

with insufficient

domain expertise

Reactive

Processes

& Flows

Manual orchestration of

responses that happen

at individual control

points and at human

speed
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Why XDR? Why Now?
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EPP, SIEM, SOAR

Manual 

response 

playbooks 

increase 

adversary dwell 

times

Insufficient 

time to triage 

and respond to 

alert volume at 

scale

Cloud 

transformation 

has created 

cybersecurity 

blind spots

Adversaries are 

becoming more 

sophisticated/ 

automated

Current 

security tools 

are ineffective, 

expensive & 

overly complex 

and operating 

in silos
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Vendors

10+

Tools

25-49
Customers claiming to 

be impacted by skills 

shortage

57%
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The Evolving Landscape
of Threat Detection &
Response
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Everyone Claiming to Offer XDR
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Mega product 

security vendors 

integrating their 

portfolio

Security analytics 

integrating across 

multiple vendors

EDR vendors 

integrating with 

select partners

SIEM and SOAR 

vendors creating 

easier to use XDR 

solutions

MSSP integration 

with shared 

workflow

FirewallIdentity Web Gateway NetworkCloudEmail
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The Quest for Optimized Security Operations
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Single Pane of Glass… …or Single Glass of Pain?
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Vendors are Promising the Moon
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Reduce SOC 

work by 85%!
“

Reduce TCO by 35%!“

50x Alert Volume Reduction!

8x Faster Investigations!

44% Lower Cost!

“



© 2023 SentinelOne. All Rights Reserved.

Agreement on Key Value Propositions for XDR
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Reduce Total Cost of 

Ownership (TCO)

Improve 

Performance & Scale

Improve SecOps 

Efficiency & Skillset and ROI

Reduce Mean Time to

Detect. Investigate. Respond
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MYTH 

#1

“XDR can exist 

without a solid 

EDR foundation”
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“XDR can exist 

without a solid 

EDR foundation”
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MYTH #1

REALITY

A successful XDR 

solution will draw from 

the strengths of a solid 

EDR platform, extending 

to additional security 

tools.
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XDR is a journey that starts with EDR

● Proven to be the most effective threat protection & mitigation tool 

for any size enterprise

● Critical for reducing cyber risk insurance premiums

● Efficacy proven by recent MITRE evaluation

● Requires broad platform support

● Identity threat detection now a critical part of securing the enterprise

breaches

originated 

on endpoint

70%
attacks leveraged 

weaknesses in identity

82%

MYTH #1

“XDR can exist 

without a solid 

EDR foundation”

REALITY
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XDR Adds Vital Non-Endpoint Telemetry
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Handful

of Incidents

Hundreds

of Suspicions

Billions

of Points of Telemetry

• Reduce Alert Fatigue

• Improve SOC Efficiencies

• Minimize Dwell Time
Email

Web 

Gateway

Firewall

Network

Cloud

Identity

Endpoint
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MYTH 

#2

“XDR is just a 

Next-Gen SIEM”



“XDR is just a 

next-gen SIEM”
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MYTH #2
XDR and SIEM 

address very different 

use cases. SIEM is a 

great log collection 

tool however, XDR has 

risen to fill the void 

created by SIEM. 

REALITY
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“XDR is just a 

next-gen SIEM”

MYTH #2

REALITY

SIEM XDR

Business 

Focus

• Risk-Centric • Threat-Centric

Use Cases • Compliance

• Reporting

• Correlation (rules)

• Triage & Hunting (slow)

• Improved Incident Context

• Advanced Threat Detection

• Rapid Triage & Hunting

• Intelligent Response

Operational 

Models

• “Consume everything”

• Static Detection Logic

• “Determine Actionability”

• “Consume Relevant, Actionable 

Data”

• Enriched Investigations, Net 

New Detections

• Prescriptive, One-Click or 

Automated Responses

Complexity • Manual Data Source Onboarding 

and Configuration

• Steep Learning Curve

• Simple, 1-click onboarding

• No analyst training required

Orgs have operational 

challenges with their 

current SIEM

88%
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MYTH 

#3
“More data 

yields better 

results”



“More data yields 

better results”
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MYTH #3 Ingesting only relevant 

data, XDR increases 

detection efficacy 

while reducing analyst 

workload.  

REALITY



“More data yields 

better results”
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• Data lakes become Data Swamps?

– Data Relevance?

– Actionability?

• Data Ingestion is Hard

– Structured DB schemas force normalization

– Too many event formats/parser

from data & enrichment sources

– On-Prem? Cloud? Airgapped?

• Data Storage & Transport is Expensive

– Consumption-based pricing forces poor decisions

• XDR should help Democratize your Data

MYTH #3

REALITY

Enterprises with

a cybersecurity

data lake project

52%

Failure rate of

data lake projects

60%
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Security is a Data Management Problem
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Endpoint

(EDR)

3rd-Party

(SIEM)
Cloud

(AWS/Azure)

Disparate Data Silos

customers admit 

siloed tools lead to 

missed detections

66%

Skills Shortage

threats go 

untriaged

25%

Data Retention
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MYTH 

#4

“All XDR 

platforms are 

the same”



“All XDR 

platforms are the 

same”
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MYTH #4

● Closed XDR vendors limit 

customer integrations to a 

single vendor.

● Open & Native XDR offer 

strong native functionality 

while integrating with 3rd-

party ecosystems.

REALITY



“All XDR 

platforms are the 

same”
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MYTH #4 Endpoint

Mobile
Network Cloud

Container

Identity

SASE

Email
SIEM Firewall

Sandbox

Threat 

Intelligence

Native Sources

Open Integrations

REALITY
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MYTH 

#5
“XDR is only 

for highly 

mature SOCs”



“XDR is only for 

highly mature 

SOCs”
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MYTH #5
XDR delivers improved 

security outcomes for 

any organization, but 

has the greatest 

benefit to mid-sized 

enterprises. 

REALITY



“XDR is only for 

highly mature 

SOCs”
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XDR benefits ANY size organization

MYTH #5

Source: CyberRisk Alliance survey, 2022

REALITY

Small & Less-
Mature Orgs

• Reclaim control 
& real-time 
actionability

• Budget restraints 
to implement 
SIEM/SOAR

• Maximized 
efficiencies from 
existing security 
stack

Mid-Sized Orgs

• Improved 
visibility

• Maximized 
operational 
efficiency with 
automations

Large & Highly-
Mature Orgs

• Fewer tools with 
less 
customization & 
less 
complex coding 
requirements

• Amplified 
operational 
efficiency 



“XDR is only for 

highly mature 

SOCs”

28© 2023 SentinelOne. All Rights Reserved.

XDR benefits ANY size organization

organizations plan to 

implement XDR within 

24 months

77%

respondents see “faster 

detection & containment”

as key XDR benefit

45%

MYTH #5

Source: CyberRisk Alliance survey, 2022

REALITY
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CYBERSECURITY MATURITY

Customers with large, well-trained 
threat intelligence and hunting teams

Customers with secops needs but 
can’t afford specialized teams

Least mature customers tend to 
outsource to MSSP for outcomes

HIGHMEDIUMLOW

The Sweet Spot for XDR
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XDR Key Takeaways
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Data Speed 

& Scale

Data analytics 

platform with data 

speed and scale

Complete 

Visibility 

Ingest, correlate, 

search, and action 

data from many 

sources

Native 

Integrations

Frictionless, no code 

integration across 

your security stack

Automated 

Resolution

Automate and 

orchestrate 

response & 

remediation

Reduced 

Complexity

Empowering 

humans
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CUSTOMERS 
ARE OUR #1

143 5-Star Reviews in the Last 12 Months

May 2021 | Highest rated EDR vendor in Voice of the Customer report 

© 2023 SentinelOne. All Rights Reserved.

Net Promoter Score in the

“great” to “excellent” range

Customer Satisfaction (CSAT) is ~95%

95%

Excellent cross-platform EDR 
plus industry-leading capabilities 
and service.

March 4, 2022
IT Services Industry, 1B-3B USD
Data & Analytics Role

“Ease your workload with the 
Singularity Platform”

January 4, 2022
Finance Industry, 3B-10B USD
Data and Analytics Role

“Data control preset by the 
Singularity Platform is a given”

April 28, 2022
IT Services Industry, 1B – 3B USD
IT Role

“Affords you a solid peace of 
mind.”

August 22, 2022
Travel & Hospitality Industry, 1B - 3B USD
IT Security & Risk Management Role

4.8
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Named a Leader.
2021 Gartner Magic Quadrant for Endpoint Protection Platforms

Easy deployment

Effective protection

Options to suit all 

organizations 

SentinelOne Characteristics

Gartner Critical Capabilities:

Disclaimer: Gartner does not endorse any vendor, product or service depicted in its research 

publications, and does not advise technology users to select only those vendors with the highest 

ratings or other designation. Gartner research publications consist of the opinions of Gartner’s 

research organization and should not be construed as statements of fact. Gartner disclaims all 

warranties, expressed or implied, with respect to this research, including any warranties of 

merchantability or fitness for a particular purpose.

Cloud workload ready 

Strong MITRE ATT&CK results 

Timely, quality customer 

support

Highest 
Score

Highest 
Score

Highest 
Score

Blended Approach 

Organizations

Prevention Focused 

Organizations

Lean Forward

Organizations

TYPE A USE CASE TYPE B USE CASE TYPE C USE CASE

32

Read the 

full report 



sentinelone.com

Thank you

To learn more or connect with us s1.ai/platform

https://s1.ai/platform
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