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Introduction: How Big has Cybercrime Become?

Cybercrime in Action: BEC, the Attack and the Response
Meet the Threat Actors: Who to Look Out For
Going Deeper: Industry Insights

Why is this Important?



#1 Global Business Risk

Allianz Risk Barometer 2022 lists
cyber incidents as the #1 global
business risk, above business

interruption and natural disasters.

HOW BIG IS THE CYBERCRIME BUSINESS?

“The $1.5 Trillion Dollar
Cybercrime Industry

20xGreater Gains Compared
to Largest CDNCompany

Cybercrime totals $1.5 trillion in
revenue annually. Brookfield Asset
Management’s revenue reached $75.7
billion in 2022. In comparison to
Brookfield, cybercrime enjoys over 20x
greater gains.

$1 billion in Annual
Revenue for Cybercriminals.

CyberSecurity Ventures, and
ransomware attack statistics, reveal

$1 billion in annual revenues for
Cybercrime Brookfield

cybercriminals. That's a ransomware $1.5T/yr $75.7B/yr

attack every 11 seconds by 2022.

THE LEADER IN SECURITY OPERATIONS

$6.9 Trillion in
Annual Damages

Measured as a country, cybercrime
would be the world’s third-largest
economy after the U.S. and China
with inflicted damages totaling
$6.9 trillion USD globally in 2021.
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Examples of Attack Methods

Ransomware as a Service (RaaS)

What is RaaS?

The commodification and
commercialization of distributing
ransomware to affiliate groups.

Attack Method

Ransomware developers work with
affiliate groups that distribute their
ransomware and then benefit
economically from the attacks.
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Business Email Compromise (BEC)

What is BEC?
The tactic of spoofing and taking over
email address

Attack Method

EC attacks can come in various forms —
from attackers positioning themselves
as the CEO requesting an emergency
fund to acting company suppliers and
requesting fund transfers to fraudulent
accounts. BEC attacks target

employees up and down the corporate
ladder.
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Zero-Day Exploit Market

What are Zero-Day Exploits?
Commercial activity that happens around
the trafficking of software exploits.

Attack Method

Since Zero-Days are flaws or loopholes
already present in the system in place, it
makes the attack more reliable and
sophisticated. They are undetected until
the day they are released and therefore
can be exploited while staying under the
radar, which makes them highly effective

for threat actors.
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Meet the Players

While there are many cybercriminals out there, these are the 6 key threat actor groups to look
out for that are trying to build their business and make money off your organization's mistakes.

ORGANIZED INSIDER NOVICE RARAS NATION-STATE BLACK HAT
CYBERCRIMINAL THREAT ATTACKER OPERATOR SPONSORED ACTOR HACKERS



ORGANIZED
CYBERCRIMINAL

ALL

ABOUT THE BENJAMINS

The most common type of threat actors are the organized cybercriminals

motivated by making money. They want access to our personal, financial, or health

data — in order to sell it on the dark web. For the retail sector, in particular, the

stolen data from these hacks typically appears within days on black market sites.

Cybercriminals operate behind anonymous and peer-to-peer networks, using

encryption technologies and digital currencies to hide their communications and

transactions.

Depending on the attack type, they may work solo or as part of an organization, but

they often have relationships with each other.
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TECHNIQUES

Phishing

Social Engineering
BEC

Malware

Ransomware

Remote Access Trojans

TARGETS
Large Cash
Data-rich Enterprises

MOTIVATORS
Financial Gain



RANSOMWARE
AeassncCPERATORS

WHEN THE BAD GUYS TEAM UP

Cybercriminals intent on launching an attack buy or rent the ransomware code
from other cybercriminals who write and deploy the malicious code under an
affiliate program. The ransomware authors provide technical leadership and step-

by-step instructions on how to launch the attack. Some RaaS setups are even

equipped with a platform that allows both parties to view the status of the attack

on a real-time dashboard.

These attackers are so brazen that they even advertise their RaaS on the dark web,
much like cybersecurity companies promote their services and solutions as pop-up

ads on numerous websites.

There are four common RaaS revenue models: monthly subscription for a flat fee;
affiliate programs, which are the same as a monthly fee model but with a percent of
the profits (typically 20-30%) going to the ransomware developer; one-time license

fee with no profit sharing; pure profit sharing.
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TECHNIQUES
Ransomware
Malware

TARGETS
Large Cash
Data-rich Enterprises

MOTIVATORS
Financial Gain



NOVICE
ATTACKERS

IT'S FUN TO DO BAD THINGS

Novice attackers they are usually younger people who acquire hacking tools built
by more talented hackers.

TECHNIQUES
- Purchase existing

l ransomware services &
off-the-shelf exploits

They may often be unsophisticated, highly visible, and impulsive with their attacks.
Despite their name and lack of depth of knowledge, many of these threat actors can
still be dangerous. Companies that haven't taken basic security precautions are a

prime target. Social engineering

TARGETS
Organizations with weak spots
or easy vulnerabilities

Some novice attackers may also begin to sell their services to others, contracting

out their services to larger criminal organizations in an effort to make money off

their hobby. They do not always realize the seriousness of the organizations they
are contracting for, they're simply motivated by the entertainment and monetary
gain of their “hobby."

MOTIVATORS
Entertainment
Small financial gain
Notoriety
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Novice Attackers on the Rise?

£) B

LOW(ER) BARRIER MANY GATEWAY
TO ENTRY ACTIVITIES
ChatGPT, Al, accessible Escalation paths for pre-
archives = access for lower, career youth: e.g., game
less technical skilled hacking to for-profit activity
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SIGNIFICANT
INCENTIVES

200K+ dark web job ads,

peak salaries $15-20K/mo.

for attack specialists

O
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ALWAYS ON
RECRUITMENT

Fewer constraints for
malicious recruiters than
legal businesses
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Why Does this Matter & What Can | Do?

THIS M P

c b ercrim e As long as there is money, attackers will continue to attack, grow their

v businesses and improve their strategies to siphon money from organizations.

is a Lucrative

|ndustrv How Much Money Is There? What Can | Lose?
In 2022, data breach costs rose from $3.8 As cyber attacks continue to evolve, their
million to $4.2 million, the highest average direct and hidden, unexpected costs of data
total cost in the 17-year history of this report. breaches continue to grow.
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Stay Vigilant Educate Your Monitor & Partner with 3
Remediate Security Operations
Employees Vulnerabilities Provider
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Where can | Learn More?
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Dive Deeper Into the
Business of Cybercrime.

Our new interactive page offers clarity
into how the business of cybercrime
functions, who the major threat actors
are, and how to defeat them.
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Calculating the

Cost of a Breach

Risky security practices can have costly

onsequences
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Calculate The Impact of
Breach to Your Business.

With the Arctic Wolf Cost of a Breach
Calculator, you'll be able to estimate
how your organization may be affected
by a cyber incident so you're prepared
for even your worst day.

THE LEADER IN SECURITY OPERATIONS

A T CICUSTSRPESP— |
" -
Arctic Wolf Solutions
The . [P N Gy MU —————
e s Al v et b My s e - e S et b s eebert
o 148 i e v svsegorwan ret st on To Srovent s stindn. S beuery remsh 1 sopt s e
Aprear® by ey on s ety sper s That | whess feste Wttt Sl
Q| [
Managed Detection and Managed Managed Securlty
Response Risk Awareness

Ready to Get Started?

We’re here to help. Reach out to
schedule an introductory call with one of
our team members and learn more
about how Arctic Wolf can benefit your
organization.
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Q&A

Thank/you forattending!
Dive Deeper Into the Business of Cybercrime. Our new mteractlve/ p@ge offers*\,* 3

clarity into how the business of cybercrime functions, who the major threat actors\
are, and how to defeat them. :

atcrcwolif.comibusiness-of-cybercrime
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