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Introduction: How Big has Cybercrime Become?

Cybercrime in Action: BEC, the Attack and the Response

Meet the Threat Actors: Who to Look Out For

Going Deeper: Industry Insights

Why is this Important? 
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20x
CDN

Brookfield
$75.7B/yr

Cybercrime totals $1.5 trillion in 
revenue annually. Brookfield Asset 
Management’s revenue reached $75.7 
billion in 2022. In comparison to 
Brookfield, cybercrime enjoys over 20x 
greater gains. 

20X
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Examples of Attack Methods 

Ransomware as a Service (RaaS)

What is RaaS?
The commodification and 
commercialization of distributing 
ransomware to affiliate groups.

Attack Method
Ransomware developers work with 
affiliate groups that distribute their 
ransomware and then benefit 
economically from the attacks.

Business Email Compromise (BEC)

What is BEC?
The tactic of spoofing and taking over 
email address

Attack Method
EC attacks can come in various forms –
from attackers positioning themselves 
as the CEO requesting an emergency 
fund to acting company suppliers and 
requesting fund transfers to fraudulent 
accounts. BEC attacks target 
employees up and down the corporate 
ladder.

Zero-Day Exploit Market

What are Zero-Day Exploits?
Commercial activity that happens around 
the trafficking of software exploits.

Attack Method
Since Zero-Days are flaws or loopholes 
already present in the system in place, it 
makes the attack more reliable and 
sophisticated. They are undetected until 
the day they are released and therefore 
can be exploited while staying under the 
radar, which makes them highly effective 
for threat actors.
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TECHNIQUES
Phishing

Social Engineering
BEC

Malware
Ransomware

Remote Access Trojans

TARGETS
Large Cash

Data-rich Enterprises

MOTIVATORS
Financial Gain



T H E  L E A D E R  I N  S E C U R I T Y  O P E R A T I O N ST H E  L E A D E R  I N  S E C U R I T Y  O P E R A T I O N S

©2022 Arctic Wolf Networks, Inc. All rights reserved. Public 7

TECHNIQUES
Ransomware

Malware

TARGETS
Large Cash

Data-rich Enterprises

MOTIVATORS
Financial Gain
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TECHNIQUES
Purchase existing 

ransomware services & 
off-the-shelf exploits

Social engineering

TARGETS
Organizations with weak spots

or easy vulnerabilities

MOTIVATORS
Entertainment

Small financial gain
Notoriety 
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A L W AY S  O N  

R E C R U I T M E N T

Fewer constraints for 

malicious recruiters than 

legal businesses
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Novice Attackers on the Rise?

L O W ( E R )  B A R R I E R  

T O  E N T R Y

ChatGPT, AI, accessible 

archives = access for lower, 

less technical skilled

S I G N I F I C A N T  

I N C E N T I V E S

200K+ dark web job ads, 

peak salaries $15-20K/mo. 

for attack specialists
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M A N Y  G AT E W AY  

A C T I V I T I E S

Escalation paths for pre-

career youth: e.g., game 

hacking to for-profit activity
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Why Does this Matter & What Can I Do?

Stay Vigilant Educate Your 
Employees

Monitor & 
Remediate 

Vulnerabilities

Partner with a 
Security Operations 

Provider
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Where can I Learn More?

Dive Deeper Into the 

Business of Cybercrime. 

Our new interactive page offers clarity 

into how the business of cybercrime 

functions, who the major threat actors 

are, and how to defeat them.

arcticwolf.com/business-of-

cybercrime

Calculate The Impact of 

Breach to Your Business.

With the Arctic Wolf Cost of a Breach 

Calculator, you’ll be able to estimate 

how your organization may be affected 

by a cyber incident so you’re prepared 

for even your worst day.

arcticwolf.com/calculating-

the-cost-of-a-breach/

Ready to Get Started?

We’re here to help. Reach out to 

schedule an introductory call with one of 

our team members and learn more 

about how Arctic Wolf can benefit your 

organization.

arcticwolf.com/request-

demo/
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Q&A
Thank you for attending! 

Dive Deeper Into the Business of Cybercrime. Our new interactive page offers 

clarity into how the business of cybercrime functions, who the major threat actors 

are, and how to defeat them.

arcticwolf.com/business-of-cybercrime
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