— TY, PRIVACY, & POLICY

IN THE METAVERSE:

DIS-INFORMATION WARFARE, COGNITIVE INFRASTRUCTURE MANIPULATION,
REALITY DISTORTION TECHNOLOGY, AND CONTROL OF THE HUMAN EXPERIENCE.
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Gaming?
Shoppinge
Medical/Health?
Remote Worke
Sportse

Travel & Tourism@
Manufacturinge
Biz Meetings?
Real Estatee
Dating?
Educational tool?
Training platform?

—

WITF IS THE METAVERSE®




COMPUTER SECURITY

HEARING
BEFORE THE
SUBCOMMITTEE ON
TECHNOLOGY AND COMPETITIVENESS

COMMITTEE ON

SCIENCE, SPACE, AND TECHNOLOGY

U.S. HOUSE OF REPRESENTATIVES
ONE HUNDRED SECOND CONGRESS

IRST SESSION

[No. 2]

Why would
bad guys ever
want 1o use
the internete

“Electronic Pearl Harbor”

Congressional Testimony, June 27, 1991

Winn Schwartau, the “Civilian Architect of Information
Warfare” (Commodore Pat Tyrrell OBE Royal Navy,
1996) and author of Information Warfare: Chaos on
the Information Superhighway.
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=Tty ATHE MOST POWERFUL REALITY-DISTORTION
i MACHINE EVER CONCEIVED!

1. Personal use: Choose the reality you want to live inl No judgment!
Choose your utopia from thousands of pre-designed reality templates.

2.  Customize realities for corporate training,
indoctrination, and advertising.

3. Guaranteed to Change Belief Systems in Days!
|deal for extremist radicalization.

ML HIGHLY ADDICTIVE
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awar is Coming: June 2023

METAWAR

THE ART & SCIENCE OF
CONFLICT IN THE METAVERSE

= _»‘:’_f“m’" < =

Hacking, Weaponizing, & Reality Distortion
For God & Country, Power & Profit

Winn Schwartau 2 IS
Author of Information Warfare and named the ol Bl

SUATN B2 T # /
“Civilian Architect of Information Warfare”. 4 _J[ / _AJ--" JJ.‘J f | l /_/
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METAVERSE HISTORY:
IT'S ALL ABOUT IMMERSION AND BELIEF
« 1876 -1920

« Audio/Video Tech Dev
« 2 November 1920
« 1t Commercial Radio Broadcast
 QOctober 31, 1938
 War of the Worlds (Radio)
« 30 April 1939
« Now we add sight to sound
o July 1, 1941
« 15t paid television ad
« 1950s
« 7/0mm/3D Theaters
« Smell’o’Vision
« September 1961
« Walt Disney Wonderful World of Color
« 2023
« 8K-16KTVs
«  Ambisonics
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WHAT IS REALITY?
REALITY IS SUBJECTIVE BELIEF

| Absolute | | | Absolute |
|Un-truth| Truth, Trust, Faith, Belief I Truth|

(Not absolute) 1

<0
ITrUStI M lTrustI
| Faith | | Faith |

| Belief | | Belief|
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TION - IMMERSION - REALIT

Simulated Reality: — ©®

The Metaverse will be here.
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SOURSUBIECTIVE REALITY IS DETERMINE
- SENSORY SYSTEMS + OUR EXPERIENCES

Process 74GB/day
 Unconscious:  4*10A11bps
« Conscious: 2*10A3 bps
e 125 x 10N 12 synapses
« 2.5 X 10A15 bytes of memory
Job #1: Predict the Future to Survive
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Thousands of kms
> RT:~140 — 160ms Remote

> Resolution 2-3ms S
> Freqg. Range 20-20Khz enses
» Dynamic Range: 0dbm-~160dbm

Confidentiality - presare
R > 100 kbit transmission rate
Integrity

Metasecurity o

W=

Time Touch
. . » <1pm - Millions of kms
» RT:~20ms touch - ~80ms pain
S y n C h ro n IZO -I-I O n » Resolution .001cm texture.

28mg touch/pressure.
> Pressure

Temperature

Pain

Security in the Metaverse - _imbiansmisionae

Is about understanding, —

securing, and defending > sy fting S
> ~1.43mg/L

the human brain from ifs - Sl e
Own S e n S es . 1 kbit transmission rate

| —_— BN
TIME-BASED SECURITY SENSES

Sight

Billions of light years
RT: ~180-200ms
Resolution: ~77 fps / ~13ms

> 350-750nm (electromagnetic)

> Sensitivity ~107-9 Lux (5-14 phtons)
> Photoreception

> 10 mbit transmission rate

Remote & Proximate
Sense

Smell

» >1um (touching)

» RT:200-1200ms

» Sensitivity ~.0001ppm to 1000ppm
> Range/Specificity 388 types

» Chemoreception

» 100 kbit transmission rate
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HUMAN BODY SENSOR ™S

BIOSENSORS j

Classification
Based on bioreceptors g /

Based on transducers

Based on detection system

\»

Gravimetric
biosensors

Optical
biosensors

Enzyme-based
biosensor !

Antibody-based __ | Egjectro- Electronic
biosensors

chemical biosensors
biosensors

Based on
technology

Electrical

Nano biosensors

—3 :
Biosensors

SRP
—

Electronic

Aptamer-based :
biosensors

biosensors

Whole Cells
biosensors

Nano
biosensors

e

v
Optical
biosensors

v

v
Thermal

biosensors

A 4
Acoustic

biosensors

v

v

Biosensors

Biosensors
— =
-on-chip

—> Electrometers

Thermal
biosensors

Magnetic
biosensors

Mechanical
biosensors

Amperometric Potentiometric Volatmmetric Conductometic Impedometric
biosensors biosensors biosensors biosensors biosensors




DY AREA NETWORKS

A
[ Q

Hearing Aids

),
4o

Optical Displays
{ef;ﬁ’

Smartclothes \‘

VANCED

Tattoos
Body Area Network

¥ T

4

€3 Bluetooth

Smartwatches Subcutaneous

Sensors
Q

Electronic :
Electronic
Shoes Socks Smartphone Internet Router
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=& ‘Orchestration
* Vision

« Audio

« Touch

« Smell & Taste

« Vestibular system

Haptics (Kinaesthefics)

« Body, Finger, Hand, Glove
(Game Controllers)

 Mechano-, Thermo-, Nocio-

« Air Vortices/Ultrasound

e Tum -200um

i

G

E

NERATION 1 METAVERSE

Tracking

 Eye, Head, Face
 Wearables

* Micro-GPS

« Laser/IR/etc. MoCap
« (Spatial Computing)

Bio-Sensors +

« Equilibrium

« Chemical: Drug, Medical
Monitoring,

* Interoceptors

« Vitals

CONFIDENTIAL - DO NOT DISTRIBUTE



% MORE VALUABLE THAN PIl

— .
.. OWI EXACTLY HOW YOU WILL
~  REACT IN A GIVEN S| ATION

;ﬂ,
 PRE DICTIijOUIR FUTUR \
A

, BEING ONE STEP AHEAD. ALWAYS.
| | || Y

IIIIIIIIIIIIIIIIIIIIIIIII
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~ HUMAN DESIGNEDS

OODA ORCHESTRATION

Content Orchestration

UUUUUU

‘lHoQﬂcFeedbock
Trccking Behcjvior|

... | Sensor Response

DDDDDD

DDDDDD

«  Gaming

» Advertising

+ EDU, Training, Corp.

* Medical, Industrial, etc.

* Propaganda, Indoctrination,
Disinformation, etc.
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- GENERATIVE Al DESIGNED
———————— (B OODA ORCHESTRATION

Content Orchestration

0ooooo

S _ Haptic Feedback

0ooooo
oooooo

0ooooo

_“Tracking Behavior,

Sensor Response

« Advertising

« EDU, Training, Corp.

* Medical, Industrial, etc.

* Propaganda, Indoctrination,
DisinforoaHiDENT&C DO NOT DISTRIBUTE




—— ming
« Advertising
« Hostile Metaverse Shenanigans
 Disinformation

3 CLASSES OF METAWAR

« COMMON THEME: ADDICTION
« Gaming Was Just the Start

e Class Il - Corporate/Commercial « Addiction to immersive fechnology

« Deep Surveillance Capitalism
« The Death of Pl

« Employee Indoctrination
« Disinformation

« Class lll - NGO & Nation-State
« Religious Extremism

« Manchurian Candidates
« Political Radicalization
e Disinformation

« Metaporn: 15t Killer Meta-app

SEROTONIN

OXYTOCIN @
AMINE u

I
DOP

I ENDORPHINS

IO HIGHLY ADDICTIVE




POINT TECH REQUIRES 1,000X CPU & GPU:
AND WE NEED TO SECURE [T

lilTL.--r-l/.

EDGE-1
l:’“:é

« 2-5Gb/S Bi-directional
< 10 ms latency
160M pixel (2 eyes; ~12K)
« 21,600 H pixels

Full eye: 170°H x 1300 V
>120 Hz Refresh

1,000X CPU & GPU

Foveated Rendering
8000 x 4500

Eye tracking: >1250 Hz

« Saccadic movement :
Face Tracking « Off-load rendering,

3OK poin.l.s/sec ® CPU, GPU to Edge-]
500M RADAR pulses/sec to * lLatency 1-10ms
create realistic avatar « Low pondwd’rh ms’rrug:’rlons
» Tracking/Sensor/Haptics Data
CONFIDENTIAL - DO NOT DISTRIBUTE

~—>
"

<




CONFIDENTIALITY & INTEGRITY

" Data Breaches/Mods e
(As always) - / :

« Data atrest in entire chain

« Orchestrated scripting
* Haptics data
* Tracking data

« Data at in motion entire chain
« Orchestrated script
« Haptics Tracking/Time Sync
* Pll/IAM —
Access & Control Digital Twin
* Man-in-the-middle/Al-in-the-
middle

~ CONFIDENTIAL - DO NOT DISTRIBUTE



TRUST IN THE METAVERSE N

 Trust the Provider?
« Technical - Social
« Traditional Attacks
» Resilience
* Injection/Infection
« DOD/DDoS

 Platform & 3 Party Trust
« Behavioral Data
« Stimulus/Reaction
Endpoint-Edge+ Comm
Anonymity/ldM Alphabe:t
APIls -Data Sharing Policy amazon @§
to New Vector Attacks

FaAcEBOOK M® Microsoft




« Advertising

« Unprecedented visibility intfo user
actions.

« Publishers control the experience.

* They collect vast amounts of user data.
* They monetize the collected data.

» Predictability
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DISINFORMATION

Just consider what a 1D Social Media Platform Did to Belief Systems.

 ADD:

* Immersive Phishing
FACT Audio-Video-3D Deep Fake
Social Engineering
Emotional Memory
Gaslighting

T

BAD INFO

Exploring How Mis/Disinformation Works and Why it Matters ° D E F E N C E

e ChatGPT Detection
 DeepFake Detection

VIR HIGHLYADDICTIVE]

CONFIDENTIAL - DO NOT DISTRIBUTE




METAMURDER:

Kiling a game avatar

g

Kiling a metaverse avatar
Hiring a killer (hacker/bot?)

Sexual assault on an avatar
« Add haptics

Child Porn
Bullying

Hate Crimes
Meta-Stalking
Meta-harassment
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« Recruitment
« Hate
 Political and Religious Extremism
« Espionage
« Deep Fakes
« Commit crimes, disinformation

» Impersonate official avatars, help
desk, and others in authority

 |dentity Theft
e Disinformation

« Bullying and romance scams, eftc.

 Virtual/augmented/mixed/XR
reality threafts

SOCIAL ENGINEERINGS

THE METAU

C@

INFLUENCE I.OGIN

o e

SOCIAL ENGINEERING
: Lo lal

e . w5

SECURITY C\v—{é : SPYING
ACCESS



* Induce Hallucinations

REALITY

« Enforce/Create/Distort Belief Systems
« Political

« Religious

« Conspiracy

 Employ Deep Fake as Truth

DISTORTION POLICIES

* Indoctrination \ //

* Induce Feelings - Emotional Ranges
* Induce vertigo/interoception

« Addiction Trigger

« Psychiatric/Medical

How Do We Measure Reality Distortione
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ADDICTION POLICY

« Addiction is Addiction
 Chemical

» Psychological
 Virtual

« Social Media
« Younger Addicts

e More Senses Involved
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META-POLICY

y

o

-

1. Should Reality-Distortion and Belief-
Changing Technologies Be
Regulated and Legislatede

b |
\h

_As that... legal?

2. If such a reality-distortion technology
were put on the market now, should | will make it legal.
It be legal?

3. Should Meat-space ID be mandated
IN the metaverse¢ (No Anonymity)



=Tty ATHE MOST POWERFUL REALITY-DISTORTION
i MACHINE EVER CONCEIVED!

1. Personal use: Choose the reality you want to live inl No judgment!
Choose your utopia from thousands of pre-designed reality templates.

2.  Customize realities for corporate training,
indoctrination, and advertising.

3. Guaranteed to Change Belief Systems in Days!
|deal for extremist radicalization.

ML HIGHLY ADDICTIVE
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“t's Deja Vu All Over Again

If we ignore the dangers of the metaverse,
just like we ignored the privacy and

security downsides of the infernet >30 years
agQo...

... we will have consciously chosen o

allow mind-altering technologies to
proliferate into public hands and then...

... there is no turning back.

What Does Canada Choose?




THANK YOU!

PLEASE: Keep in mind, this is only an early Alpha version of what the final thesis will contain.

;
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Winn Schwartau, FRSA

« WinnSchwartau@Gmail.Com
« www.WinnSchwartau.com
e @WinnSchwartau
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