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Possible cyberattack disrupts healthcare
services in Canadian province -minister
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Alerts and Tips Resources

> Baxter Sigma Spectrum Infusion Pump (Update A}

ICS-CERT Advisories

ICS Medical Advisory (ICSMA-22-251-01)
Baxter Sigma Spectrum Infusion Pump (Update A)

Original release date: September 08, 2022 | Last revised: September 29, 2022
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Cyber Insurance Challenges

AAdvisorSmith BUSINESS INSURANCE BUSINESS LOANS v CREDIT CARDS v RESOURCES v

Cyber Insurance Market Update

Q Patrick Chen Take a look at our mid-year update into the rising average costs of cyber insurance in
<y uly 13,2022 2022.

Cyber War and Cyber Operation Exclusion Clauses

GET A QUOTE



The cybersecurity bell curve:

Basic security hygiene still protects
against 98% of attacks =~

98%
protection

Utilize Apply least Enable multifactor Keep versions Protect data
antimalware privilege access authentication up to date

|
1% Outlier attacks 1% Outlier attacks

REVIEW POLICY INCREASE SKILLS ASK FOR HELP
Review your cyber We're committed to Ask for help Public
security policies and skill 250K student and Sector Center of
execute the basics professionals by 2025 Expertise

based on the Zero aka.ms/cyberskills

Trust Framework



Zero Trust Approach from Microsoft
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Reframing “Data”

- Data is not oll

- All data isn't in tables or CSV

- Data needs doesn’t need to be highly accurate
- Old data vs new data

- Static data is different than streaming data

- Data often has shared interests

- Not all data has privacy interests

- It's not winner take all

- More data isn't always a useful metric



Innovations Transforming Our View

 Datasheets for Datasets

* Differential Privacy & other Deidentification
techniques

* Synthetic data generation
* Confidential computing

* Data watermarking

* Big data, Little data

* Federated Learning

* Data Meshes



Data Governance

A variety of constructs have arisen to define data sharing:
 Data Commons, Data collective, Data trusts, Data communes, Data institutions

* “It’s not what we call it, it’s about having a conversation about how we
manage data” Bianca Wylie, Sean Martin McDonald, CIGI

* It’s not a field of dreams scenario — start from a particular use and then
grow (purposeful publication)

* CIO Strategy Council developing framework for Data Governance



Data Governance

Principles / Rules

Responsible / Ethical
Data

Legal / policies

Legal Foundations

Data Access Policy

Data Use Policy

Data Integrity and
Integration policy

Data Sharing
Agreements

Business imperatives

Organizational Data
Maturity

= Data “monetization”

Timeliness

Processes

Data Categorization

Risk Management

Information Sharing

Certifications /
compliance

Incident Handling

Skilling

Organizational
structures /
Governance Models

Internal Governance

Data Stewards

_

B2B / B2G / G2G
governance

OpenData

Technologies /
Controls

Encryption

Deidentifcation

Al / ML
considerations

Watermarking

Differential Privacy

Information
Protection



Example: Cascadia Data
Discovery Initiative
(CDDI)/Fred Hutchinson

Cancer Research Center

Cancer research data is currently
siloed between institutions.
CDDI brings together
organizations across the
Cascadia region to tackle the
issues that make breakthroughs
in research difficult, starting with
barriers to data discovery and
data access. Key to this effort is

which will
allows researchers to get
insights from the data

DIFFERENTIAL %

PRIVACY OO Ok @




The large hadron collider produces 30-50 PB/year*

*http://public.web.cern.ch/public/en/Ihc/Computing-en.html (2017)



http://public.web.cern.ch/public/en/lhc/Computing-en.html

The Square Kilometer Array Observatory
* 16 terabits of data per second to central signal

Processors
» Store 710 petabytes of data per year,
» two ‘Science Data Processor’ HPC systems expected to

total at least 250 petaflops

SKA Observatory (SKAO): A guide to the soon-to-be largest radio telescope in the world | Space



https://www.space.com/square-kilometre-array-observatory-skao

OPEI\. Al GPT-3.5

Trained with over 175B parameters

» The supercomputer developed for OpenAl is a single
system with more than 285,000 CPU cores, 10,000 GPUs
and 400 gigabits per second of network connectivity for
each GPU server.

 Compared with other machines listed on the

In the world, it ranks in the top five

Microsoft announces new supercomputer, lays out vision for future Al work - Source



https://www.top500.org/
https://www.top500.org/
https://news.microsoft.com/source/features/ai/openai-azure-supercomputer/




Deloitte. Services v Industries v  Careers v

Omnia Al

Canada’s Al imperative:
Overcoming risks, building trust

Al has the potential to be the catalyst for an era of unprecedented innovation,
progress, and prosperity. Yet Canadians still do not truly understand Al, or see
how its benefits outweigh the risks. We heard concerns about Al's impact on
privacy, security, bias, consumer protection and more - and Canadians are
looking to business and government leaders to provide answers and solutions
to those questions. Left unaddressed, this lack of trust could have a serious
impact on Canada’s future prosperity.

This report outlines five key perceptions Canadians have about Al and
examines the root causes of their distrust. While there’s no question Al
presents its fair share of risks, this report highlights that it is possible to
develop Al that reflects Canadian values—and promotes prosperity for all.

Read Canada’s Al imperative: Overcoming risks, building trustto learn more.

Downioad the report

Search

Al Services

Products

Q  @aenv | I\

English | Frangals

Insights | Connect with us




Getting Specific on Al

Data Training Models

e Context of collection e Supervised * Locked

* Unrecognized Bias e Unsupervised * Trained
e Synthetic data  Semisupervised < Evolving

Temporal characteristics
Streaming / static

Security/privacy

Model Theft

Model Corruption

Faulty training (synthetic data)
Adversarial perturbation

Automation
* Human in the loop
* Human over the loop
* Human out of the loop




ke 9 - A

Fairness Reliability Privacy & Inclusiveness
& Safety Security

<Y Transparency

@ Accountability




& openAl =m Microsoft

Ensure that artificial + Empower every person and
general intelligence (AGI) organization on the planet
benefits humanity. to achieve more

GPT-3 Codex DALL:-E

Generate and Understand Text Generate and Understand Code Generate images from text prompts



=. MiCFOSOﬁ; | Learn Documentation Training Certifications Q&A  Code Samples Assessments Shows Events 2 Search Sign in

5% Filter by title ‘ Learn /

&

= In this article

General Data Protection Regulation (GDPR)

Use Cases for Azu re OpenAI SerVice What is a Transparency Note?

The basics of Azure OpenAl
Microsoft Developer Agreement Article = 01/31/2023 + 20 minutes to read = 3 contributors Y Feedback Capabilities

Terms of Use Use cases

Azure Software Licensing Terms

Learn TV Code of Conduct

Terms of Learn Data Sharing What is a Transparency NOtE?

Show more

An Al system includes not only the technology, but also the people who will use it, the people who will be affected by it,
and the environment in which it is deployed. Creating a system that is fit for its intended purpose requires an
understanding of how the technology works, what its capabilities and limitations are, and how to achieve the best
performance. Microsoft's Transparency Notes are intended to help you understand how our Al technology works, the
choices system owners can make that influence system performance and behavior, and the importance of thinking about
the whole system, including the technology, the people, and the environment. You can use Transparency Notes when
developing or deploying your own system, or share them with the people who will use or be affected by your system.

Microsoft’s Transparency Notes are part of a broader effort at Microsoft to put our Al Principles into practice. To find out

more, see the Microsoft's Al principlese.

The basics of Azure OpenAl

Introduction

Azure OpenAl provides customers with a fully managed Al service that lets developers and data scientists apply OpenAl's
powerful language models including their GPT-3 and Codex series. GPT-3 models analyze and generate natural language,
while Codex models analyze and generate code and plain text code commentary. These models use an autoregressive
architecture meaning they use data from prior cbservations to predict the most probable next word. This process is then
repeated by appending the newly generated content to the original text to produce the complete generated response.
Because the response is conditioned on the input text, these models can be applied to a variety of tasks simply by
changing the input text.



B Microsoft | Learn Documentation

N6 Filter by titie

General Data Protection Regulation (GDPR)
Azure Software Licensing Terms

Microsoft Developer Agreement

Terms of Use

Learn TV Code of Conduct

Terms of Learn Data Sharing

= Download PDF

Training Certifications Q&A Code Samples Assessments Shows Events

@

Learn /

Code of conduct for Azure OpenAl
Service

Article « 01/30/2023 « 6 minutes to read + 4 contributors ¢y Feedback

The following Code of Conduct defines the requirements that all Azure OpenAl Service
implementations must adhere to in good faith. This code of conduct is in addition to the

Acceptable Use Policy in the Microsoft Online Services Terms .

Access requirements

Azure OpenAl Service is a Limited Access service that requires registration and is only available to
managed customers and partners with Microsoft account teams. Customers who wish to use this
feature are required to register through this form© both for initial access for experimentation and
for approval to move from experimentation to production. To learn more, see Limited Access to

Azure OpenAl Service.

Responsible Al mitigation requirements

Integrations with AzureOpen Al Service must:

* Implement meaningful human oversight
¢ Implement strong technical limits on inputs and outputs to reduce the likelihood of misuse

hatimamd thha canalicatiante intandad Aiivanca

R Search Sign

= |In this article

Access requirements
Responsible Al mitigation requirements
Integrations with Azure OpenAl Service must n

Content requirements

Show more Vv



Key Take-Aways

* A focus on data will help safeguard this valuable asset
e Gear up on the latest tools and techniques

e Establish a data governance process

* Consider how you can leverage global resources
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Johnwei@microsoft.com
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