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Cyber Insurance Challenges



Cybersecurity bell curve

REVIEW POLICY

Review your cyber 

security policies and 

execute the basics 

based on the Zero 

Trust Framework

INCREASE SKILLS

We're committed to 

skill 250K student and 

professionals by 2025

aka.ms/cyberskills

ASK FOR HELP

Ask for help Public 

Sector Center of 

Expertise



Endpoints

Identities

Network

Applications

Infrastructure

Data





Innovations Transforming Our View

• Datasheets for Datasets

• Differential Privacy & other Deidentification 
techniques

• Synthetic data generation

• Confidential computing

• Data watermarking

• Big data, Little data

• Federated Learning

• Data Meshes



Data Governance

• A variety of constructs have arisen to define data sharing:
• Data Commons, Data collective, Data trusts, Data communes, Data institutions

• “It’s not what we call it, it’s about having a conversation about how we 
manage data” Bianca Wylie, Sean Martin McDonald, CIGI

• It’s not a field of dreams scenario – start from a particular use and then 
grow (purposeful publication)

• CIO Strategy Council developing framework for Data Governance



Data Governance

Principles / Rules

Responsible / Ethical 
Data

FAIR

Legal / policies

Legal Foundations

Data Access Policy

Data Use Policy

Data Integrity and 
Integration policy

Data Sharing 
Agreements

Business imperatives

Organizational Data 
Maturity

Data “monetization”

Timeliness

Processes

Data Categorization

Risk Management

Information Sharing

Certifications / 
compliance

Incident Handling

Skilling

Organizational 
structures / 

Governance Models

Internal Governance

Roles

Exec

CDO

Data Stewards

Data Admins

B2B / B2G / G2G 
governance

OpenData

Technologies / 
Controls

Encryption

Deidentifcation

AI / ML 
considerations

Watermarking

Differential Privacy

Information 
Protection



Cancer research data is currently 

siloed between institutions. 

CDDI brings together 

organizations across the 

Cascadia region to tackle the 

issues that make breakthroughs 

in research difficult, starting with 

barriers to data discovery and 

data access. Key to this effort is 

differential privacy which will 

allows researchers to get 

insights from the data without 

affecting the privacy of the 

individuals.



The large hadron collider produces 30-50 PB/year*

*http://public.web.cern.ch/public/en/lhc/Computing-en.html (2017) 

http://public.web.cern.ch/public/en/lhc/Computing-en.html


The Square Kilometer Array Observatory
• 16 terabits of data per second to central signal 

processors
• Store 710 petabytes of data per year,
• two ‘Science Data Processor’ HPC systems expected to 

total at least 250 petaflops

SKA Observatory (SKAO): A guide to the soon-to-be largest radio telescope in the world | Space

https://www.space.com/square-kilometre-array-observatory-skao


OPEN AI GPT-3.5
• Trained with over 175B parameters
• The supercomputer developed for OpenAI is a single 

system with more than 285,000 CPU cores, 10,000 GPUs 
and 400 gigabits per second of network connectivity for 
each GPU server. 

• Compared with other machines listed on the TOP500 
supercomputers in the world, it ranks in the top five

Microsoft announces new supercomputer, lays out vision for future AI work - Source

https://www.top500.org/
https://www.top500.org/
https://news.microsoft.com/source/features/ai/openai-azure-supercomputer/






Getting Specific on AI

Data Math Codifying APIs Packages … Application Function Business

Data
• Context of collection
• Unrecognized Bias
• Synthetic data
• Temporal  characteristics
• Streaming / static

Training
• Supervised
• Unsupervised
• Semi supervised

Models
• Locked
• Trained
• Evolving

Automation
• Human in the loop
• Human over the loop
• Human out of the loop

Security/privacy
• Model Theft
• Model Corruption
• Faulty training (synthetic data)
• Adversarial perturbation





Ensure that artificial 

general intelligence (AGI) 

benefits humanity.

Empower every person and 

organization on the planet 

to achieve more

GPT-3

Generate and Understand Text

Codex

Generate and Understand Code

DALL·E

Generate images from text prompts







Key Take-Aways

• A focus on data will help safeguard this valuable asset

• Gear up on the latest tools and techniques

• Establish a data governance process

• Consider how you can leverage global resources



John Weigelt

Johnwei@microsoft.com

@Thumbtackhead
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