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ESG What?
ESG is a framework that helps stakeholders understand how an 
organization manages risks and opportunities around sustainability 
issues across three key areas.

Environmental

• Environmental Impact – direct and indirect

• Stewardship over natural resources

• Resiliency against climate risks  - fires, flooding

Social

• The organizations relationship with internal and external 
stakeholders

• Labour practices

• Diversity

• Human rights

• Safety

• Community engagement and relations

Governance

• How the organization is managed

• Internal controls promoting accountability and transparency

• Leadership incentives tied to E & S performance objectives apart 
from revenue

• Managing risk across the business spectrum



Evolution of Social Responsibility
More socially aware

Investments must align with 
values 

Prioritize employee well-being, 
diversity and inclusion, and 

community engagement



Why ESG?

• Rapid growth in ESG investment

• Estimates range from 15 – 20% 
continued growth

• ESG Funds are becoming a focus, 
particularly in Europe

• 71% of global business leaders 
believe that “Eventually, no 
investment decisions will be 
made without considering ESG.” 
(Bloomberg)



How ESG Can Impact Business?

REPUTATION

MERGERS & AQUISTIONS

STAFF

INVESTMENT

SUPPLY CHAIN





Environmental
• Industrial Control Systems

• Physical consequences of 
business process interruptions



Social

• Healthcare attacks

• Identify theft

• Disruption to essential services

• Erode Trust in companies



Governance

• Cyber security is rated 
as a key risk in most 
industries and 
organizations

• Executives and Boards 
are expected to know 
about cyber





Good Cyber Governance 101

Be Prepared - Insurance

THIS IS NOTHING NEW

Develop & Operate a Cyber Program

Measure & Manage Cyber Risk

Know Who is Accountable



Know Who is Accountable

• Your cyber security policy should clearly define roles and 
accountabilities from the top

• Educate everyone

• Executive and Board involvement in tabletops



Measure and Manage Cyber Risk

Measure Cyber Risk
• Stop estimating it
• A good cyber risk program will translate 

technical risk into business risk

Take Action on Risk 
• Do you know if it is increasing or decreasing?
• Do you have the right information to make an 

informed decision on cyber risk?



Operate a Cyber Program

Building a house without a plan is never a 
great idea

Why do we think cyber security is any 
different?



Bill C26
An Act respecting the protection of critical cyber systems in the federally regulated private sector.
Currently in the 2nd reading in House of Commons



What is a Cyber Program?

• A structured approach to cybersecurity that:
• Measures risk

• Applies controls

• Assigns accountability

• Responds to incidents

• Measures effectiveness



Foundation of the Cyber Program

POLICY

CONTROLS

STANDARDS

TAXONOMY OF SECURITYOBJECTIVES OF SECURITYFRAMEWORK OF SECURITY
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What Does a Managed Cyber Program Look 
Like?
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Measure the Program
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• Used to plan where to focus 
• Mechanism to ensure 

accountability
• Provides a non-technical view of 

your organization’s current state 
of cyber health

• Used to demonstrate 
commitment to business 
partners or regulatory bodies
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Security Tools ≠ Cyber Program



Cyber Insurance

Cyber insurance is risky business

Low or No coverage

Insurers don’t like risk

Increased premiums 

Business risk that must be managed by a cyber program



Who is Iron Spear?

FOUNDED IN 2012

WE ARE LOCAL

INDEPENDANTWE GIVE BACK

PRACTICAL

PARTNERSHIP



Who is Iron Spear?
IRON: Natural element that is strong, used in making steel, and exists in very small amounts in blood.

SPEAR: A well-aimed spear is worth three. -Tad Williams

Security is in our blood and our 
aim is focused
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