ESG and Cyber
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ESG What?

ESG is a framework that helps stakeholders understand how an
organization manages risks and opportunities around sustainability
issues across three key areas.

Environmental
* Environmental Impact — direct and indirect
* Stewardship over natural resources

* Resiliency against climate risks - fires, flooding

Social

* The organizations relationship with internal and external
stakeholders

* Labour practices
* Diversity

* Human rights

» Safety

* Community engagement and relations

Governance
* How the organization is managed
* Internal controls promoting accountability and transparency

* Leadership incentives tied to E & S performance objectives apart
from revenue

* Managing risk across the business spectrum
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Evolution of Social Responsibility
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Why ESG?

* Rapid growth in ESG investment

Environmental, Social, and Governance (ESG)
Assets Under Management Worldwide, 2018-2025

trilions * Estimates range from 15 - 20%
continued growth
* ESG Funds are becoming a focus,
= particularly in Europe
* 71% of global business leaders
believe that “Eventually, no
investment decisions will be
2018 2020 2022 2025 . . .
Source: Bloomberg as cited in company blog, Jan 24, 2022 made WI th OU t Con SI de r I n g ES G-”
274667 Insiderintelligence.com ( BlOO m be rg)
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How ESG Can Impact Business?
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Environmental

* Industrial Control Systems

* Physical consequences of
business process interruptions

Panic Drives Gas Shortages After Colonial Pipeline
Ransomware Attack

8 ‘Dangerous Stuff’: Hackers Tried to
W Poison Water Supply of Florida Town

For years, cybersecurity experts have warned of attacks on small
B municipal systems. In Oldsmar, Fla,, the levels of lve were

changed and could have sickened residents.

Ehe New ork Times
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IHG hack: 'Vindictive' couple deleted
hotel chain data for fun

Social =

 Healthcare attacks
* |dentify theft

* Disruption to essential services - Ealeillafefbh
iry after i

. . Police launch homicide inqu
* Erode Trust in companies German hospital hack
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Governance

* Cyber security is rated
as a key risk in most
industries and
organizations

e Executives and Boards
are expected to know
about cyber
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How do we ademonstrate

| good cyber practices?
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Good Cyber Governance 101

Be Prepared - Insurance

Develop & Operate a Cyber Program

Measure & Manage Cyber Risk

Know Who is Accountable
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Know Who is Accountable

* Your cyber security policy should clearly define roles and
accountabilities from the top

* Educate everyone

e Executive and Board involvement in tabletops
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Measure and Manage Cyber Risk
Allianz Risk Barometer

. -

Identifying the major business risks for 2023

Cyber incidents Macroeconomic
g cybias 2rim developments

Measure Cyber Risk

* Stop estimating it

* A good cyber risk program will translate
technical risk into business risk

Take Action on Risk

* Do you know if it is increasing or decreasing?

* Do you have the right information to make an
informed decision on cyber risk?
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Operate a Cyber Program

Building a house without a plan is never a
great idea

Why do we think cyber security is any
different?
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Bill C26

An Act respecting the protection of critical cyber systems in the federally regulated private sector.
Currently in the 2" reading in House of Commons

Cyber Security Program

Establishing cyber security program

9 (1) After an order that is made under section 7 is published in the Canada Gazette, Part 1I, a designated
operator that belongs to a class of operators set out in Schedule 2 must, within 90 days after the day on which
the designated operator becomes a member of that class, establish a cyber security program in respect of its
critical cyber systems and Iinclude in the program reasonable steps to, in accordance with any regulations,

(a) identify and manage any organizational cyber security risks, Including risks assoclated with the
designated operator's supply chain and its use of third-party products and services;

(b) protect its critical cyber systems from being compromised;
(c) detect any cyber security incidents affecting, or having the potential to affect, its critical cyber systems;
(d) minimize the impact of cyber security incidents affecting critical cyber systems; and

(e) do anything that is prescribed by the regulations.

Notice

(2) Immediately after the program has been established, the designated operator must notify the appropriate
regulator in writing that the program has been established.
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What is a Cyber Program?

* A structured approach to cybersecurity that:
* Measures risk
* Applies controls
* Assigns accountability
* Responds to incidents
* Measures effectiveness
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Foundation of the Cyber Program
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What Does a Managed Cyber Program Look
Like?

Function Calegory

Awareness and Tralning (PRAT): The
organization’s personnel and partners are
provided cybersecurity awareness education
and are adequately tramed to perform their
mformation security-related duties and

FROTECT (PR)

pl'\‘ik‘dllh‘\, and agreements

responsibilities consistent with relared policies.

ACME INC, CYBER PROGRAM MATURITY RISK FRAMEWORK

MATURITY

Subcategory

ACME Inc. Cyber Secuity Control

|- User profiles are used, based on rokes in the

QrEAnization
2. Administrators use separate accounts for administration
disties. These accounts do not have el or other daskiop

funchonality and application access.

Current

Maturit

Defined

Optimized

Target

Maturit

Managed

Optimized

Gap Financial

flows and/or conmections between networks and/or
systeis

hoc

3. Local administrative privilege s ondy granred on a Non- Opnmized
business-needed boasis and docimented existent
1 The orgauzation restricts and'of monstors access 10 Repeatable [Managed
sensitive data by users with elevated nevwork privilege
5. Shared accoumes are typically not used aad restricted i [Repeatable  [Nanaged
use 1o a lmised number of staff
I. The Internset 15 segregated from the busmess netwark Delined Maunaged
using tirewalls.
2. Haghevalue'critical systems are m logscally séparate Repeatable  [Managed
petworks where possible.

PRAC 5; Network integriry Is

mmm 3. TrafMic filtermg &5 performed berween different network [Managed  [Managed

segregation wiere appropriate | -C15 (€L ACLs, Firewall rles)

{. The organizstion has a formal process to approve data  |Initial/Ad  [Managed
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© Iron Spear 2023
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Measure the Program

RECOVER

IDENTIFY

© Iron Spear 2023

Used to plan where to focus
Mechanism to ensure
accountability

Provides a non-technical view of
your organization’s current state
of cyber health

Used to demonstrate
commitment to business
partners or regulatory bodies
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Security Tools # Cyber Program
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Increased premiums Low or No coverage

Business risk that must be managed by a cyber program
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Who is Iron Spear?

PARTNERSHIP FOUNDED IN 2012 Hﬂ

PRACTICAL WE ARE LOCAL

WE GIVE BACK

INDEPENDANT GE
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Who is Iron Spear?

I RO N . Natural element that is strong, used in making steel, and exists in very small amounts in blood.

S P EAR A well-aimed spear is worth three. -1ad williams

Security is in our blood and our
aim is focused

JRON
¢ SPEAR

BUSINESS & INDUSTRIAL CYBER SECURITY
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