
PRODUCT
VISIONFS

HOW TO PROTECT ASSETS 
BY BALANCING PROACTIVE 
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The Unknown

30%
OF ASSETS GO 

UNDISCOVERED

Smart Assets

UNMANAGED 

> 

MANAGED

Where to Start?

11K
ALERTS PER DAY

75%
OF ORGANIZATIONS 

REPORT WIDENING 

VISIBILITY GAPS IN END-

USER AND IOT ASSETS.

35%
OF ORGANIZATIONS HAD

IOT/OT DEVICES 

TARGETED DIRECTLY OR

AS PART OF A LARGER 

ATTACK. 

450
ALERTS PER HOUR THAT 

ANALYSTS MUST 

INVESTIGATE.

TRENDS IMPACTING YOUR DIGITAL TERRAIN

Attackers Are Targeting
Unmanaged Systems

Fragmented Security 
Products Create

Alert Fatigue

Visibility Lags 
Behind The Expanding 

Attack Surface

1. Cybersecurity Asset Management Trends 2021 – Enterprise Strategy Group  |  2. The State of IoT/OT Cybersecurity in the Enterprise  - Ponemon
Institute  |  3. Top Security and Risk Management Trends 2021 - Gartner



Risk and Threat

THREAT

Anything / anyone that 
could compromise the 

confidentiality, integrity, or 
availability of systems or data

EXPLOIT

A method of taking 
advantage of a risk

Something 
of value

ASSET Risk

A weakness that 
can be exploited

Vulnerabilities
Misconfiguration

TODO



Threat actor used Uber 
Contractor’s compromised 

VPN credentials

Didn’t realize the extent
of the Lapsus$ breach
and notified too late

Internal employee 
crypto mining ran rampant 

and undetected in 2018-2019

Widespread vulnerabilities 
went unnoticed for months in

2022 creating multiple breaches

Sunburst
LemonDuck
LemonCat

Lockbit
Trickbot

Qbot
Formbook

Emotet
...

Major supply chain attack 
through breached source 

code repository

Ransomware
shutdown operations 

Widespread Exchange Server 
Attacks



Advanced Threats
• Application Abuse

• Brute-force Attacks

• Buffer Overflow attacks

• Cloud Resources Scanning

• Cloud Service Misconfigurations

• Cloud: Unauthorized Access

• Cloud: Unsecure Storage Detection

• Command & Control Connection

• Compliance Violations

• Cross Site Scripting

• Crypto-Jacking

• Data Exfiltration

• File Access Failures

• Illegal Resource Access

• Insider Threats

• Lateral Movement

• Malware / Outbreaks

• Network Scanning 

• Password Cracking

• Phishing Attacks

• Port and Vulnerability Scans

• Ransomware

• SQL Injection

• Suspicious Behavior

• Unauthorized Access to Systems

• Unauthorized Changes To Firewall Rules

• Unauthorized Service Restarts

• Unauthorized Service/Process Creation

• Vulnerability Exploitation

• Web Application Misconfiguration

• Web-Application Attacks 

• Worm / Virus Outbreak



State of the Threat Detection

1 “The State of Security Operations”, Forrester 2020

28% 
of alerts are 

simply never 

addressed 1

450
alerts 

per hour 1 

!
45%

of alerts are 

false positives 2

2 “The Voice of the Analysts: Improving Security Operations Center Processes Through Adapted Technologies” IDC InfoBrief

75% 
of enterprises spends an 

equal amount, or more 

time, on false positives than 

on legitimate attacks. 3

3     “Reaching the Tipping Point of Web Application and API Security”, 2021, ESG
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The Cyber Security World Is 
Drowning In A Mountain Of Data…

EDR (with raw telemetry),
Windows security,

AD, IAM, DHCP, DNS,
Cloud audit trail,

Network metadata…

Infrastructure

SIEM,
Database,
ERP, CRM,

APIs…

Applications

AWS,
Google,
Azure…

Cloud / SaaS

Firewall
IDS/IPS

EPP
Web, Email,

Server…

Security

Identity (LDAP),
Asset inventory,

Vulnerability,
Threat intel…

Enrichment

It’s not uncommon to have 
1, 5, 10 Terabytes of data… 

PER DAY!
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It’s all about the noise…

SNR = 
Psignal

Pnoise



Too much noise

Too many signals

The importance of noise reduction…



The importance of noise reduction…

Too much noise

Reduce the signals:

Defense in depth
Patch Management
Vulnerability Management
Segmentation
Authentication
Admission Control



The importance of noise reduction…

Reduce the noise:

Sensors EVERYWHERE
Threat correlation
Blended techniques of detection
Context



The importance of noise reduction…

Optimize Limited security Resources by balancing
investment in both end of the S/N ratio



UNDERSTANDING 
RISK + THREATFS



insurance
premiums

lost revenue

compromised

zero-day exploit

ransomware breached

negative publicity

RISKS
proactive

segmentation
compliance

cyber-hygieneposture

rogue assets

remediation

exposure

attack surface

exploitation
possibility

stay healthy

misconfiguration

vulnerabilities

patching

mitigate
blast radius

THREATS
reactive

get healthy

event

malicious

activityresponse

intent

cyber-attacks

reconnaissance

abnormal behavior

actions

threat actors

time to detect

time to respond

hunting

detection

endpoint
management

CYBER 
INCIDENT

What is the Terrain?



What are the adversaries targeting?

IT

IOT

IOMT

SCADA

ICS

firmware

flows ports

sbom

applicationsPROTECT



What is the Mission?

RISKS THREATSPROTECTMITIGATE & 
RESPOND



RISK THREATS

MITIGATION
& RESPONSE

Asset

= Potential Target

How do we do it?What do we need to know?

who

what

when

where

utilization

behavior

events

comm.
flow

detection

containment

eradication

active 
probes

passive 
sensors

infra 
integration

security 
integration

logs

APIs

system 
info

ecosystem

config 
changes

network 
isolation

NAC
segmentation

process 
termination

policy 
decisions



Discover Know what you have so you know what you need to 
protect 

Assess Understand the up-front risk of your environment and 
constantly address the threats

Key Takeaways

Govern Mitigate via access to network (containment), & robust 
response actions
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