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Founding Team & Principal Technologist, Randori.

More than 15 years of experience in red teaming,
vulnerability research, exploit development and is
a founding member of the NCCDC Red Team. Prior
to co-founding Randori, he worked at Kyrus
Technologies supporting commercial and federal
projects.



Attacker POV Compromise is inevitable.
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FACT FACT

Attackers take the Attackers have
time to KNOW the EXPERTISE

system. organizations don't.




Randori POV Compromise is inevitable,
Breaches are NOT.
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20k+ Through 2026, non patchable
e oftuare vuinerabilities attack surfaces will grow from
reported in 2021. less than 10% to more than
half of the enterprise’s total
Lk+ exposure, reducing the

Impact of automated

CVE's have a High or remediation practices.

Critical severity.

Gartner



Point of View

Defenders See & Attackers See
Vulnerabilities Targets

Firehose Attackable
Snapshot in Time Interconnected
Overly Specific Dynamic
Presumes knowledge Unique

Lacks Context
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StepsinaSuccessful Breach

Research Available
Exploits

Determine Best
Point of Entry

Perform
Reconnaissance

Land Exploit
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Attackers Perspective

Level of Adoption.

Applicability

Criticality Security Boundary.

SRNIEIEOA Enumerability.
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Exploitability

Research
Potential

Post Exploit
Potential

Susceptibility to
Weakness.

Ease of Development.

Environment after
Compromise.




Applicability: Level of Adoption

VS

36,158 1,719,558
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Criticality: Security Boundary

CISCO
ASA Firewall
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Enumerability: Precision Le
of Detection

HTTP/1.1 200 OK . _
Server: nginx The more information an
Date: Mon, 18 Apr 2022 22:43:15 GMT

Content-Type: text/html; charset=UTF-8 .
Connection: keeZ—alive e attaCker can gleaﬂ from thelr

X-Powered-By: PHP/5.4.16
b RS b external reconnaissance, the
VS

HTTP/1 1 260 OK easler It Is to target an asset
Server: nginx/1.19.0

Date: Mon, 18 Apr 2022 22:44:10 GMT

Content-Type: text/html

Content-Length: 2104

Connection: keep-alive
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Exploitability: Susceptibility to Weakness

Apache Tomcat
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Research Potential: Ease of Development

&

Apache Tomcat

GlobalProtect™
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Post Exploit Potential: Environment After Compromise

W Microsoft
=S
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Characteristic Rules: Temptation Modifier

Apache2 Ubuntu Default Page

Every algorithm requires
adjustability:

Directory Listing

Default Installation Page

NN XXX

Login Page
Old Copyright —_ Index of /
SSO Portal Name Last modified Size Description

Bt 2017-01-27 1540
Deow 2017-01
Dadis 2017-01-
Cdicl  2017-01-
|

\3' s php 2017-01-27 15:40

Apache/2.4.23 (Winod) PHP/S.6.25 Server at locallost Part 80

©Randori, an IBM Company. All rights reserved.



The Attackers Perspective

Applicability

Temptation drives stronger risk-
based decisions relative to CVSS due
to:

v’ Adversarial Context
v’ Multi Faceted Scoring
v" User Adjustable Score Exploitability

Post Exploit Potential
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Practical Application: OpenSSL

Defenders See Attackers See
eloLe CRITICAL CVSS
Vulnerabilities Targets

I¥CVE-2022-3602 Detail

Curren t Description Temptation
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Randori, A Unified Offensive
Security Platform
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A Unified Offensive Security Platform

RANDORI ATTACK

Continuous Automated Red
Teaming

Exercise
Security
Program

M&A Risk heagline
Assessment Se;gnty
Agility RANDORI RECON
External Attack Surface
Management

Exposure

Discover Uncover Lt
Prioritization

Exposure Shadow IT

for



Build Resilience with Unified Offensive Security

PRIORITIZE
“Understand what an VALIDATE

Adversary would Target “Test your Defenses like

an Adversary”

RANDORI RECON RANDORI ATTACK
AUTHORIZE
DISCOVER 7
Scope your most relevant
“See your Attack Surface assets for attack emulation”

like an Adversary”

" 1 Corgary



The Randori Factor: Differentiation

Randori empowers defenders to operate with confidence.

High Fidelity Actionable Low Friction
Discovery Context Operations
Black-box Correlated findings with Drive action through bi-

reconnaissance adversarial context directional integrations
designed to accurately designed to reduce alert thgt connect V,V'th your
. : . existing security stack.
identify your exposures fatigue and get you on

including IPv6 assets. target faster.



I'hank You.

Get a personal Attack Surface Review today

Randori

an IBM Company
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https://www.randori.com/demo/attack-surface/
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