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Major cyberattacks were recorded in Canada in the second half of 2021

l * . Cyber attacks Canada, 2nd half 2021
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The average cost of a data breach is over $4 million

The average time to identify a breach in Canada is 168 days
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Canada was the fourth-hardest hit country by cyberattacks in December 2021

Major cyber attagrgnd is over $10B$

December 2021
By country 26% of Canadian companies managed to stop
BES USA ransomware attacks prior to data encryption
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Percentage of attacks stopped before the data was encrypted
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Wumber of victim organizations with data puslished on lesk sites by country

United States 151 Belgium 4  Chile 1 Pakistan '

Canada 19 Sweden - Colombia 1 Peru 1

Germany 26 South Africa 3 Croatia 1 Poland 1

United Kingdom 7 Spain 3 Greece 1 Portugsl 1

France 16 Japan 2 Hong Kong 1 Saudi Arabia 1

Incha n Mexico 2 Jamaica 1 Singapore 1

Australia 7 New Zealand 2 Kenya 1 Sri Lanka 1

Brazil s South Korea 2 Luxembourg 1 Tatwan 1

10 Israed 5  Switzerland 2 Malaysia 1 Thalland )

Total: 92 Ialy s Austria ! Norway 1 United Arab Emivates 1

Figure 3: Numbers of victim organizations with data
published on leak sites by country, Jan. 2020 - Jan, 2021

Average spend on security is 11.1% of an organization’s IT budget



https://konbriefing.com/en-topics/cyber-attacks-canada.html
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Protect the inner workings of
an application.




Private Cloud Public Cloud

Database Database

Hypervisor Hypervisor




Modern Apps

Traditional Apps
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You can’t stop what you
can't see.
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Web

VMware Carbon
Black
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Segmentation

Inner Workings of App

App

VMware Carbon
Black
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File Server

VMware Carbon
Black

Hypervisor

NGAV / MDR / Threat Intelligence / Audit & Remediation / EDR for Workloads
Vulnerability Management / Workload Inventory & Lifecycle Management
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Workload Protection
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Security

Start New Recommendation

For a selected set of entities (VM Groups, Containers Groups or Baremetal), recommend DFW Rules for East-
Waest Traffic which can be validated and published. The recommended rules will consist of new Groups, Services and Context

Profiles.

Description Enter Description
Selected Entities in ! Jer Groups
- Advanced Optiol
Recommendations Discovery in progress....
Time Range ——
Today
Current Selection: Last 24 hours (Default)
Tags Enter one of more tags
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Flows:

Application v | toms tire store v | = Apply Filter

Unprotected | — Blocked | — Allowed

CART-TOTAL (5) USERS-TOTAL (5)
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m

ORDERJOTAL (5)

SERS-DB-TOTAL (

RT-REDIS-TOTAL

RDER-DB-TOTAL {

CATALOG-DB-TOTAL (5)

INFRASTRUCTURE-SERVICES (2)
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Workload Protection Segmentation _
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SE Labs Breach Response Detection Test
VMware NSX Network Detection and Response

August 2021

False Positives 0%

THREAT RESPONSE DETAILS

Llﬁ m FIN7 & Carbanak

AUGUST 2021
OilRig

APT3

Total Rating R

Detection Accuracy

Legitimate Accuracy
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The API Is the New Endpoint

Web Database






Built on Open Standards




API Visibility and Security




Full Lifecycle Container Security

Workload and Network Ingress Workload Malicious
Visibility, Encryption and Egress and Network Activity
Management Anomaly Detection Detection
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The cloud operating model =
better security.
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Restore Swiftly with VMware Ransomware Recovery

Service App ‘ \
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Web App

On-Demand Isolated
Recovery Environment
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VMware Contexa: Sees More, Stops More

At the end point At the access At the cloud edge Between the containers Between the VMs On all
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Your Workloads Are More Secure with VMware

Protect the inner You can't Security needs
workings of modern stop what you to fit the cloud
and traditional apps can’t see operating model



Thank You




