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Major cyberattacks were recorded in Canada in the second half of 2021

Kon Briefing 

26% of Canadian companies managed to stop 
ransomware attacks prior to data encryption

The average cost of a data breach is over $4 million

The average time to identify a breach in Canada is 168 days 
Average spend on security is 11.1% of an organization’s IT budget

Canada was the fourth-hardest hit country by cyberattacks in December 2021 
Spend is over $10B$

https://konbriefing.com/en-topics/cyber-attacks-canada.html
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Lateral Security Is the New Battleground
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Protect the inner workings of 
an application.

1
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You can’t stop what you 
can’t see. 
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Modern Apps

Traditional Apps
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Modern Apps
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Hypervisor Hypervisor

Network Tap

See all connections + conversations.
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Hypervisor

App File ServerWeb

VMware Carbon 
Black

NGAV  /  MDR  /  Threat Intelligence  /  Audit & Remediation  /  EDR for Workloads
Vulnerability Management  /  Workload Inventory & Lifecycle Management

Workload Protection Inner Workings of AppSegmentation

VMware Carbon 
Black

VMware Carbon 
Black
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DEVELOPMENT PRODUCTION

Web App File ServerApp

Workload Protection Inner Workings of AppSegmentation

Per hop traffic 
analysis



Network 
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C2.badguy.com

Workload Protection Inner Workings of AppSegmentation

No Tap Network Traffic Analysis
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Modern Apps

Traditional Apps

Hypervisor Hypervisor

Web App Database Web App Database



The API Is the New Endpoint

Web App Database
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Built on Open Standards

Envoy/WASM

Transparent Insertion



API Visibility and Security

API Security
Signature-based Detection
Behavior-based Detection

Remediation

API Visibility
Discover APIs, Map 

Communication Patterns, 
Baseline Normal Patterns

See all connections + conversations.



Full Lifecycle Container Security

Runtime

Ingress 
and Egress 

Management

Malicious 
Activity 

Detection

Workload
and Network

Anomaly Detection

Workload and Network 
Visibility, Encryption
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The cloud operating model = 
better security. 

3
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LOAD BALANCER

FIREWALL

IDS/IPS

IDS/IPS

Private Cloud Public CloudComputers Do the Work

Security As Code

True Cloud Operating Model



DC2

DC3

On-Prem

App
Policy retires with 
the workload

Policy moves seamlessly 
with workload, 

no dropped connections
New workloads 
inherit policies



Transparently Inserts Full Workload Protection Restore Swiftly with VMware Ransomware Recovery 

AIR GAP

On-Demand Isolated 
Recovery Environment

On-Prem



VMware Contexa: Sees More, Stops More

User

Public 
Cloud

Private
Cloud

SASE

At the access 
point

At the end point Between the VMs On all 
clouds

EDRNDR

At the cloud edge Between the containers



Your Workloads Are More Secure with VMware

 Protect the inner 
workings of modern 
and traditional apps

 You can’t 
stop what you 

can’t see

 Security needs 
to fit the cloud 

operating model
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