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Advanced Persistent Defenders (APD)!



Agenda: 
• Understanding the Pyramid of Pain
• MITRE ATT&CK is a framework 
• Insight into ATT&CK Navigator



Win.Ransomware.TeslaCrypt-9972505-0 – File Hashes

Talos Threat Details: https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
IMG: https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/

Control Bypassed!

Exploit  
Development!

https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/


Win.Ransomware.TeslaCrypt-9972505-0 - IPs

Talos Threat Details: https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
IMG: https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/

Known Malicious IP Address
217[.]116[.]196[.]239

Unknown Malicious IP Address
B[.]B[.]B[.]B

Unknown Malicious IP Address
C[.]C[.]C[.]C

Unknown Malicious IP Address
D[.]D[.]D[.]D

Control Bypassed!

Fast Flux!

https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/


Talos Threat Details: https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
IMG: https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/

Win.Ransomware.TeslaCrypt-9972505-0 - Domains

Known Malicious Domain
ladiesdehaan[.]be

Unknown Malicious Domain
internetbadperson[.]com

Unknown Malicious Domain
internetbadperson1[.]com

Unknown Malicious Domain
internetbadperson2[.]com

Control Bypassed!

Domain Generated
Algorithm !

https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/


Win.Ransomware.TeslaCrypt-9972505-0 – Network Artifacts 

Talos Threat Details: https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
IMG: https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/

SHA256: 4de6675c089aad8a52993b1a21afd06dc7086f4ea948755c09a7a8471e4fddbd

https://panacea.threatgrid.com/mask/samples/01ab7a1a23bbb2f1a0dc85ac56180ce1?region=US

Known Malicious Domain
domain[.]com
domain1[.]com
domain2[.]com
domain3[.]com

…………[.]com

Domain Generated
Algorithm !

Threat Intelligence
(reversed engineered)

Improved Domain Generated
Algorithm !

Adversary Develops 
New Malware with new DGA

https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/


Win.Ransomware.TeslaCrypt-9972505-0 – Host Artifacts 

Talos Threat Details: https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
IMG: https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/

Malware

<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\C
URRENTVERSION\ACTION 
CENTER\CHECKS\{C8E6F269-B90A-4053-
A3BE-499AFCEC98C4}.CHECK.0

Disables Windows Action Center! 

Malware

Programmatically change 
behaviors and/or develop 
randomization 

Control Bypassed!

https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/


Win.Ransomware.TeslaCrypt-9972505-0 – Tools 

Talos Threat Details: https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
IMG: https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/

SHA256: 4de6675c089aad8a52993b1a21afd06dc7086f4ea948755c09a7a8471e4fddbd

Note, interacting with 
vssadmin should require 
administrative privileges.

Malware

John

“Remove Local Administrator”

Malware

C:\Windows\System32\vssadmin.exe" delete shadows /all /Quiet

Argh! Need another way to 
impact and force payment! 
Extortion – Need to rewrite 
malware to upload personal 
data!

Control Irrelevant!

https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/


Win.Ransomware.TeslaCrypt-9972505-0 – TTPs

Talos Threat Details: https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
IMG: https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/

SHA256: 4de6675c089aad8a52993b1a21afd06dc7086f4ea948755c09a7a8471e4fddbd

This is the how! 

https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/


Win.Ransomware.TeslaCrypt-9972505-0 – TTPs

Talos Threat Details: https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
IMG: https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/

SHA256: 4de6675c089aad8a52993b1a21afd06dc7086f4ea948755c09a7a8471e4fddbd

https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/


Win.Ransomware.TeslaCrypt-9972505-0 – TTPs

Talos Threat Details: https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
IMG: https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/

SHA256: 4de6675c089aad8a52993b1a21afd06dc7086f4ea948755c09a7a8471e4fddbd

Malware

New Tactic!

Encrypt Encrypt

Detect behavior that encrypts 
files!

Only a few files may be 
impacted and can be restored. 

Malware

Arghh! Need another way to 
impact. 

Time to steal credentials –
rewrite malware to include 
credential stealing capabilities 

https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/


Win.Ransomware.TeslaCrypt-9972505-0 - TTPs

Talos Threat Details: https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html

Benefits: Defending at the TTP Level! 

• Increases the cost of the adversary to be 
successful within an organization. 

• Provides time-based defense!

• This does not exclude lower-level controls 
but adding capabilities at all layers 
provides the best chance of success. 

https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html


What is MITRE ATT&CK!
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• Who is                 Corporation?

- Not-for-profit, US company with multiple federally funded R&D centers (FFRDCs) 

- Public-private partnerships in many areas, including cybersecurity

- Same folks who brought us CVE database and CWE Programs

• What is

- Adversarial Tactics, Techniques, and Common Knowledge – Non-Profit Organization 

- Born in 2013 to document tactics, techniques, and procedures (TTPs) that APTs leverage

- Globally-accessible knowledge base that’s community driven 

- Used for the development of specific threat models & methodologies in the private sector, in government, and in the cybersecurity 
product and service community.

- Focuses on the adversarial perspective (who), their goals (why), and the methods (how) used to achieve these goals.  

- Where is Att&ck being leveraged?  

• Red Teaming, Gap Analysis / Assessments, Adversary Emulation 

Get to know your fear with
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What is a Threat? 

OpportunityCapability Intent =

• Apply Control to limit the 
opportunity 

• Patching, network 
segmentation, application 
control, MFA, etc

• No Control Available
• Need to understand 

the adversarial 
knowledge

• No Control Available
• Need to understand 

the intention of the 
adversary  

• Adversary’s motivations (intent –
willingness)  to target an 
organization

• Profit, espionage, impact to 
supply chain, hacktivism  

• An adversary's tooling, skills, 
education, supply chain. 

• Ex: develops undisclosed 
exploits increases their 
capabilities.  

• Aligns to timing and knowledge 
of the target 

• Vulns
• Zero days
• Time of business 

THREAT
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The Analogy! 

• Open door based on trust!
• Intruder gains access 

• Open door based on trust!
• Intruder gains access a second 

time 

• Does not open the door
• Calls police

1.

2.
3.

Police informed all other home owners 
• Robber is portraying to be from 

an energy company 
• They want to gain access to the 

inside of your home 
• They will use fake credentials to 

build trust to gain access

• Adversary 

• Tactic 

• Technique
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Value of the Periodic Table

• One of the most important tool created in chemistry 
• Describes the atomic properties and every known 

chemical element 
• Its concise and includes atomic numbers, atomic 

mass, and relationship between elements
• Elements with similar chemical properties arranged in 

columns 
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Value of

• Att&ck organizes adversary behaviours into a series of tactics that drive a 
specific objective desired by the adversary 

• ex: reconnaissance, Initial Access, Privilege Escalation – 14 in total  

• Each tactic supports a number of techniques which is how the adversary 
achieves an objective. Includes: 

• description of the method used
• System or platform it applies to
• Adversary groups the use this technique (if known) 
• Mitigations available, published references 

• Procedure/ Common Knowledge – highly detailed examples, tools used by 
groups, implementation details 

TACTIC: TA0004 

TECHNIQUE: T1547 

SUB-TECHNIQUE: T1547.001 
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changes our focus
Concentrate on the root of the problem to achieve security enlightenment

TTPs, a.k.a. “The Problem”:

- Good: TTPs are behaviors ingrained in the adversary –
much harder for them to modify and overcome 

- Bad: Behavior defies checking boxes

- HARD to tackle = conceptual, prone to false 
positives/negatives without good context

From David Bianco: https://www.sans.org/tools/the-pyramid-of-pain

Simple

Easy

Trivial

Domain Names

Addresses

Hash Values

IOCs, a.k.a. “The Symptom”:
Good: Generally, focus on are easily tracked attributes –
“tangible”
Bad: easily tracked attributes are easily changed -
Attacker Advantage!

Annoying

Challenging

Tough!
TTPs

Tools

Network/
Host Artifacts

The pyramid defines the pain it will cause the adversaries 

when you are able to deny those indicators to them

https://www.sans.org/tools/the-pyramid-of-pain
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What is inside              ?

• Open-Source CTI
• Blog Entries
• MITRE R&D
• Community Feeds

14 Tactics

193 Techniques &
401 Sub-techniques

4
3

 M
itigatio

n
s

135 Groups
718 Software 
Applications

Employed By Implemented Thru

Enterprise | Mobile | ICS

• STIX/TAXII Feeds
• Navigator Matrix
• Open-Source Tools

Key platforms:
• Enterprise:

• Windows, macOS, Linux
• Cloud: IaaS, SaaS, O365, 

Google Workspaces, Azure AD
• Containers
• Network

• Mobile: 
• iOS
• Android

• ICS

Note: Enterprise includes PRE: MITRE 
ATT&CK® Matrix for Enterprise covering 
preparatory techniques. 

attributed to

STIX EXAMPLE

Nov 04/22
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Understand your           Model Relationships
MITRE’s approach simplifies mapping goals to behaviors (a.k.a. TTPs)

• Detections or Mitigations can happen in Software, Technique, or Tactics

- https://www.mitre.org/publications/technical-papers/mitre-attack-design-and-philosophy

Uses

Uses

Accomplishes

Tactic

Technique

Software

Group

Uses

Uses

Accomplishes

Credential 
Access

Credential 
Dumping / LSA 

Mimikatz

APT33

Mitigations

Prevents

TA0006

T1003.004

S0002

M1027
M1026
M1017

G0064

https://www.mitre.org/publications/technical-papers/mitre-attack-design-and-philosophy
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Understand your           Model Relationships
MITRE’s approach simplifies mapping goals to behaviors (a.k.a. TTPs)

APT33

ADVERSARY

TACTIC TA006 

TECHNIQUE: T1003.004 

S002



How to Build Your 1st Threat Picture with ATT&CK
Gap Analysis 
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ATT&CK Navigator a versatile tool for our needs

• https://mitre-attack.github.io/attack-navigator/ 

https://mitre-attack.github.io/attack-navigator/
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Draw your threat picture
Use Risk matrix to drive your CTI efforts!

• Starting from scratch? 

- https://attack.mitre.org/

- Quick search on website for your vertical

- Find Groups and Software targeting your 
community

- Rank & prioritize - likelihood & 
consequence

• Already see threat actors or pen-test gaps?

- Search directly on group

- Software or TTPs observed? May reveal 
new foes

- Parse in order of assessed risk

https://attack.mitre.org/


26© 2021 Cisco and/or its affiliates. All rights reserved.     

Getting started? Divide and conquer
Start with a major threat group/highest risk and follow process 1-by-1

• Start with just 1 group and work 
through process

- Add APTs attacking customers or 
suppliers too!

- Iterate with greater fidelity as effort 
matures

• Can launch into group-specific 
Navigator view
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Build your own Coverage Map
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Searching within Navigator 
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How do we keep score?
Agree to scoring rubric before start!

• Choose your own range and 
color scheme

• More granular scoring 
options:

- Layered Defense?

- Confidence?

• Risk Management should 
be compatible
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With each technique, dive into details

• Hover to see how 
technique is used by 
the group in 
question

• Right-click to bring 
up selection menu

• View tactic or 
technique to see 
details
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SERIES! 
ATT&CK Navigator: Gap Analysis Threat Target Education Vertical

DEMO TIME
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Key Take Aways! 

Advanced Persistent Defense:
• Understanding the Pyramid of Pain and where the opportunities 

are for defenders – higher in the pyramid
• Lower levels address the symptoms 
• Higher levels address the problem 

• MITRE ATT&CK is a framework that focuses on the adversaries 
behaviours and how they achieve an outcome

• MITRE ATT&CK Navigator provides teams with insight in regards 
to TTP coverage – provide gap analysis 

• Open source and commercial tools are enhancing their 
capabilities when it comes to ATT&CK

• Defenders MUST be persistent and advanced when building out 
all aspects of defence – detection, prevention, and response. 



Advanced Persistent Defenders (APD)!
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