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Today’s speakers

Adam Crown

Okta Healthcare SME

A healthcare IT strategist with more than a decade of health IT
experience leading EHR patient integration within larger health
systems and plans.

Joel Mueller

Okta Workforce Identity

20+ years of identity experience, majority of time at Microsoft
Canada. Supported provincial health systems, financial
institutions, aerospace companies, and federal departments.
Holds Microsoft certifications across cloud and on-prem tech.
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Increasing access to portals and
patient apps
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Industry Trends
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2020 was an inflection point for healthcare

COVID-19 disrupted the entire healthcare ecosystem
e Temporary mandates to improve patient care didn’t consider security
implications of patient record exposure
e |ncrease in remote work was a catalyst for unsecured applications & devices
e Disaster recovery plans were focused on in-person care; not prepared for
remote patient care

Acceleration of public health initiatives occurred
e Government-run vaccination/testing sites popped up nationwide
e Exponential utilization and adoption of telemedicine
e Lack of infrastructure to support these initiatives

As we look ahead
e Budget constraints & financial outlook
e Staffing shortages (across clinical, IT)
e Consolidation of technology provincial-wide



Healthcare industry continues to face the
highest cost, risk of breach

12 years S13M+ CAD +9.4% YoY 327 days ~44%
Healthcare Healthcare Increase in the Average Percentage of
organizations incurs the average total number of days breaches where

experienced
highest average
cost of a data
breach,

for the twelfth
year in a row.

highest average
cost of a breach
across any
industry - appx.
$13 million CAD
annually.

cost of a data
breach; 2021
gains attributed
to remote
working and
digital
transformation
as a result of
the pandemic.

to identify and
contain a
data breach.

The longer it
took to identify
and contain, the
more costly

the breach.

customer
personally
identifiable
information (PIl)
was the most
common

type of record
lost in 2021.

Source: IBM 2022 Cost of a Data Breach Report, https://www.ibm.com/security/data-breach



https://www.ibm.com/security/data-breach

A
Loss of Equipment & Data

N Phishing

Top Canadian
Healthcare Cybersecurity [;] Ransomware
Threats

C\i‘ Insider, Accidental Data Loss
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M’: Medical Device Attacks
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Improving the
Efficiency of the
Care Experience

balancing accessibility with
security
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Identity is the Center of Your Cybersecurity Strategy

Endpoint Protection

Email Protection Data Protection & Loss

IAM

ldentity & Access
Management

Asset Management Incident Reporting

Device Security Cybersecurity
loT + BYOD, Influx of Technologies Policies
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Reduce Inefficiencies and Increase Security Posture
by Consolidating Identities

Health System Challenges Identity Best Practices

N = Number of System of Records Centralized Identities
Manual Provisioning & Overprovisioning Automated Provisioning & Lifecycle Mgmt
Multiple Usernames & Passwords One Username & Password, Enabling SSO

Deploying Multi-factor Authentication (MFA) | MFA, Risk-based Access Controls
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Consolidating and Centralizing Identity
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Extending Device Trust to a Partner Org

Pharmacy Provider

Pharmacist needs to access electronic

medical records

(o '2

MDM/UEM

Pharmacist

1

Tel

Pharmacy Computer
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Pharmacist logs into their work computer at Pharmacy.

Pharmacist opens a browser to access Patient Records

Pharmacist prompted to install & register Okta Verify (first time only)
MDM from Pharmacy requests certificate from Healthcare's Okta
instance and installs on device (first time only)

Pharmacist presents certificate via Okta Verify to Okta for authentication
Pharmacist granted access to Healthcare Patient Records
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Extending Device Context to Unmanaged BYOD
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Personal Device

EMR

Physician opens a browser to access health records

Physician prompted to install and register Okta Verify (first time only)
Device context provided to Okta via Okta Verify for authentication
Physician prompted for verification with secondary factor (based on policy)
Physician granted access to health records
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Connect On-Prem Apps Centrally

Integrates SSO and enhances security with MFA for on-premises apps, without the need to modify them
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Okta Access
Gateway

On-Prem Apps
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Some Security Factors Are Stronger Than Others
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Automating
Provisioning

speeding time to access
across apps, EHR
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Connecting identities from source systems

HR Systems Apps
Joiner
. Office 365 e Import users & groups into |AM
workday. ! e G e Provision apps based on role
<. Productivity e Create accountsin AD
K e Write attributes back to HR
. O system
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: tickets
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CITRIX time
¢ e Terminate access & revoke
= Active Directory < VDI licenses
e Deactivate in Active Directory

Active Directory
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Automating the provisioning process

Efficient provisioning by reducing manual provisioning and overprovisioning, for only the apps users
need to access, based on role and responsibility

Automated Provisioning & Deprovisioning
Assigns applications 10 employees based on their group, role, or
other attributes from Workday or Active Direcmry
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Engaging
Patients

Increasing access to portals
and patient apps
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Maximize your digital resources to
enhance access to care

Increased role of Online booking &
Digital Health in the scheduling,

modern patient pharmacy services,
journey and telehealth

83 % of executives say improving 80% of surveyed Canadian

patient access with digital tools is patients stated they would like

a top strategic priority!! to see remain post-pandemic!@
okta

Virtual health
framework can

provide high-
quality care

79% who experienced virtual
care felt comfortable or neutral
about their experiencel?

[1] Accenture 2020 Digital Health Consumer Survey
[2] Accenture Allin for transforming Canadian healthcare



Digital Front Door
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Care Journey

Separate onboarding flows

Many usernames & passwords

Little interoperability

_—

 sign-up |

| sign-in |
Patient

Engagement

4 )

[
Provider
Directory
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Pain Points

Asking for same demographics

Reused usernames and passwords

Challenges in knowing me as a person

/

 sign-up

| sign-in |
Patient
Portal

~

N
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| Sign-up_

| sign-in _
Virtual
Visits

~
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O Scheduling

Self-service scheduling without
having to pick up the phone,
meeting the patient where most

View results, manage
relationships with family,
educational content

convenient
Enhance Security
with Identity
Telehealth ‘ Managing Waitlists
Seeing provider virtually, at a Centralized location for
place most convenient managing elective surgeries
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Digital Front Door initiatives start with the
anchor identity provider

Rethink incumbent identity provider approach SRR Digital
Ecosystem Front Door

e Slow time to integration due to reliance on vendors for
Works with

integrations & enhancements @ Apple Health
Patient

e Not enough flexibility for passing user identifiers to Digital Health Tech Portals

downstream apps (SAML attribute, JWT scopes/claims)

e Disparate security policy due to multiple policies, impacting EHR Partners

user experience
A -
= cerner EPIC

The future: simplify and unify disparate sign-up and sign-
in experiences
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Care Journey Patient Benefits

One onboarding flow Asking only once, at the right time
. Patient . . .

One set of credentials atients Balancing experience & security

Integrated platform, connected 89% Knowing me as a person, expanding digital

JREEE Consent & Preference
T Identity Verification

4 ) 4 ) 4
Patient Provider Online Patient Virtual
Engagement Directory Scheduling Portal Visits
\ J \ J \ J \ J \ J
okta
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