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How Are
Applications
Targeted?
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Web service
methods
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Cross-site request forgery
Cross-site scripting

Man-in-the-browser

Session hijacking
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Breach Analysis
State Attorney Gen>e/ral 761 7%

Cases 2018 Had explanations

Processing Center @ P.O. BOX 141578 e Austin, TX 78714

State of California Department of Justice

XAVIER BECERRA

00061

JOHN Q. SAMPLE

1234 MAIN STREET
ANYTOWN US 12345-6789

Attorney General

HOME ABOUT MEDIA CAREERS REGULATIONS RESOURCES PROGRAMS CONTACT
May 11, 2018

Submitted Breach Notification Sample I —

We are so sorry to inform you that we recently became aware of a data breach that may have compromised
your personal information. We understand how important your privacy is, and we take the protection of your
information very seriously. Our company is built on honestly, trust, and transparency, which is why I'm

Organization Name: Farmgirl Flowers, Inc. reaching out personally to let you know about what happened and what we’re doing to address it.

Date(s) of Breach (if known): Thursday, April 26, 2018
Sunday, April 29, 2018

What Happened?

On il 29, 2018, at approximately 4:00 p.m. (all times PST), we learned that there was
unauthorized access by electronic means to our data by a person or persons whose identities remain
unknown. The unauthorized access occurred sometime between 1:00 p.m., on April 26, 2018
on that same date
The code was desig to capture the name, 2
customers, and also their credit card information, and then send that data to a remote endpoint. The customer
order dates for potentially compromised information are il 26, 2018 00 p.m., until April 29, 2018
4:10 p.m. Although we cannot be sure that any of your information was accessed or mis opriated, w
sending you this notice to make you aware of the situation and to provide you with other helpful information.

What Information Was Involved?

The information that was accessed without authorization could have included your name,
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Caveats for
Public
Breach
Notifications

@
© 2020 F5 Networks

Small n
Limited detail
Reductive categories

Reductive causes



2018 US Breaches by Cause (%) )

47.0%

Access-related Web Accidental Physical security Malware Insider Phishing (no Third-party
details) compromised
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2019 US Breaches by Cause (%)

51.8%

18.9%

13.0%

6.1% 6.6%
3.1%

0.5%

Access related Web Accidental Physical Malware Insider Third-party
compromised
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2018 Breach Root Causes

Industry  Government Manufacturing  Tech Non-profit Health Education Services CPA* Finance Retail

Web

(mostly

injection) 36.40% 39.40% 41.94% 4.76% 7.08% 3.23% 14.29% 1.50% 71.88%

Access

(mostly

phishing and
email) 22.70% 33.30% 33.28% 42.86% 42.48% 51.61% 52.75% 78.30% 66.91% 15.63%

@



2019 Breach Root Causes

Industry  Government Manufacturing  Tech Non-profit Health Education Services CPA* Finance Retail

Web

(mostly

injection) 26.7% 36.5% 18.8% 10.8% 2.4% 3.8% 11.8% 2.7% 82.4%

Access

(mostly

phishing and
email) 46.7% 32.7% 59.4% 56.8% 57.6% 67.3% 62.5% 84.0% 62.3% 9.3%
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Web
Attacks:

Don’t fix it if it ain’t broke




Card Stealing Web Injects

Siets desaadiyfittuet ¢ol
weak\vigHiTiles tocemmon Can add fake
in PHIPpPSeBME sys fields to page
A N
00
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|
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A typical
shopping site

Third party widgets/content

Yellow Bike
$52.00

Unit Total

Be Our Facebook Fan
Follow us on Twitter

$52.00 $52.00 T

I = go to checkout I
| Shopping Cart [mare]

All linked off main
app site but hosted
elsewhere...

H




Th I rd p arty WI d g et lttacker discovers

PHP vulnerabilities

Injects not seen by WAF 25 onwidget

2

5 Attacker injects

Payment card info code into widget

is sent offsite to
attacker

___________

Malicious
- Code

WAF = ]

4 3
Cust t Code runs
ustomer enters on widget

payment card info
on site
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AcCcess
Attacks:

Primary cause of breach

* Brute force
* Credential Stuffing
e Phishing




2018 Access Attacks Broken Down

M)

bt

20.0% 19.6% 4.0% 2.2%
Email cited Phishing to gain Stolen Credential stuffing
as cause access to emaill credentials and brute force
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2019 Access Attacks Broken Down

M o1

32.8% 14.2% 1.9% 2.2%
Email cited Phishing gain Stolen Credential stuffing
as cause access to emaill credentials and brute force
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Brute Force attacks @
by industry from reported
2018 F5 SIRT Incidents

41.7%

27.3%
25.0%

22.2% 23.1% 23.5%

Telecom Retall Tech Service Education Health Finance Public
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Breach Data Conclusions

Access attacks predominant except for retail

Retail breaches increasingly dominated by formjacking

Breach modes driven more by application architecture
than by traditional sector
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API| breaches

APl Incident

Trends




Server 1

Server 2

Server 3
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Apps Expose their APIs

Ship

Ship

Ship

Elastic

Parse filter
and transform Visualize data

Logstash

\ 4

Kibana
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APl Breaches

1. Mobile Apps 1.

Authentication
2. Direct APIs 2.

Injection
3. Permissions

2011 2012 2013 2014 2015 2016

| | — |

City of New York
Facebook

Urban Massage

British Airways

SalesForce

Westfield Tinder

W
pagothéort arpnesac bonB veeepubaicsAPI.
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Girl Scouts

SKY Brasil
Wordpress

Brazil Fed

LandMark

White Limited
Conference

Kubernetes

Tchap Venmo
Messaging App

Nagios XI

Uber

Portainer Docker Tool

Drupal’'s RESTful

Pandora & Viper
Kubernetes

63red Safe

Shopify
JustDial Link

Facebook
Marketplace GateHub

OnePlus
Mobile App
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API Platform Attacks

Large Platform with Extensive Integration

\
Web Ul Inventory Shipping
— @ﬁ & o
USERNAME ¢ > API < > API < > API >
Customer
Data
Order
Accounts Management
ad E
< 7 API < API >
Attacker
L %
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API| Mobile Attacks

Y 0,0

Attacker Desktop

Pl
\ 4

| T —
................ .
................ .
User N ) -
Mobile
00
I
Attacker
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Protecting
Application

e

Survey (2018)

Recommendations



Confidence in Application Inventory

16%

Very Confident

F5 Ponemon Survey
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22%

24%

Confident

Somewhat Confident

38%

No Confidence
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App Vulnerability Test Frequency

Annually

Twice a Year

Every 3 Months

Every Month

Every Week

Every Time the Code Changes
Not Pre-scheduled

Unsure

None

F5 Ponemon Survey
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A Y 9

AN

NN\

AN 5%

A Y 9

A NN 149
Y 2419
N 2%
Y 2559
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Barriers to Better App Defense

Lack of Visibility in the App Layer
Migration to the Cloud Environment
Lack of Skilled or Expert Personnel

Proliferation of Mobile Devices

Turf/Silo Issues Between IT Security and App Dev
Lack of Budget

nsufficient Software Testing Tools

Not a Priority

Lack of Exec Level Support

Lack of Leadership

Other

F5 Ponemon Survey
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44%
44%
A R RN RN 4190
AR R RN 3294
AN
NRRRRRRRRRRNNNT. 19%

RRRRRNNNNNNNNNNNY 13%

NN 8%

NN 7%

RN 4%

59%
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Mitigation
Recommendations

- Program maturity
Inventory

Vulnerability management
Change control

Access control

Training

Monitoring and Logging

- Multifactor Authentication
- WAF /| WAAP
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Protect your APl / Mobile Server login

[ }

MOBILE
API

o

Mobile apps do not

support the same
security capabilities
as web browsers
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Mobile APIs are often
left under-protected

43



NS ' hlShl rand
,ﬂ “ Fraud Report
N

N » ' ATTACKS PEAK DURING THE HOLIDAYS
i
X@Q

Authors: Ray Pompon, Debble Walkowskl, and Sara Boddy

CONTRIBUTORS

Justin Shattuck

Michoel Levin, CEO & Founder, Center for Information Security Awareness - CRSA com
F5 Security Oper

on Cente e e, Do
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Training Reduces
Phishing Success!

Phishing success
without training.

Phishing success
with training.
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@F5Labs

in] D]

LinkedIn Emalil
Updates

RSS

46






