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The Microsoft Intelligent Security Graph

6.5 trillion diverse threat signals analyzed daily

+1B Windows
devices updated
& scanned

Machinelearning applied to:
A Reduce manual effort
A Reduce wasted effort
on false positives
A Speed up detection

630 billion monthly
authentications

18+ billion
web pages scanned

470 billion e-mails
5 billion threats detected @~ analyzed

on devices every month

Unparalleled cybersecurity visibility and insight



Security Operations Center (SOC)

Software as a Service

Cybersecurity Reference Architecture
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https://docs.microsoft.com/en-us/sccm/
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
https://support.office.com/en-us/article/Introducing-the-Office-365-Secure-Score-c9e7160f-2c34-4bd0-a548-5ddcc862eaef
https://aka.ms/SPARoadmap
https://aka.ms/O365SecRoadmap
http://aka.ms/rapidattack
https://docs.microsoft.com/en-us/azure/active-directory/
https://aka.ms/cyberpaw
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://azure.microsoft.com/en-us/services/security-center/
https://aka.ms/ESAE
http://aka.ms/cyberpaw
https://azure.microsoft.com/en-us/marketplace/
https://developer.microsoft.com/en-us/windows/iot
https://www.microsoft.com/en-us/iot-central/
https://aka.ms/MCRA
https://aka.ms/mcra-mva
https://aka.ms/cyberstrategies
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://msdn.microsoft.com/en-us/library/dn948096.aspx
https://azure.microsoft.com/en-us/blog/introducing-sql-information-protection-for-azure-sql-database-and-on-premises-sql-server/
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-monitoring
http://download.microsoft.com/download/5/0/8/50856745-C5AE-451A-80DC-47A920B9D545/AFCEA_PADS_Datasheet.pdf
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://support.office.com/en-us/article/Office-365-ATP-for-SharePoint-OneDrive-and-Microsoft-Teams-26261670-db33-4c53-b125-af0662c34607
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://aka.ms/graphsecuritydocs
https://www.microsoft.com/en-us/security/threat-protection
https://aka.ms/SIEMConnect
https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
http://aka.ms/pam
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
http://aka.ms/pam
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-security-architecture
http://www.iiconsortium.org/pdf/SMM_Description_and_Intended_Use_2018-04-09.pdf
https://azure.microsoft.com/en-us/blog/introducing-microsoft-azure-sphere-secure-and-power-the-intelligent-edge/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://blogs.technet.microsoft.com/enterprisemobility/2016/08/10/azure-information-protection-with-hyok-hold-your-own-key/
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-overview
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-antimalware
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/en-us/services/site-recovery/
https://docs.microsoft.com/en-us/azure/azure-policy/azure-policy-introduction
https://azure.microsoft.com/en-us/blog/azure-confidential-computing/
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://docs.microsoft.com/en-us/windows/deployment/windows-10-pro-in-s-mode
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/secure-score-dashboard-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/threat-analytics-dashboard-windows-defender-advanced-threat-protection
https://www.microsoft.com/en-us/cloud-platform/windows-server-security
https://azure.microsoft.com/en-us/services/expressroute/
http://www.microsoft.com/SDL
https://aka.ms/STP
https://www.microsoft.com/trustcenter
https://www.microsoft.com/security/intelligence
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://technet.microsoft.com/en-us/windows-server-docs/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://support.office.com/en-us/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
Simplifies%20the%20eDiscovery%20process%20and%20helps%20analyze%20unstructured%20data%20within%20Office%20365,%20efficiently%20review%20documents,%20and%20make%20scope%20reduction%20decisions%20for%20eDiscovery.




Getting Specific on Al

Data

A Context of collection

A Unrecognized Bias

A Synthetic data

A Temporal characteristics
A Streaming / static

Training
A Supervised
A Unsupervised

Security/privacy

A Model Theft

A Model Corruption

A Faulty training (synthetic data)
A Adversarial perturbation

Algorithms
A Locked
A Trained
A Evolving

Automation
A Human in the loop
A Human over the loop
A Human out of the loop
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Microsott is optimistic about the future of Al systems
empowering and augment
organi z at toaddrss®broadsacietal t |

Issues such as povertecurity, justice, education
and healthcare.






