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Findings

• Champions required: market through executive

• Expect resistance: the pattern of ‘flavour of the 
day’ projects fizzling out

• Start small and near before going big and far

• Go modern!  Keep tools and automation in mind



So what IS COBIT 5?

• The fifth version of “Control Objectives for 
Information and related Technologies”, from ISACA, 
the international Information Systems Audit and 
Control Association

• A Business Framework for the Governance and 
Management of Enterprise IT

• Used as a reference model when OAG assessed 
that ICM processes needed governance 
improvement

https://www.isaca.org/COBIT/pages/cobit-5.aspx
https://isaca.org/
















Wider World

• Ministry of Finance used COBIT maturity model 
to self-assess their Information Management 
strategy (COBIT 4.1)

• OAG uses COBIT as assessment model

• Some program areas of Ministry of Health use 
COBIT

• BC Ferries



So what IS ISD doing with COBIT 5?

• Using COBIT 5’s process format to document 
our processes

• Doing this in conjunction with the EA initiative



Rollout Plan

• Survey Information Services Division Directors for 
viable processes to COBIT-ize

• Assign a contact for each group to document

• Proof documentation through COBIT Centre of 
Coordination

• Track annual review through Compliance group



Success Criteria

• Delivery of COBIT 5 template to each ISD work   
team and assistance as required to support  
each team’s process documentation

• Completion of COBIT-ized:
Vulnerability Scanning process

Service Provider Portal promotion process

Contact Merge remediation process

Do not use this employee remediation process



The ISD COBIT 5 Template



Activities
• ISD ‘COBIT-ized’ 11 processes to date (i.e. documented 

existing processes with ISD COBIT 5 template)

• ‘COBIT 5 Hub’ Share Point is currently in development:



Currently COBIT-izing
Workplace Technology: 
• Service Bulletin
• Technical Information Bulletin
• Exceptional Order Pre-Approval Process
• Asset Transfer (under 9 assets)
• Workstation Break Fix
• Windows 10 Updates
• ISD Mailbox Size Review
• Priority Ticket Response and Tracking

iCollaborate: New SharePoint site Request

SPCM: Incident Handling Process

Business Alignment: Queue Management - Manage Service Requests 
and Incidents

Alliance Management Office: eAMO deliverables approval workflow



Challenges

• ‘COBIT 5 Hub’ development and testing is 
ongoing, and integration with ISD Hub is being 
explored

• COBIT 5 Change Communication Plan updates 
in progress, draft expected end of Feb. 2020

• FAQ document updates continuing as 
clarification points identified



Prospects
• 49 processes were identified for COBIT-ization

across 11 ISD service areas

• With 19 process COBIT-izations complete or in 
progress, work to COBIT-ize the remaining 30 will 
follow

• Processes will continue to be identified for COBIT-
ization

• Opportunities for tooling and automation to be 
explored!








