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1970: A Mainframe view of the world

Fair Information Practices emerged in the 1970s and that architectural view of data



Data

protection
behind
walls

19706S FAIR | NFOI “’!

PRACTICES ASSUMED THAT

THERE ARE ONLY A FEW

DATA CASTLES, AND YOU CAN =g

TRUST THE GUARDIANS OF o -
YOUR DATA. /
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https://unsplash.com/@sandramode?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/collections/9488797/presentations/3b2980dc4a240e84034057e554c60046?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

Todayos Fa
Information
Practices

After years of negotiation, the
General Data Protection Regulation
passed in 2016 and went into

effect in 2018.

This begs the question:

Is a law based on a 1970 view
of computers and networks fit
for purpose in the 21st
century?




881 of Servers

=y

This is the reality behind the cloud.
Racks of servers holding
unprecedented amounts of data.
The increase in global data storage
Is being measured in zettabytes.

That is 10 or
1,000,000,000,000,000,000,000
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2020: Every endpoint connected

Computers are always on and are making connections globally and constantly



Data
Sharing

From a million people of
MySpace in 2004 to more
than 2 billion people on
Facebook, it would seem we
love to share.

Number of people using social media platforms

Estimates correspond to monthly active users (MAUSs). Facebook, for example, measures MAUs as users that have
logged in during the past 30 days. See source for more details.

2 billion
1.5 billion
1 billion
500 million

_———

|

0

2004 2006 2008 2010 2012 2014 2016 2018 2019
Source: Statista and TNW (2019)

Our World
in Data

Facebook

Whatsapp

Tumblr

TikTok
Reddit

Pinterest
Snapchat

MySpace

CCBY



https://ourworldindata.org/grapher/users-by-social-media-platform?time=2004..2018&country=Facebook+Instagram+MySpace+Pinterest+Reddit+Snapchat+TikTok+Tumblr+Twitter+WeChat+Whatsapp+YouTube
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Cond ons/ Privacy Pol

As of April 2019 there are 7,040 firms identified in this Marketing Technology Landscape.



https://chiefmartec.com/2019/04/marketing-technology-landscape-supergraphic-2019/
https://chiefmartec.com/2019/04/marketing-technology-landscape-supergraphic-2019/

Notice and
consent is

"N T 778 7~ N7 A T
broken PRIVACY NOTIC

0The control we ge
privacy regulations is like a

distributed denial of service (DDo0S)
attack on our brai

Hartzog Woodr ow. Privacyods BI

Harvard University Press




The Intent of privacy laws

i GDPR: Rules to protect the processing of personal data and
" fundamental rights and freedoms

5 PIPEDA: An act to support and promote electronic commerce by
——  protecting personal information




The results

\ ’ q
@ HHE

Regulatory Burden Platform dominance = Power Asymmetry
Tends to favour large companies Builds large companies Reduced effective autonomy
Reduces scope for innovation Start-ups build to be acquired Social and Political impacts
instead of building for Dark Patterns
competition




But the Reports .
of the Death of e/éi‘ B el | e
Privacy are =

® w r
- LT Science:

The history of technology
being used to collect
information about us is
replete with news stories
about the death of privacy.

But the very persistence of
these stories suggests that
there is something in the
human condition that
demands or requires privacy,
whatever the context.

July 1970 January 2015



The road
forward

| t6s a bit foggy,
include:

Replacing Platforms with Protocols
Empowering Individuals

A digital social contract




Instead of breaking up tech companies, when platform
technologies emerge, they should be required to provide
interoperability and accountability. The Internet was built on
Interoperable protocols.

PfOtOCOlS Imagine, for example what would have happened if email had
emerged as a Oplatformd instead
n Ot Protocol (SMTP)? That protocol enables us to choose between
email vendors and companies, from Google Gmail or Microsoft

Exchange/Outlook to Proton Mail or setting up our own servers.

P I a-th rmS We have competition, innovation and a dearth of regulation over

the specific technology.

We already have examples of user centered standards and
protocols the provide choices, enable accountability and empower
users.




User Centred Protocols

@ o L
User Managed Consent Receipts  Information Sharing
Access Agreements




User Managed Access Protocol (i)

UserManaged Access (UMA) is an awavgnning Typical Use Cases
OAuthbased protocol designed to give an individual _ _
a unified control point for authorizing who and what 0 Aliceto-Bob (personto-person) delegated sharing
can get access to their digital data, content, and of health data/devices, financial data, connected
services, no matter where all those things live. cars...
V  OAuth enables constrained delegation of access o Enterpriseinitiated delegated sharingd
to apps enterprise APl access management, access

del egati on between empl oye:«

OpenID Connect does modertday federation _ _ _
o Aliceto-Alice (persoro-self) delegated sharingd

To OAuth, UMA adds crogmrty sharing in a wide proactive policybased sharing of OAutistyle app
ecosystem connections
n ~ W A protocol that empowers the individual to decide and
kantarga control what is done with the data that the have rights

over.



http://tinyurl.com/umawg
https://kantarainitiative.org/

Consent Recelpt Standard

A Consent Receipt is record of authority granted by a Consent Receipt"

Version KI-CR-v1.1.0

Personally Identifiable Information (PII) Principal to a
PI'l Controll er for proces S /|imim |wemomzooms | 6s PI I . 7

Collection

record of consent is humaneadable and can be ethod

Consent

‘Web Subscription Form with opt-in for marketing

i clbefd3e-b7e5-4ea6-B688-e0a565aadall
Receipt 1D

represented as standard JSON. This specification B 1510530 TovE e ss 0t
defines the requirements for the creation of a S P et
cc:0b:f8:al:bf

consent record and the provision of a human
readable receipt. The standard includes Consent Parties
requirements for links to existing privacy notices & s e —
policies as well as a description of what information nformation Controller

PII Controller Ankh-Morpork Times

has been or will be collected, the purposes for that

Contact

collection as well as relevant information about how Pi Contraller | Ankh-Morpork Times

Address Gleam 5treet, Ankh-Morpork, Discworld

that information will be used or disclosed. pr Controller | witiam@times ankn-morpork xz

Pil Controller
Fhone

i Pil Controller
™ URL

‘William de Word, Chief Editor & Data Protection Officer

(555) 555-DISC (3429)

https:/fwww times.ankh-merpork.xyz/contact

Privacy Policy | https:/ftimes.ankh-morperk.xzy/privacy_2017

kantara

An accountability artefact and JSON for consent



https://kantarainitiative.org/

Information Sharing Agreement
Protocol

An information sharing agreement protocol Standard 3SONLD

IS a protocol for two parties to come to an

agreement on the terms for data sharing

and then to share the data. There is a new emilbesi oSt

Kantara team to create the standard. A N . *
"dataCustodianSigType": "sha256:ed25519",
H H H ‘dataCustodianDid”: "did:jlinc:68(659BS5ZoQ1NeCI@0OVAdDpcfQIfFTMnWDS32-S51ps”,
The JLINC prOtOCOI IS an Implementatlon Of ‘ccm('JstodianPubl:cKey":J‘6.%-.’6%98520()1!19( IOOVAdL‘pcfl::fFTMnuDS_%:r SSIps”,
th|S nOtion that based on Decentralized ':chaCJsto?iaTSlg": "1—Glz?’.’OpO-‘\aas_ﬂ:rE}:mk‘}nBEF—8‘1KRmAAp...'.
] o ] ] createdAt”: "2018-@5-25T18:44:14 5287
identifiers and Standard Information Sharing }

}
Agreements.

https://protocol.jjlinc.org



https://protocol.jjlinc.org/

Privacy Engineering

v g

NIST Privacy ISO Privacy 27701  |IEEE Data Privacy
Framework Process

o




-~ ,f_u_'

'

ersecuri / . Privacy
o Risks W Ifﬁl‘l:;r;‘!;l""::; Risks
IDENTIFY | events IDENTIFY-P
PROTECT | PROTECTR ' covern-p
= DETECT 4y  DETECT CONTROL-P
NIST Privacy Framework S\ e
RECOVER MFEED‘-'EH
'\\__\_-_
The Privacy Framework provides a common A Functions Foundational Privacy Activities
language for understanding, managing, and A Categories are groups of privacy outcomes

A Subcategories are specific technical or

communicatingprivacy risk with internal and o
management activities

external stakeholders. It is adaptable to any

organi zati ondatsprocessing ( S ) [TRNciows | | CATEGORES | [SUBGATEGORES
ecosystem. It can be used to help identify dentify-P ¢ -
and prioritize actions for reducing privacy S '
. . . . . Vern-
risk, and it is a tool for aligning policy, |

: . Control-P :Z(>l H>:
business, and technological approaches to | P>
managing that risk. Cbmmunicate-Pbl 14

Protect-P




ISO 27701 Standar

- ) 8 Additional ISO/IEC 27002 guidance for PII processors 41
E Danish Standards Foundation . 8.1 General 41
DS/ 1SO0/1EC27701:2019 8.2 Conditions for collection and processing 41
INTERNATIONAL IO/ IEC i
8.2.2  Organization’s purposes 42
S'I'AN DARD 2 7 7 O 1 8.2.3  Marketing and advertising use 42
8.2.4 Infringing instruction 42
8.2.5  Customer obligations 42
8.2.6  Records related to processing PII 43
8.3  Obligations to PII principals 43
X . 8.3.1  Obligations to PII principals 43
First edition 8.4  Privacy by design and privacy by default 44
2019-08-06 8.4.1  Temporary files 44
8.4.2  Return, transfer or disposal of PII 44
8.4.3  PII transmission controls 44
8.5  PlIsharing, transfer, and disclosure 45
8.5.1  Basis for PII transfer between jurisdictions 45
8.5.2  Countries and international organizations to which PII can be transferred........45
8.5.3  Records of PII disclosure to third parties 46
8.5.4  Notification of PII disclosure requests 46
8.5.5  Legally binding PII disclosures 46
8.5.6  Disclosure of subcontractors used to process PII 46
8.5.7  Engagement of a subcontractor to process PII 47
8.5.8  Change of subcontractor to process PII 47
Securi ty teCh ni q ues? Extensionto Annex A (normative) PIMS-specific reference control objectives and controls (PII
Controllers) 48
I %/ I EC2 7 O O 1 an d I g)/ I EC 2 7 O O 2 for Annex B (normative) PIMS-specific reference control objectives and controls (PII
privacy information management ? Processors) 52
. H H Annex C (informative) Mapping to ISO/IEC 29100 55
Requirements and guidelines (iformarive) Mapping to 130/ . .
Annex D (informative) Mapping to the General Data Protection Regulation.............ccien 57
Techniquesdesi curiti » Extension d'lSOY IEC27001 et IS0 IEC Annex E (informative) Mapping to ISO/IEC 27018 and ISO/IEC 29151 60
27002 au management dela protection delavie priv’|’e7 Exigences Annex F (informative) How to apply ISO/IEC 27701 to ISO/IEC 27001 and ISO/IEC 27002............. .63

et lignesdirectrices Bibliography 65




IEEE Data Privacy Process

This standard defines requirements for a systems/software =

engineering process for privacy oriented considerations regarding
products, services, and systems utilizing employee, customer or =

other external user's personal data. It extends across the life - B
cycle from policy through development, quality assurance, and
value realization. It includes a use case and data model
(including metadata). It applies to organizations and projects that
are developing and deploying products, systems, processes, and
applications that involve personal information. By providing
specific procedures, diagrams, and checklists, users of this
standard will be able to perform a conformity assessment on
their specific privacy practices. Privacy impact assessments
(P1As) are described as a tool for both identifying where privacy
controls and measures are needed and for confirming they are in
place.
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MyData Operators

- A Nordic Model for human-centered
personal data management and processing

2
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Kai Kuikkaniemi
Harri Honko
MyData Principles
1- What is MyData?
2 - What are the benefits of MyData? 4
3~ Why is MyData an infrastructure level approach? 5
4 - How does MyData approach work in practice? 3

5 - Why is MyData focused on consents?

- Why shauld companies be interested in MyData? &
- How does MyData help me manage my privacy?

5~ What are the next steps? 1

9 - Give me some examples! 1
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Information Fiducilaries UC Davs Lo Reve

Information Fiduciaries and the First

Service Providers and Cloud companies that collect, Amendment
analyze, use, sell, and distribute personal information -

should be seen as information fiduciaries toward their
customers and end users.

etween Collection, Analysi

1L, INFORMAT ES

Because of their special power over others and their special

relationships to others, information fiduciaries have special R A
duties to act in ways that do not harm the interests of the
people whose information they collect, analyze, use, sell,
and distribute. These duties place them in a different
position from other businesses and people who obtain and
use digital information.




Bottom -Up Data Trusts

Currently a lack of legal mechanisms that may plausibly
empower us.

Return the power that stems from aggregated should be
returned to individuals through the legal mechanisms of
trusts.

Trustees would have a fiduciary obligation of undivided
loyalty.

There would be a plurality
al | approach.
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