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1970: A Mainframe view of the world
Fair Information Practices emerged in the 1970s and that architectural view of data



Data 
protection 
behind 
walls

1970’S FAIR  INFORMATION 

PRACTICES ASSUMED THAT 

THERE ARE ONLY A  FEW 

DATA CASTLES,  AND YOU CAN 

TRUST THE GUARDIANS OF 

YOUR DATA .
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Today’s Fair 
Information 
Practices

After years of negotiation, the 

General Data Protection Regulation 

passed in 2016 and went into 

effect in 2018.

This begs the question: 

Is a law based on a 1970 view 

of computers and networks fit 

for purpose in the 21st 

century?



2020: A Cloud 
of Servers

This is the reality behind the cloud. 

Racks of servers holding 

unprecedented amounts of data. 

The increase in global data storage  

is being measured in zettabytes.

That is 1021 or 

1,000,000,000,000,000,000,000 

bytes



2020: Every endpoint connected
Computers are always on and are making connections globally and constantly



Data 
Sharing

From a million people of 

MySpace in 2004 to more 

than 2 billion people on 

Facebook, it would seem we 

love to share.

https://ourworldindata.org/grapher/users-by-social-media-platform?time=2004..2018&country=Facebook+Instagram+MySpace+Pinterest+Reddit+Snapchat+TikTok+Tumblr+Twitter+WeChat+Whatsapp+YouTube


Yes, I have read and understand the Terms and 
Conditions/Privacy Policy…

As of April 2019 there are 7,040 firms identified in this Marketing Technology Landscape. 
https://chiefmartec.com/2019/04/marketing-technology-landscape-supergraphic-2019/

https://chiefmartec.com/2019/04/marketing-technology-landscape-supergraphic-2019/
https://chiefmartec.com/2019/04/marketing-technology-landscape-supergraphic-2019/


Notice and 
Consent is 
broken

”The control we get from modern 

privacy regulations is like a 

distributed denial of service (DDoS) 

attack on our brains.”

Hartzog, Woodrow. Privacy’s Blueprint (p. 65). 

Harvard University Press.



The intent of privacy laws

GDPR: Rules to protect the processing of personal data and 
fundamental rights and freedoms

PIPEDA: An act to support and promote electronic commerce by 
protecting personal information



The results

Regulatory Burden

Tends to favour large companies

Reduces scope for innovation

Platform dominance

Builds large companies

Start-ups build to be acquired 

instead of building for 

competition

Power Asymmetry

Reduced effective autonomy

Social and Political impacts

Dark Patterns



But the Reports 
of the Death of 
Privacy are 
exaggerated

The history of technology 

being used to collect 

information about us is 

replete with news stories 

about the death of privacy.

But the very persistence of 

these stories suggests that 

there is something in the 

human condition that 

demands or requires privacy, 

whatever the context.

July 1970 January 2015



The road 
forward

It’s a bit foggy, but elements 

include:

Replacing Platforms with Protocols

Empowering Individuals

A digital social contract



Protocols 
not 

Platforms

Instead of breaking up tech companies, when platform 

technologies emerge, they should be required to provide 

interoperability and accountability. The Internet was built on 

interoperable protocols.

Imagine, for example what would have happened if email had 

emerged as a ‘platform’ instead of a Simple Mail Transfer 

Protocol (SMTP)? That protocol enables us to choose between 

email vendors and companies, from Google Gmail or Microsoft 

Exchange/Outlook to Proton Mail or setting up our own servers. 

We have competition, innovation and a dearth of regulation over 

the specific technology.

We already have examples of user centered standards and 

protocols the provide choices, enable accountability and empower 

users.



User Centred Protocols

User Managed 
Access

Consent Receipts Information Sharing 
Agreements



User Managed Access Protocol

User-Managed Access (UMA) is an award-winning 
OAuth-based protocol designed to give an individual 
a unified control point for authorizing who and what 
can get access to their digital data, content, and 
services, no matter where all those things live.

✓ OAuth enables constrained delegation of access 
to apps

✓ OpenID Connect does modern-day federation

✓ To OAuth, UMA adds cross-party sharing in a wide 
ecosystem

Typical Use Cases

o Alice-to-Bob (person-to-person) delegated sharing 
of health data/devices, financial data, connected 
cars...

o Enterprise-initiated delegated sharing –
enterprise API access management, access 
delegation between employees…

o Alice-to-Alice (person-to-self) delegated sharing –
proactive policy-based sharing of OAuth-style app 
connections

A protocol that empowers the individual to decide and 
control what is done with the data that the have rights 
over.

http://tinyurl.com/umawg
https://kantarainitiative.org/


Consent Receipt Standard

A Consent Receipt is record of authority granted by a 

Personally Identifiable Information (PII) Principal to a 

PII Controller for processing of the Principal’s PII. The 

record of consent is human-readable and can be 

represented as standard JSON. This specification 

defines the requirements for the creation of a 

consent record and the provision of a human-

readable receipt. The standard includes 

requirements for links to existing privacy notices & 

policies as well as a description of what information 

has been or will be collected, the purposes for that 

collection as well as relevant information about how 

that information will be used or disclosed.

An accountability artefact and JSON for consent

https://kantarainitiative.org/


Information Sharing Agreement 
Protocol

An information sharing agreement protocol 

is a protocol for two parties to come to an 

agreement on the terms for data sharing 

and then to share the data. There is a new 

Kantara team to create the standard.

The JLINC protocol is an implementation of 

this notion that based on Decentralized 

identifiers and Standard Information Sharing 

Agreements.

https://protocol.jjlinc.org

Standard JSON-LD

https://protocol.jjlinc.org/


Privacy Engineering

NIST Privacy 
Framework

ISO Privacy 27701 IEEE Data Privacy 
Process



NIST Privacy Framework

The Privacy Framework provides a common 

language for understanding, managing, and 

communicating privacy risk with internal and 

external stakeholders. It is adaptable to any 

organization’s role(s) in the data processing 

ecosystem. It can be used to help identify 

and prioritize actions for reducing privacy 

risk, and it is a tool for aligning policy, 

business, and technological approaches to 

managing that risk.

NIST Privacy Framework  January 16, 2020 
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 Appendix A presents the Privacy Framework Core in a tabular format: Functions, Categories, 
and Subcategories. 

 Appendix B contains a glossary of selected terms. 

 Appendix C lists acronyms used in this document. 

 Appendix D considers key practices that contribute to successful privacy risk management. 

 Appendix E defines the Implementation Tiers. 

2.0 Privacy Framework Basics 
The Privacy Framework provides a common language for understanding, managing, and communicating 
privacy risk with internal and external stakeholders. It is adaptable to any organization s role(s) in the 
data processing ecosystem. It can be used to help identify and prioritize actions for reducing privacy risk, 
and it is a tool for aligning policy, business, and technological approaches to managing that risk. 

 Core 
Set forth in Appendix A, the Core 
provides an increasingly granular set of 
activities and outcomes that enable a 
dialogue about managing privacy risk. 
As depicted in Figure 4, the Core 
comprises Functions, Categories, and 
Subcategories. 

The Core elements work together: 

 Functions organize 
foundational privacy activities 
at their highest level. They aid 
an organization in expressing its 
management of privacy risk by understanding and managing data processing, enabling risk 
management decisions, determining how to interact with individuals, and improving by learning 
from previous activities. They are not intended to form a serial path or lead to a static desired 
end state. Rather, the Functions should be performed concurrently and continuously to form or 
enhance an operational culture that addresses the dynamic nature of privacy risk. 

 Categories are the subdivisions of a Function into groups of privacy outcomes closely tied to 
programmatic needs and particular activities. 

 Subcategories further divide a Category into specific outcomes of technical and/or management 
activities. They provide a set of results that, while not exhaustive, help support achievement of 
the outcomes in each Category. 

The five Functions, Identify-P, Govern-P, Control-P, Communicate-P, and Protect-P, defined below, can 
be used to manage privacy risks arising from data processing.12 Protect-P is specifically focused on 
managing risks associated with cybersecurity-related privacy events (e.g., privacy breaches). The 
Cybersecurity Framework, although intended to cover all types of cybersecurity incidents, can be 

                                                 

12  The -P  at the end of each F nction name indicates that it is from the Pri ac  Frame ork in order to a oid 
confusion with Cybersecurity Framework Functions. 

CATEGORIES SUBCATEGORIES FUNCTIONS 

Identif P 

Go ern P 

Protect P 

Control P 

Comm nicate P 

Figure 4: Privacy Framework Core Structure 

• Functions Foundational Privacy Activities

• Categories are groups of privacy outcomes

• Subcategories are specific technical or 

management activities



ISO 27701 Standard

Security techniques — Extension to 
ISO/IEC 27001 and ISO/IEC 27002 for 
privacy information management — 
Requirements and guidelines

Techniques de sécurité — Extension d'ISO/IEC 27001 et ISO/IEC 
27002 au management de la protection de la vie privée — Exigences 
et lignes directrices

ISO/IEC 27701:2019(E)

INTERNATIONAL STANDARD

INTERNATIONAL 
STANDARD

ISO/IEC
27701

Reference number
ISO/IEC 27701:2019(E)

First edition
2019-08-06

© ISO/IEC 2019

DS/ISO/IEC 27701:2019
© Danish Standards Foundation© Danish Standards Foundation



IEEE Data Privacy Process

This standard defines requirements for a systems/software 

engineering process for privacy oriented considerations regarding 

products, services, and systems utilizing employee, customer or 

other external user's personal data. It extends across the life 

cycle from policy through development, quality assurance, and 

value realization. It includes a use case and data model 

(including metadata). It applies to organizations and projects that 

are developing and deploying products, systems, processes, and 

applications that involve personal information. By providing 

specific procedures, diagrams, and checklists, users of this 

standard will be able to perform a conformity assessment on 

their specific privacy practices. Privacy impact assessments 

(PIAs) are described as a tool for both identifying where privacy 

controls and measures are needed and for confirming they are in 

place.



Empowering Individuals

MYDATA OPERATORS INFORMATION 

FIDUCIARIES

BOTTOM UP DATA 

TRUSTS



MyData Operators



Information Fiduciaries

ü Service Providers and Cloud companies that collect, 

analyze, use, sell, and distribute personal information 

should be seen as information fiduciaries toward their 

customers and end users.

ü Because of their special power over others and their special 

relationships to others, information fiduciaries have special 

duties to act in ways that do not harm the interests of the 

people whose information they collect, analyze, use, sell, 

and distribute. These duties place them in a different 

position from other businesses and people who obtain and 

use digital information.



Bottom-Up Data Trusts

ü Currently a lack of legal mechanisms that may plausibly 

empower us.

ü Return the power that stems from aggregated should be 

returned to individuals through the legal mechanisms of 

trusts.

ü Trustees would have a fiduciary obligation of undivided 

loyalty.

ü There would be a plurality of trusts rather than a ‘one size 

fits all’ approach.



A digital social contract

MYDATA GLOBAL ME2B ALLIANCE CIVIL SOCIETY



MyData 
Global

MyData Global's mission is to 

empower individuals by improving 

their right to self-determination 

regarding their personal data. The 

human-centric paradigm is aimed at 

a fair, sustainable, and prosperous 

digital society, where the sharing of 

personal data is based on trust as 

well as balanced and fair 

relationship between 

https://mydataglobal.slack.com/signup

https://mydata.org/join/

https://mydata.org/mydata-global-membership-application/organisations/

https://mydataglobal.slack.com/signup
https://mydata.org/join/
https://mydata.org/mydata-global-membership-application/organisations/


Me2B 
Alliance

A different kind of SDO

o Multi-stakeholder by design

o Me-s & B-s

o More than technical criteria

o Ethics

o Usability

o Legal

o Results/Change- Focused

https://www.me2balliance.org/join.html



Civil Society

Canada

CIPPIC

Citizen Lab

Open Media

International

Access Now

CDT

EDRI

EPIC

Privacy International



Decision 
Time

There are real alternatives available for 
policy makers and technologists who 
want to move forward with user 
centered options. They will not only 
meet current regulatory requirements 
but future proof your organization or 
technology.

Photo by Javier Allegue Barros on Unsplash
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Thank you
FOR QUESTIONS OR FOLLOW UP: JOHN@WUNDERLICH.CA
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