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California just became the
first state with an Internet of
Thlngs cybersecurlty law

/ Adi Robertson on September 28, 2018 6:07 pm
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Bug in Philips Smart Light Allows Hopping to Devices on the
Network

By lonut llascu February 6, 2020 203 A

Security researchers taking a closer look at the Philips Hue smart bulbs and the bridge device that
connects them discovered a vulnerability that helped them compromise more meaningful systems on the
local network.

The security flaw was discovered is in the ZigBee wireless communication protocol that is used by a wide
range of smart home devices.

From bulb to bridge to network

Tracked as CVE-2020-6007, the bug has a severity score of 7.9 out of 10. It is a heap buffer overflow that
can be exploited remotely in Philips Hue Bridge model 2.x to execute arbitrary code. Affected firmware
versions are up to 1935144020, released on January 13.




Vd V4

. dz0 ISUGUOAY3TI UOKSNB AayQid

Industrial networks
are complex to deploy
and manage at scale

Blind spots
iIncrease security risks

IT-OT partnership is
critical for success

55% of organizations do not have an 25 billion connected things Goals and priorities are different
accurate inventory of asséts will be in use by 2021 yet similar business objectives

1ZK Research 2019
2Gartner 2018
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What if you could stop worrying about the challenges
and start imagining the possibilities?



Deliverrocka 2 f AR AV T NJ & (0 NHzO 0 dzNJ
purposebullt for loT

Extend the network you know  Realize unprecedented Efficiently control and Process data faster and lower
and trust scale with intentbased move data to applications and bandwidth costs
networking analytics with edge computing
Intent
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Gain unprecedented visibility and control
across your network

Find and see every asset and Stop threats before Gain more control while Make compliance
device on your network they become a problem minimizing hassle for easier
operations

Threat
Quarantined

Remediate




Leverage trusted expertise to help you get the most
from loT

Partner with market leader Leverage plugnd-play Fasttrack successful Enable your team to develop
industry-specific solutions deployments with custom apps and integrations
Validated Designs with Development

Community
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Cyber Vision

Assess / Design / Deploy / Respond Services



SAFE Business Flows for loT

SEGMENTATION VISIBILITY & ANALYTICS

SEGMENTATION VISIBILITY & ANALYTICS REMOTE ACCESS

SEGMENTATION VISIBILITY & ANALYTICS

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Endto-end IoT portfolio
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Network Connectivity Data control Edge
connectivity management and exchange computing

Cyber Security



loT Threat Defense
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Segmentation Visibility & Analysis Remote Access Security Services
Extensible, scalable Detect anomalies, block threats, Secure third-party access with Reduce risk, design, deploy, and
segmentation to protect 0T ID compromised hosts control and visibility respond to incidents while
systems protecting the business
Identity Services Engine Stealthwatch AnyConnect Design

(ISE) Next-Generation IPS ISE / TrustSec Risk Assessment
Next-Generation FW ISE / TrustSec MFA Incident Response
Umbrella
TrustSec Cognitive Threat Analytics Rockwell Design and

Adv. Malware Protection Deployment Services



From Privacy to Profit;
Achieving Positive Returns

on Privacy Investments
Cisco Data Privacy Benchmark Study 2020

Effective

A Most organizations are seeing very positive returns on their privacy investments, and more than 40% are
seeing benefits at least twice that of their privacy spend.

A Using the AAccountability Wheel o created by the
foundst rong correlations between organizationso pri
shorter sales delays, and higher financial returns.

A The percentage of organizations saying they receive significant business benefits from privacy (e.g.,
operational efficiency, agility, and innovation) has grown to over 70%.

A The vast majority (82%) of organizations view privacy certifications such as 1SO 27701 and Privacy
Shield as a buying factor when selecting a product or vendor in their supply chain

By country, the highest percentages were in Brazil (95%), India
(95%), and China (94%). But even in the countries with the
i ), roughly two-thirds of
. . : . ' - = organizations still agreed.




Stop worrying and start doing

N
CISCO



THE FIVE PILLARS OF
IOT ARCHITECTURE

CONNECT
PROTECT
LOCATE
COMPUTE
MANAGE

VISIDIIty/

DIagnostics

Solution
Platform
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enigma of protocols, protected
a hairball of security at best

A Devices lack anti-malware,

authentication, firewalls,
encryption, zero day attack
prevention, access rules, key

management

A



CONNECIT-AND-PROTECT FRAMEWORK

Asserts trust over 10T Infrastructure so |oT data can be
used for business-critical decisions

8. Apply security analytics to detect internal/external attacks
Controller Roles 7. Implement access and usage policies
6. Establish and enforce device and user roles

o 5. Secure communication pathways
4. Encrypt the data

Controller Encryption
Oomm”er/c.eassAumenaoa\‘\"“ 3. Establish authenticity of devices and users

- 2. Talk-the-talk with existing device protocols
1. Make a physical layer (PHY) connection

Controjler Secure Tunne!
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Self
Sovereign
Identity

Working Group

IDENTI
BACK S
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Control your BMW
from anywhere
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aJ Locked

INFO

/) Locate Vehicle
;) 1 N Halsted St, Chicago, IL 60661

Cn  Ventilate Now
oD Reduce heat in your vehicle




Control your BMW
from anywhere

e et st s e neNl

Most device makers care about
data and device sales

Not about privacy nor you

EXAMPL

1|6 326 .. |dentity is needed
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Cn  Ventilate Now
oD Reduce heat in your vehicle







MNest 2nd Gen . _
5R Device Lifecycle Management

Reqister
RegulatUse
Recover
Revoke
Recertify

|dentity is needed

Mest 3rd Gen
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their own attack surface
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|dentity is needed



loTo ID =7




THE
ey |oTo ID =IDloT

EQUATI




MY IDIANDBOX
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WHAT DID | LEARN?

Device makers care about data, not about you.

Every device is running an espionage mission on my subnet to send back data to its maker about me
and my activity. IFTTT et al trojlaorse surveillance with convenience.

Device ldentity Lifecycle 5R model is required

Users cannot manage their own attack surface.

Prevalence of walled gardens: Apple/Google/Amazon. Standards required
No IoT Privacy without device identity and binding to user identity

The current Nerd Tax is too high

Current market gap for consumer loT dashboard.
Simplicity, privacy, lifecycle.
Attack surface. Device network access. Binding devices to users. Lifecycle management.



Andre Boysen

Chief ldentity Officer /CoFounder
SecureKey Technologies

Privacy and ldentity Engineer

@idgorilla
www.linkedin.caim/ aboysen
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MEDICAL I0T: SECURITY, PRIVACY, AND SAFETY StarFISh
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A Whatis loT
A Internet of Medical Things
A Benefits and Risks

A Making it Better
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loT = Internet of Things St§F|sh
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loMT = Internet of Medical Things StéFFISh
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loMT: The Benefits
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loMT: The Benefits

MEDICAL

Supply Chain Management

Infection Control

Medical Adherence

Remote Patient Monitoring

Asset Management

ISO 13485 CERTIFIED | FDA REGISTERED
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loMT: The Benefits St?r)ﬁsh
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lIOMT: The Risks St§FISh
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SECURITY

—

PRIVACY
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loMT: Good News and Bad News Sté?ﬁsh
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No harm from vulnerabties

0 Adverse events from software

/ T’ ; - , 0 Demonstrated Exploiten
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loMT: Successful Exploitation St?r)ﬁsh
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Making it Better StéFFlsh
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Device Manufacturers

Security Professionals & Researchers

International Advocacy Groups

Standards & Regulatory Bodies

Healthcare Providers
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