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IMRAAN BASHIR
EXECUTIVE DIRECTOR, CYBER SECURITY & DIGITAL IDENTITY

TREASURY BOARD SECRETARIAT OF CANADA
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AGING LEGACY IT



pASSPORT

Any service

Passport renewal, filing
taxes, collecting social
benefits, etc.

Any platform Any device
Facebook, Google, Smart phones, TVs, cars,
LinkedIn, Expedia, etc. personal Al assistants (Alexa,

Google Assistant, Cortana, etc.)
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Any partner

Provinces, private sector,
academia, non-profits, open
source communities, etc.



Easily upgraded

Lower cost of
ownership

Always up

Productivity
anywhere

CLOUD

BENEFITS

Disaster
assistance

Off site data
storage

Mo IT maintenance
costs

CLOUD
COMPUTING




OLD YOU

"THE CLOUD" IS JUST
SOMEONE ELSE'S COMPUTER.

mgfp.com .




SHARED RESPONSIBILITIES



GC CLOUD JOURNEY

CRAWL WALK NUIN

Myth Busting



* INDUSTRY ENGAGEMENT

* REQUEST FOR INFORMATION (RFI)

e PUBLICATIONS

C RAW I_ « GC IT STRATEGIC PLAN
(20 ] 5_20 ] 6) +  GC CLOUD ADOPTION STRATEGY

e RIGHT CLOUD SELECTION GUIDANCE

« GC SECURITY CONTROL PROFILE FOR PROTECTED B,
MEDIUM INTEGRITY, MEDIUM AVAILABILITY (PBMM)

86066

Perform Security Select Appropriate Assess Cloud Services, Continuously
Categorization Security Controls, Implement GC Security Monitor Services
Cloud Deployment Controls & Authorize & Maintain
and Service Model Operations Authorization State




* PUBLICATIONS

WA I_ K  DATA SOVEREIGNTY WHITE PAPER

(20 ] 7) * DIRECTION ON ELECTRONIC DATA RESIDENCY

DIRECTION ON SECURE USE OF COMMERCIAL CLOUD
(PROTECTED B)

* PROCUREMENT

e AWARDED 8 CLOUD SERVICE PROVIDERS CONTRACTS TO
HOST UNCLASSIFIED INFORMATION SYSTEM SOLUTIONS




* PUBLICATIONS
e CLOUD FIRST DIRECTION
« GC CLOUD SECURITY RISK MANAGEMENT APPROACH
R U N e SECURITY PLAYBOOK FOR INFORMATION SYSTEM SOLUTIONS

(20] 8+) * PROCUREMENT

e  MICROSOFT OFFICE 365 CONTRACT AWARDED

* THREE CLOUD SERVICE PROVIDERS AWARDED CONTRACTS TO
HOST PROTECTED B

* PROCESS

*  WORKLOAD MIGRATION AND APPLICATION MODERNIZATION
FUNDING AVAILABLE TO DEPARTMENTS

 GC ACCELERATORS INITIATIVE LAUNCHED



EVOLVING THE SECURITY APPROACH — RISK-BASED
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LEVERAGE THIRD PARTY ASSURANCE

CANADIAN CENTRE for

CYBER SECURITY

I W l Public Services and Sarvices publics et

Procurement Canada  Approvisionneament Canada

CENTRAL ASSESSMENTS

Increasing levels of as

Requirements

GC Impact Very Low Low Moderate
Up to and Up to and including
L. " including Protected Protected B, Medium
Categorization Unclassified . . .
A, Low Integrity, Integrity, Medium
Low Availability Availability
Data Residency Anywhere Anywhere In Canada
Location Off-premise Off-premise Off-premise
Deployment . Private, Public, Private, Public,
Public , . . :
Model Community, Hybrid Community, Hybrid

Service Model SaaS laaS, Paas, SaaS laaS, PaaS, SaaS

CLouD TIERED MODEL



EVOLVING THE SECURITY APPROACH — PARADIGM SHIFT
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NEW PERIMETER

OLD PERIMETER

Traditional network;

+ Endpoints
«  On-site users
+ Servers






LESSONS LEARNED

e EVOLVE PROCUREMENT
APPROACH

» ESTABLISH FOUNDATIONAL
ELEMENTS

e MANAGING CULTURE AND
CHANGE







UNCLASSIFIED / NON CLASSIFIE

Imraan Bashir
Executive Director, Cyber Security & Digital Identity

Treasury Board Secretariat of Canada

zztbscybers@tbs-sct.gc.ca
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