


Federated Ecosystem

• Standards-based multi-vendor competitive ecosystem

• “Virtual single record” for both patients and providers

• Competitive pressure to be innovative & responsive

• Low barrier to entry for start-ups, new solutions

• Avoids vendor lock-in, democratizes data

• Allows partners to create and exchange value

• Of particular utility in problem areas with high potential impact 
but where we don’t yet know what works best & cost of error high





Key Privacy & Security Issues

• Need legal authority to collect, use, disclose – not just an agreement to share.

• Complex legislative environment.  Examples:
- Personal Information Protection Act (PIPA) – based on consent
- Freedom of Information and Protection of Privacy Act (FIPPA) – based on prescribed authorities
- eHealth Act – based on “designation orders”, introduces “disclosure directives”
- Pharmaceutical Services Act – introduces specific requirements around data access.

• Different rules apply to data from different sources, or for different uses.

• Regional variation:
- in privacy & security policies
- in interpretation on what can and can’t be shared with whom, with or without consent
- in expectations when completing PIAs or STRAs on how certain risks are assessed.

• Harmonization of Identity & Access Management, data stewardship.

• Hardening of systems & networks against new attack vectors.


