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Hackers can Freeze You
True or False?
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Hackers can Freeze You
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Residents in two apartment buildings in the Finnish town of Lappeenranta
had a chill-out lasting more than a week after a DDoS attack battered
unprotected building management systems.

https://www.theregister.co.uk/2016/11/09/finns chilling as ddos knocks out building control system/
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Your Car Can be Hacked and Remotely-Controlled
(whil e youodore driving 11)
True or False?
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Your Car Can be Hacked and Remotely-Controlled
(whil e youore driving 11t)
True

https://www.kaspersky.com/blog/remote-car-hack/9395/

LR L)
cisco


https://www.kaspersky.com/blog/remote-car-hack/9395/

Your Pacemaker Can Be Hacked and Could Kill You
True or False?
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Your Pacemaker Can Be Hacked and Could Kill You
True

__“-é U.S. Department of Health and Human Services
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Medical Devices | Radiation-Emitting Products | Waccines, Blood & Biologics | Animal & Veterinary | Cosmetics | Tobacco Products
Medical Devices

Home » Medical Devices > Medical Device Safety » Safety Communications

Cybersecurity Vulnerabilities Identified in St.

118 Sakety Communicalions Jude Medical's Implantable Cardiac Devices and
17 a0y ot Merlin@home Transmitter: FDA Safety
Communication
f sHase in UNKEDN | @ PNIT | @ EMAL | 8 PRINT

Date Issued:

January 9, 2017

https://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/ucm535843.htm
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The Age of Cyber Warfare has Arrived

Increasing Industrial Threats

German Steel Mill
Cyber attack (2014)

Cyber attack on Saudi
Aramco (2012)

151 Cyber Incidents led to
power outage or disruptions
in 2014 US*
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Customer Having Gaps

49% of BDM site security is among
top application challenges*

78% of IT security staff lack
visibility & management to secure
loT devices*

Compliance Mandating

NERC

NORTH AMERICAMNM ELECTRIC
RELIABILITY CORPORATION

A Cyber and Physical Security

A Mandate for NA Power Utilities BES

A Referred by global Utilities, also other
verticals

* Data source: Parsons white paper, Cybersecurity threats to utilities 2015; ibid; SANS Institute, Securing the Internet of Things Survey 2014



The Increase of Connected Things

Billions of Devices
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Rapid adoption rate of digital infrastructure
5 x faster than electricity & telephony
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Cisco IBSG projections, UN Economic & Social Affairs http://www.un.org/esa/population/publications/longrange2/WorldPop2300final.pdf (2015)



http://www.un.org/esa/population/publications/longrange2/WorldPop2300final.pdf

Striking a Balance

Usability / _
Connectivity Security
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Weak and Old Protocols:
Supervisory Control and Acquisition of Data (SCADA)

A SCADA was created in the 1960s

A Initially designed to carry data over serial

A Commonly found in industrial settings

A Client / Server architecture

A Evolved over the years to adapt to IP transport

A Security was not part of the original design, and
SCADA has changed very, very little!
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ExampleStuxnet
Attack of the PLC Layer
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What was so special about Stuxnet?

Exploited four zero-day
vulnerabilities in the
dropper

The first rootkit targeting
ICS
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