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Hackers can Freeze You
True or False?



Hackers can Freeze You
True

https://www.theregister.co.uk/2016/11/09/finns_chilling_as_ddos_knocks_out_building_control_system/

https://www.theregister.co.uk/2016/11/09/finns_chilling_as_ddos_knocks_out_building_control_system/


Your Car Can be Hacked and Remotely-Controlled
(while you’re driving it)
True or False?



Your Car Can be Hacked and Remotely-Controlled
(while you’re driving it)
True

https://www.kaspersky.com/blog/remote-car-hack/9395/

https://www.kaspersky.com/blog/remote-car-hack/9395/


Your Pacemaker Can Be Hacked and Could Kill You
True or False?



Your Pacemaker Can Be Hacked and Could Kill You
True

https://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/ucm535843.htm

https://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/ucm535843.htm


The Age of Cyber Warfare has Arrived

Increasing Industrial Threats Customer Having Gaps Compliance Mandating 

German Steel Mill 

Cyber attack (2014)

Cyber attack on Saudi 

Aramco (2012)

151 Cyber Incidents led to 

power outage or disruptions 

in 2014 US*
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49%

49% of BDM site security is among 
top application challenges*

78%

78% of IT security staff lack 
visibility & management to secure 

IoT devices*

• Cyber and Physical Security  

• Mandate for NA Power Utilities BES

• Referred by global Utilities, also other 

verticals

* Data source: Parsons white paper, Cybersecurity threats to utilities 2015; ibid; SANS Institute, Securing the Internet of Things Survey 2014 



The Increase of Connected Things

Cisco IBSG projections, UN Economic & Social Affairs http://www.un.org/esa/population/publications/longrange2/WorldPop2300final.pdf (2015)
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Rapid adoption rate of digital infrastructure

5 x faster than electricity & telephony

“Things” per person

Inflection Point

http://www.un.org/esa/population/publications/longrange2/WorldPop2300final.pdf


Striking a Balance

Usability / 

Connectivity Security



Weak and Old Protocols:

Supervisory Control and Acquisition of Data (SCADA)

• SCADA was created in the 1960s

• Initially designed to carry data over serial

• Commonly found in industrial settings

• Client / Server architecture

• Evolved over the years to adapt to IP transport

• Security was not part of the original design, and 

SCADA has changed very, very little!



PLC	Network	
(Physical	Devices)	
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Example: Stuxnet
Attack of the PLC Layer



What was so special about Stuxnet?

The first rootkit targeting 
ICS

Exploited four zero-day 
vulnerabilities in the 

dropper

Compromised two digital 
certificates

Ability to inject code into 
PLC

Hide from control system 
operators

Remotely controlled by CC 
or act autonomously



Why Security Must Change

2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

Vulnerabilities

Stuxnet

Black Hat

Customer Networks

Built in this Period
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Cyber Threats Are a Danger to Physical Infrastructure

Destroyed Uranium centrifuges Manipulated steel mill equipmentRuptured oil pipeline

Impact of cost can be millions of dollars

The Impact of Stuxnet



Case Study: 
Ukraine Substation 
Industrial Attack

• 3 Ukrainian power 

distribution companies 

• 30 sub-stations 

disconnected 

• 225K customers lost power 

for hours 

• Attackers remotely 

controlled SCADA DMS



Ukraine Grid Attack – Chronology of Events

Spear phishing to gain 

business network access

BlackEnergy 3 

malware installed

Theft of 

Credentials

Use of VPNs to 

access ICS network

Remote operation 

of ICS Systems

S2E devices compromised at 

firmware level

KillDisk to erase MBR 

and delete targeted logs

Power Outage



Ukraine Grid Attack – Kill Chain

Spear phishing to gain 

business network access

BlackEnergy 3 

malware installed

Theft of 

Credentials

Use of VPNs to 

access ICS network

Remote operation 

of ICS Systems

S2E devices compromised at 

firmware level

KillDisk to erase MBR 

and delete targeted logs

Power Outage

Attack on IT Domain Attack on OT Domain



Recognize This?
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The Encrypted Traffic
Problem



The Attacker has the Advantage



Network Threats are Evolving to Leverage Encryption



• End to end confidentiality

• Channel integrity during inspection

• Adapts with encryption standards

Malware in Encrypted Traffic

Is the payload within

the TLS session malicious?

Malware Detection and Visibility without Decryption

• Audit for TLS policy violations 

• Passive detection of Ciphersuite vulnerabilities

Cryptographic Compliance

How much of my digital business

uses strong encryption?

Encrypted Traffic Analytics
Overview



Bestafera

Self-Signed Certificate

Data Exfiltration

C2 Message

Google Search

Initial Page Load
Page Refresh

Autocomplete

Detecting Malware by Behavioral Analytics (ML/AI)



In Summary

• The world has become hyper-converged and the attack 

surface is massive

• Left unprotected, industrial systems are the most 

vulnerable

• Attackers are using Ransomware style attacks at an 

alarming rate

• The move to encrypted traffic is ushering in a new era 

of AI-based network security 



Thank you.


