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Big news, big impact

2 Canadian banks hacked, 90,000 customers' U.S. investigators point to China in Marriott
data stolen hack affecting 500 million guests
Two of Canada's largest banks, Bank of Montreal and the Canadian Imperial Bank of H
Commerce's Simplii Financial, confirmed hackers stale the personal and financial data of .
thousands of customers. ‘
w Bﬁtish Airways @
HOTELS - RESORTS - SUITES

We are investigating the theft of customer
data from our website and our mobile app, as
a matter of urgency. For more information,
please click the following link:
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Cops Nab ATM Hacker Behind $1.2 Billion
Swindle

By Charlie Devereux = \’ 4
March 26, 2018, 1118 PM GMT+8 3 VL U '
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Smarter and stronger adversaries

1 1 I Technology

: : : : Cops Nab ATM Hacker Behind $1.2 Billion
1 1 1 ! =

- Global . | Better | Swindle

I | | mgm | By Charlie Devereux

I netWOrkS | . Cca pab|||ty ! March 26, 2018, 1118 PM GMT+8
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Converging their crimes s LJEPWWEIJ : _Uﬂi

Carbanak group operating across cyber, fraud, physical and money laundering domains

o CYBER CRIME

Hacker develops malware and sends spear-phishing emails to

bank employees to infect the system
m v ),
BANK EMPLOYEES

INFECTED

"
INFRASTRUCTURE Eggr‘

Hacker transfers money into ACCOUNT BALANCES are inflated ATMs are infected and spit
(foreign) BANK ACCOUNTS and money is collected by out cash, which is collected
money mules from ATMs by money mules

MONEY
LAUNDERING ﬁ

STOLEN MONEY is laundered by being converted into CRYPTOCURRENCIES From: “Mastermind Behind EUR 1 Billion Cyber Bank Robbery Arrested in Spain”, Europol

© 2018 Deloitte The Netherlands Navigating the Cyber Terrain Digital Confidence to Manage Complex Risks 4



Converging their crimes (cont.) . ,
Skyscraper hack illustrates how a single actor steals data creates fake accounts and enables

money laundering

-
Personal 4 F's
information of m m
hospital patients is
stolen by a hacker Hacker

Skyscraper
Personal casel
g information is sold E
on the dark web
Hospital
Hacker launders
proceeds of crime
through accounts in .
various banks
7 . Dark
Syndicate buys web
stolen data and
creates fake bank
\ accounts ) m
rDrug dealers ) Bank
physically deliver
drug money to
, money mules J é
Money mules Hypothetical
deposit money into case Drug
fake bank accounts dealer

0 Money is moved ﬁ |

across banks Ry
mule
Laundered money )
is collected by the %[f"l
drug syndicate
Crime
syndicat
@

1 - Based on the "Skyscraper” hack of U.S. hospitals and paediatricians . Cyber crime D Fraud . Money Iaunderlng



gl el

=

Growth in malicious state actor activity

Military state hacking divisions targeting destructive attacks against government and commercial
institutions

-Russia =

The threat group has attempted to steal more than $7.7 s
billion USD ., £l Poland
United
States
APT38 operates similarly to an espionage operation,
carefully conducting reconnaissance while balancing Mexi \ r Vietnam
financially motivated objectives i exico K oo
Bangladesh j ' o
, f Philipines
| S
Malaysia
On average, APT38 remains within a victim network
approximately 155 days, with the longest time
within a compromised system believed to be 678 Brazil
days
Chili / »
g Uruguay
4
T3 e Organizations targeted for infrastructure use

meeeessssmmm  Organizations targeted

I Both organizations and infrastructures targeted



Major environmental hazards

— PRO CYBERNEWS

— THEUNTOLD STORY OF NOTPETYA.
TTHE MOST DEVASTATING
CYBERATTACK IN HISTORY

Cripple dp orts. Paralyzed corporatio government agencies. How a single piece
of code crashed the world.

Cyberattack cost Maersk up to
$300M

—{ Petya cyberattack cost Merck
$135 million in revenue

Third-quarter revenue for the global pharma giant was
O_ drastically reduced in part by the temporary production

shutdown, higher demand than planned and lost sales in
certain markets due to the virus.

One Year After NotPetya Cyberattack, Firms Wrestle With Recovery Costs

Fedex says its expenses tied to malware attack was $400 million over past year, Merck put costs at $670 million in 2017

NotPetya: One year on -
Have businesses learnt
the lesson?

Today marks one year since the NotPetya attack hit a broad range of
business - from law firms and ad agencies to supermarkets

'Clearly the impact of last year’s ransomware attacks has been far reaching. However, on a
positive note, the publicity which these attacks garnered has made board members sit up and
take notice of the potential impact to their organisation’




A new criminal economy

FBI Atlanta &

Details of #Fl and @N
role in take-down of largest online "Dark
Market" Alphabay Il

e b, ‘\jl
THIS HIDDEN SITE HAS BEEN SE ,¥ .

I [ I
1 I I

I [ I

. Mega-volume | : Cyber :
. Darknet trade | ' infrastructure -
| for hire
|

|

I
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Data: the new currency of crime

Powering

; ;
; ;
; ;
; ;
; ;
; ;
: ransomware :
; ;
; ;
; ;
; ;
; ;
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Enabling fraud

<) - X @ @ nhttps://techcrunch.com/2018/07/20/singapore-hack-health/ B  eo% e 9 W

™=
Healthcare data breach in Singapore affected 1.5M
patients, targeted the prime minister

Startups

Taylor Hatmaker @tayhatmaker / 3 months ago
Apps

Gadgets
Events
Videos
Crunchbase
More

Search

Fundings & Exits
Microsoft

Amazon

Artificial Intefligence

Login/ Signup

In what's believed to be the biggest data breach in Singapore’s history, 1.5 million members of the
country's largest healthcare group have had their personal data compromised.

The breach affected SingHealth, Singapore’s biggest network of healthcare facilities. Data obtained in the
breach includes names. addresses, gender, race, date of birth and patients' national identification
numbers. Around 160,000 of the 1.5 million patients also had their outpatient medical information accessed
by unauthorized individuals. All patients affected by the hack had visited SingHealth clinics between May 1,
2015 and July 4, 2018, Singapore newspaper The Straits Times reports.




Data powering the cops too

2y Suzi Ring and Franz Wild
April 5, 2018, 5:00 AM GMT+2




Bringing life to a powerful purpose

- Connecting more
« To see more

1
1
1
1
1
1
« To act better !
1
1
1
1
1




An old concept for a new age

. * Making them come !
.+ Valuing knowledge !
. * Gaining insight to !
: drive effect !




The data network effect at Europol
@ =

Cross-border operations initiated or supported by Europol

1200 70
1000 60
50

800
40

600
30

400
20
200 10

0




Trust as the currency of Trade

| |
| |
.+ Hard won, easily lost |
, * Becoming a secure :
: and reliable friend !
.+ Valuing data privacy |
| |
| |
| 1




Global privacy regulatory landscape :

Becoming increasingly complex but an opportunity for change

European Union

Protection Laws

Canada
PIPEDA, CASL and Provincial

Privacy Laws ~__

US Federal
HIPAA, GLBA, COPPA, CAN-SPAM,
Do Not Call,, FCRA

W
3.

UK
Data Protection Act 2018

b,

)
[}

California

California Consumer Privacy Act, California Dubai

Online Privacy Protection Act 2003, - Data Protection
Security Breach Notice (Civil Code 1798 - Act 2007

Formerly SB 1386)

Chile
Law for the

Colombia Protection of
personal information Protection ~ Private Life, Act on
Law 2012 Protection of
personal
Argentina information 1998
Data Protection Bill, Personal
Brazil Information Protection Law 2000,

General Data Protection Law ____—  Confidentiality of Information Law

™ South Africa
Electronic Communications
and Transactions Act

Uruguay
personal information
Protection Law 2008

ik

 "\ '

EU General Data Protection Regulation, Communications Data
Retention Directive (2006), EU Privacy and Electronic Communications
Directive as implemented by 27 different Member State Data

India
Legislative proposals under
discussion, Information
Technology Act 2000

Philippines

Data Privacy Law proposed
by ITECC, Right of Privacy in
Civil Law

~A

Switzerland
Federal Data Protection
Act 1992

Russia
Federal Law of July 27 2006
No 152-FZ on personal information

South Korea

Act on Promotion of Information
and Communications Network
Utilization and Data Protection
2000

‘* Japan
Reformed Privacy Law, 2017
-

Taiwan
Computer-Processed personal information
Protection Law

Hong Kong
personal information
~¢ | Privacy Ordinance

T W

New Zealand
Privacy Act 1993, Privacy
Amendment Act 1993 & 1994

v

Australia
Australian Federal Privacy Act 1988,
Amended Privacy Act, Anti-Spam Act
2004



Towards a more self-confident digital age

Better aware of risk
- Smarter digital
operation
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Bringing major benefits

I
I
- To your business -
« Customers L
« And your reputation |
with regulators -
5
| I
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