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Big news, big impact 
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Smarter and stronger adversaries

Global 
networks 
expanding 

in scale

Better 
capability 

with bigger 
impact
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Converging their crimes

From: “Mastermind Behind EUR 1 Billion Cyber Bank Robbery Arrested in Spain”, Europol

Hacker develops malware and sends spear-phishing emails to 
bank employees to infect the system

HACKER
BANK EMPLOYEES

INFECTED
INFRASTRUCTURE

Hacker transfers money into 
(foreign) BANK ACCOUNTS

ACCOUNT BALANCES are inflated 
and money is collected by 
money mules from ATMs

ATMs are infected and spit 
out cash, which is collected 

by money mules

STOLEN MONEY is laundered by being converted into CRYPTOCURRENCIES

CYBER CRIME1

FRAUD2

MONEY
LAUNDERING
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Carbanak group operating across cyber, fraud, physical and money laundering domains
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Skyscraper hack illustrates how a single actor steals data, creates fake accounts and enables 
money laundering

Converging their crimes (cont.)

Cyber crime Money launderingFraud

Hospital

Crime 
syndicat
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Money 
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1 - Based on the “Skyscraper” hack of U.S. hospitals and paediatricians

Skyscraper 
case1

Personal 
information of 
hospital patients is 
stolen by a hacker

Personal 
information is sold 
on the dark web

Hacker launders 
proceeds of crime 
through accounts in 
various banks

Syndicate buys 
stolen data and 
creates fake bank 
accounts

Drug dealers 
physically deliver 
drug money to 
money mules

Money mules 
deposit money into 
fake bank accounts
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Money is moved 
across banks7

Laundered money 
is collected by the 
drug syndicate

8

Hypothetical 
case
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Growth in malicious state actor activity
Military state hacking divisions targeting destructive attacks against government and commercial 
institutions

The threat group has attempted to steal more than $1.1 
billion USD

APT38 operates similarly to an espionage operation, 
carefully conducting reconnaissance while balancing 
financially motivated objectives

On average, APT38 remains within a victim network 
approximately 155 days, with the longest time 
within a compromised system believed to be 678 
days 

Organizations targeted for infrastructure use 

Organizations targeted

Both organizations and infrastructures targeted

Mexico

United 

States

Chili

Uruguay

Brazil

Turkey

Poland

Russia

Philipines

Vietnam

Bangladesh

Malaysia
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Major environmental hazards
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A new criminal economy

Mega-volume 
Darknet trade

Cyber 
infrastructure 

for hire
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Data: the new currency of crime

Powering 
ransomware

Enabling fraud
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Data powering the cops too
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Bringing life to a powerful purpose

• Connecting more
• To see more
• To act better
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An old concept for a new age

• Making them come
• Valuing knowledge
• Gaining insight to 

drive effect
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The data network effect at Europol

250K

330K

414K
456K

605K

732K

869K

1005K

0

200

400

600

800

1000

1200

1 2 3 4 5 6 7 8

T
h

o
u

s
a

n
d

s

Intelligence reports notified to Europol

11K
13K

15K
18K

34K

39K

46K

66K

0

10

20

30

40

50

60

70

1 2 3 4 5 6 7 8

T
h

o
u

s
a

n
d

s

Cross-border operations initiated or supported by Europol
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Trust as the currency of Trade

• Hard won, easily lost
• Becoming a secure 

and reliable friend
• Valuing data privacy
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Global privacy regulatory landscape
Becoming increasingly complex but an opportunity for change

Uruguay

personal information 

Protection Law 2008

Australia

Australian Federal Privacy Act 1988, 

Amended Privacy Act, Anti-Spam Act 

2004

California

California Consumer Privacy Act, California 

Online Privacy Protection Act 2003, 

Security Breach Notice (Civil Code 1798 

Formerly SB 1386)

European Union

EU General Data Protection Regulation, Communications Data 

Retention Directive (2006), EU Privacy and Electronic Communications 

Directive as implemented by 27 different Member State Data 

Protection Laws

South Africa

Electronic Communications 

and Transactions Act

US Federal

HIPAA, GLBA, COPPA, CAN-SPAM, 

Do Not Call,, FCRA

Hong Kong

personal information 

Privacy Ordinance

Canada

PIPEDA, CASL and Provincial 

Privacy Laws

Taiwan

Computer-Processed personal information 

Protection Law

New Zealand

Privacy Act 1993, Privacy 

Amendment Act 1993 & 1994

Philippines

Data Privacy Law proposed 

by ITECC, Right of Privacy in 

Civil Law

Chile

Law for the 

Protection of 

Private Life, Act on 

Protection of 

personal 

information 1998

Switzerland

Federal Data Protection

Act 1992

Russia

Federal Law of July 27tth 2006

No 152-FZ on personal information

Dubai

Data Protection 

Act 2007

Colombia

personal information Protection 

Law 2012

South Korea

Act on Promotion of Information 

and Communications Network 

Utilization and Data Protection 

2000

India

Legislative proposals under 

discussion, Information 

Technology Act 2000

Argentina

Data Protection Bill, Personal 

Information Protection Law 2000, 

Confidentiality of Information Law

Brazil

General Data Protection Law

UK

Data Protection Act 2018

Japan

Reformed Privacy Law, 2017
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Towards a more self-confident digital age

• Better aware of risk
• Smarter digital 

operation
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Bringing major benefits

• To your business
• Customers
• And your reputation 

with regulators



1011101000


