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Identities are
the Keys to
Applications

ldentity attacks surpassed
application attacks to be the
leading cause of breaches in 2018.

The majority of breaches start
with application or identity attack.



The majority of
breaches start
with application
or identity attacks
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Vulnerabilities are Released Faster Than
Organizations Can Patch - I
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Growing

- Oct 201871 Gitthub:A Event so API | eaked project
PO p u Iarlty Of Oct 2018 1 Quoine: crypto-exchange breach via API
APl Attacks

API breach - 2800 members
Magecart API attack 380k records
Sep 20181 Facebook: Dev API leaked 50 mill accts
API brute-forced, registering rouge devices

Aug 20181 SalesForce: API vuln exposes contact data and prospects

2. Direct APIs Aug 20181 T-Mobile: 2 Mill customer records exposed through API
July 2018 1 Venmo: Public API -> 200 million payment transactions
Data leaked through API
1. Authentication Phished target accounts A created fake API trading
2. Injection accounts A fraud transactions
3. Permissions API attack impacted 438 apps and 500k records

|
| Jan 20181 Tinder: HTTPS API data leakage vuln

Aug 201771 Instagram: API vuln allowed access to user contact info
Feb 201717 WordPress: REST API Vuln

API to Facebook cred spoof

~

Afind my car appo



Access Attacks
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Phishing & Fraud Is A Year Round Sport

Peaks Oct A Jan

Jan Feb Mar Apr \EY Jun Jul Aug Sep Oct Nov Dec




A Sophisticated Attack
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cial Media

Interests / interest groups

Friends, Family and relationship information

Style of speaking

Writing style

Work history

Education

Comments on links

Important life event dates

Places visited

Favorite sites, movies, TV shows, books,

quotes

Photographs

Hacked APrivateo
ople Search Engines

Facebook information

Email address (which leads to possible
usernames)

Education, income / salary range

Phone numbers

Age / Age range

Race

Home address

Middle name, maiden name, spouse and
family names

accounA

YOUR Data

Company Research
Who works there
Tech infrastructure
Types of endpoints (PC/Mac/OS
SEC filings
Lawsuit filings
Aggregator search tools for
corporations
A Individuals & department
names
A business partners & affiliates
A IP space
A WHOIS info
Edhailtagdresses and format

To oo T To Too I

Mis configurations
SERWYEIEEINES
Private network addresses
Email addresses
Usernames

DNS servers
Self-signed certs
Email headers

Web servers

Web cookies

Web applications

Too Too To o Too To o T To o
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Malicious Web Link vs Attachment

Facebook <yardgen@gmail.com>id %+ Reply
Did you log into Facebook from somewhere new?

n Did you log into Facebook from somewhere new?

oo [

Your Facebook account was recently logged into from a computer, mobile device or other
location you've never used before. For your protection, we've temporarily locked your
account until you can review this activity and make sure no one is using your account
without your permission.

Did you log into Facebook from a new device or an unusual location?

If this was not you, please log into Facebook from your computer and follow the instructions
provided to help you control your account information.

If this was you, there's no need to worry. Simply log into Facebook again to get back into
your account.

&° hitp://www.fancug.com/link/facebook_en.htmi

Email sent from North Korean ATP in Sony
compromise.

I am Rasel Ahlam.

I am extremely excited about the idea of becopad art of your
company and am hoping that you will g
present my case in furter detgilg

Here is my resume :
<http://www.[DOM
sel/Resume.zip>

I'hank you in advance for your time and consideration.

Email sent from North Korean APT related to
Bangladesh Bank heist.



Encryption is an Attacker Disguise

+

krebsonsecurity.com

G3) AP}

KrebhsonSecurity

In-depth security news and investigation

5z OF PHISHING DOMAINS
OFFERED A SECURE (HTTPS)

"= VERSION OF THE SITE

of phishing domains
use HTTPS to appear

more legitimate
Own your
digital future
with the power of
_ ‘ the Akamai Edge.
licon e Gitcriiatiusadts Find out what's new
) with the Intelligent
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Fraud Starts With
Phishing

Clients are phished
A malware installed

’ .

A Fraud Trojans

Fraud targets = any
site with a login page
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Attackers Are Weaponizing Things

Affected Devices

74% otz years

e CCTV ° () ®
8 DV RS T o @
e SOHO routers ° ° ® ® o e ® ® . o TTeTTe
® i0S
WAPs
Set-Top Boxes
e Media Center °
ICS
e Android ° ) )
e IP Cameras ® ° ° o @ | B ] { ]
e Wireless Chipsets ] °
e NVR Surveillance [
VolP Devices 1
Cable Modems 1‘\
Busybox Platforms
Smart TVs
Hajime
£ N
\ { Trickbot
IRC Telnet
Annie WireX
Reaper
Crash SORA
override
Satori Fam Masuta OWARI
Psybot Moon Amnesia PureMasuta UPnPProxy
Remaiten Mo Persirai Hi de 6N S OBN
Irai R RoamingMantis
Hydra T Darlloz Gafgyt BigBrother OMG Wicked
Marcher Family Rediation  Brickerbot DoubleDoor VPNFilter
2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018



Keurig Attacks!

{" id": {"protocol" : "http", "timestamp" : { "$date" : "201-87-19T720:31:04.000700" }, source_ip :
"185.112.249.24",session_http : { "request” : { "body" : ", "header" : [ [ "accept”, "*/*" ], [ "usagent"”,
"Keurig K575 Coffee Maker" ] ], "verb" : "GET", "path” : "/" $dutce_port : 56946, testination_port : 80, }

{" id": { "protocol" : "http", "timestamp"” : { "$date" : "20187-23T712:16:41.000700" }, ‘Source_ip :
"185.112.249.24" session_http : { "request” : { "body" : ", "header" : [ [ "accept", "*/*" ], [ "usegent",
"Keurig K575 Coffee Maker" ] ], "verb" : "GET", "path” : "/" $dutce port : 49180, testination_port : 80, }

{" id" : { "protocol" : "http", "timestamp” : { "$date" : "20187-25T710:04:52.000700" }, 'source_ip :
"185.112.249.24",session_http : { "request” : { "body" : ", "header" : [ [ "accept”, "*/*" ], [ "usagent"”,
"Keurig K575 Coffee Maker" ] ], "verb" : "GET", "path" : "/" $¢utce_port : 40755, testination_port : 80, }

{" id" : { "protocol" : "http", "timestamp" : { "$date" : "20187-25T710:14:46.000700" }, 'source_ip :
"185.112.249.24",session_http : { "request” : { "body" : ", "header" : [ [ "accept”, "*/*" ], [ "usegent"”,
"Keurig K575 Coffee Maker" ] ], "verb" : "GET", "path" : "/" $¢utce_port : 40755, testination_port : 80, }

{" id" : {"protocol" : "http", "timestamp" : { "$date" : "20187-28T06:29:53.000700" }, 'source_if :
"185.112.249.28",session_http : { "request” : { "body" : ", "header" : [ [ "accept”, "*/*" ], [ "usegent"”,
"Keurig K575 Coffee Maker" ] ], "verb" : "GET", "path" : "/" $¢utce_port : 50225, testination_port : 80, }

Various
dynamic /
private
source ports
49152 - 65535

RFC2324

Hyper Text

Coffee Pot
Control
Protocol



Thingbots: Multi-purpose Attack Bots

. Shifting from primarily
Thingbot Attack Type DDoS to multi-purpose

o DNS Hijack ° o
L O Y {0 1 11 @ @ 6. ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, .
e DDoS | L 4 ® ® ° Y
e PDoS o ° ° ‘ ‘
Proxy Servers
Unknowné
e Rent-a-bot °
e Credential Collector °
Install-a-bot
e Multi-purpose Bot ° @
e Fraud trojan ° PS
e |CS protocol monitoring °
Tor Node 1
Sniffer "\
Hajime
= .
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override
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Hydra Aidra Darlloz ~ Gafgyt BlgBr'other . OMG Wicked
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DDoS Attacks By Industry

2017 DDosS Attacks by Industry 2018 DDoS Attacks by Industry
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7 Domain Registrar ®Business Services ® Government ® Education = Entertainment " Tech Company = Telecom /ISP = Education " Entertainment

= Retail = Automotive = Engineering m Business Services ® Retail = Aerospace = Government



282018 F5 Networks

Application DDoS Attacks (F5 SIRT vs SOC)

Application targeted DDoS attacks are a large portion of the attack types that get
escalated to our SIRT for assistance.

5%




Oct 2016: Cellular Gateway Discovered

A Investigating airport incident in Europe +
BASHLITE on a DVR digital signage
solution (same timeframe as Dyn DNS
DDoS attack).

A Service and host managed by 3rd party
A 39 active threat actors

A Numerous log entries show incoming
attacks

A Mirai, shellshock, brute force

A Sierra Wireless device




Sierra Wireless Miral Warnings

signup |

SIERRA | Source OM SE, BLOG ORUM

WIRELESS

Sierra Wireless Technical Bulletin: Mirai
( hor: Sie Products: Sierra Wireless LS300, GX400, GX/ES440, GX/ES450 and
RV50

Date of issue

Sierra Wireless has confirmed reports of the “Mirai” malware infecting AirLink gateways that are using
the default ACEmanager password and are reachable from the public internet. The malware is able to
gain access to the gateway by logging into ACEmanager with the default password and using the

firmware update function to download and run a copy of itself.

Based on currently available information, once the malware is running on the gateway it deletes itself
and resides only in memory. The malware will then proceed to scan for vulnerable devices and report

its findings back to a command and contral server. The command and control server may also instruct

the malware to participate in a Distributed Denial of Service (DDoS) attack on specified targets.
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attack(s) are
unnecessary.

ACEmanager

NO DEPENDENCY
on any vulnerability
within the hardware
or software.

166.139.19.193



Fleet / Vehicle Tracking
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SierraWireless.com Case Studies

St John Ambulance, Western Australia East Baton Rouge Parish Emergency

California Highway Patrol, California Medical Services (EMS), Louisiana

Ventura County Fire Department, Mississippi Highway Safety Patrol

California Gem Ambulance, New Jersey
South Bay Regional Public City of Charlotte, North Carolina
Communications Authority (SBRPCA),

Dickinson Police Department (DPD),
Texas

California

West Metro Fire Protection District,

Colorado Fairfax's Urban Search and Rescue

Team, Virginia

Westminster Police Department,

South Wales Police, Wales

Colorado
Danish National Police, Denmark City of Yakima, Washington
Acadian Ambulance Service, Louisiana Seattle Fire Department, Washington

& Texas
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