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You NEED to build 

your security 

practice around 

Artificial 

Intelligence!
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The deck is 

STACKED against 

you!



4 IBM Security

Your Goals As A Security Operations Team Are Fundamental 
To Your Business

Protect critical 
systems and 

data

Respond to 
incidents 

accurately, 
consistently and 

quickly

Stay one step 
ahead of cyber 

criminals
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Insight Overload Disconnected 
Dots

The 
Challenges

Tools 
can’t act 

93% 
of organizations are 
unable to triage all 
relevant threats

Information is often 
overlooked simply 
because analysts do not 
know how it is connected  

191 Days
Average dwell time of 

advanced persistent 

threats
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62%
Security experts who 

expect hackers will use 
AI within the year 3

82%
Insider & privilege misuse breaches

that took months, or even years,
to be discovered 2

Threats Are Evolving And Organizations Are Struggling

46%
Increase in insider attacks since 

20141

1.8 million
Unfulfilled cybersecurity 

jobs by 2022 4
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Brand 
Reputation

Financial 
Impact

Compliance
Customer 
Retention

Intellectual 
Property

The Stakes Are At An All Time HIGH! 
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AI, your 

ACE in the 

hole? 
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What Is Artificial Intelligence?

Goals of Artificial Intelligence

Natural Language Processing Machine Learning 

Robotics Deep Learning

Computer Vision Data Mining

Pattern Recognition Reasoning 

Machine 

Consciousness

Machine Intelligence

Machine Learning

Stages of Artificial Intelligence

Watson Lives Here
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In 2011, the 
Watson 
computer 
system 
competed and 
won 
on Jeopardy
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Watson is being used 
for Healthcare, 
Weather, Teaching, 
Cooking and Cyber 
Security!
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Watson can 
process 500 

gigabytes, the 
equivalent of 1 

million books, per 
second!
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Gain local 
context leading 
to the incident

Gather the 
threat research, 

develop 
expertise

Apply the 
intelligence and  
investigate the 

incident

Escalate for 
remediation

Investigating An Incident Without AI

Time 

consuming 

and 

inconsistent 

threat 

analysis

Endpoints

Data activity

Threat intelligence

Configuration information

Vulnerabilities and threats
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Tackle Where The Bulk of Your Team’s Time Is Spent: 

Threat Hunting
Perform deep-dive analysis, look for new analytic methods for 
detecting and preventing threats

Response
Respond to security incidents and provide remediation

Incident Analysis 
Continuously monitor the alert queue, collect investigative 
data and context including root cause diagnosis necessary 
to escalate security alerts

Simplify these 
tasks
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Unlock A New Partnership Between Analysts And Their Technology



Three Key Benefits of adopting AI

Drive Consistent 
and Deeper 

Investigations

Reduce Dwell TimesForce Multiply Your 
Team’s Efforts

Gain actionable insights into 
critical incidents

Adopt a quicker and more 
decisive escalation process

Automate your repetitive SOC 
tasks
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How to speak AI

Using the MITRE 

ATT&CK 

framework
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The ATT&CK Framework is more than a fun 
way to write Attack, it stands for 

Adversarial Tactics, 

Techniques &

Common Knowledge.
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It is a framework started by MITRE

Corporation in 2013 and has been 

growing ever since.
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ATT&CK is community driven and 

updated quarterly by MITRE, it 

represents the Tactics and Techniques

in a manner not specific to specific 

products or signature.
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There are currently 3 Matrices for: PRE-
ATT&CK, ATT&CK Enterprise and Mobile
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How ATT&CK Is Laid Out
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How ATT&CK Is Laid Out
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What Is A TECHNIQUE in ATT&CK?

Technique New Service

Description When operating systems boot up, they can start programs or applications 

called services that perform background system functions. […] Adversaries may 

install a new service which will be executed at startup by directly modifying the 

registry or by using tools. 

Platform Windows

Permissions Required Administrator, SYSTEM

Effective Permissions SYSTEM

Detection Monitor service creation through changes in the Registry and common utilities 

using command-line invocation …

Mitigation Limit privileges of user accounts and remediate Privilege Escalation vectors…

Data Sources Windows registry, process monitoring, command-line parameters

Examples Carbanak, Lazarus Group, TinyZBot, Duqu, CozyCar, CosmicDuke, hcdLoader, 

…

References 1. Microsoft. (n.d.). Services. Retrieved June 7, 2016.
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Where Does ATT&CK Fit
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Your Threat Intelligence, Detection Tools 
and Remediation Tools are being 
mapped to ATT&CK by vendors and 
users
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Techniques Alone Do Not Equal A Breach 

Medium Confidence High Confidence

Analytic 
Chain

Context

Analytic 
A

Analytic 
B

Analytic 
C

Suspicious 
Event

Low Confidence
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Measuring Your Defenses Using ATT&CK 
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It All Fits Together Into your Operations

Threat Intel Automation

Security Operations Centre
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Brace yourselves…

Winter is coming
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How To Defeat Our Threats

• You need Tools with AI embedded in your SOC now

• Mature your automation and detection methods to leverage the AI by 
adopting the ATT&CK Framework.

̶ Map your detection use cases to the ATT&CK Framework

̶ Fit your tools into the Framework based on their capabilities
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Helpful Links

• MITRE ATT&CK Framework

https://attack.mitre.org

• IBM Watson for Cyber Security

https://www.ibm.com/security/artificial-intelligence

• Follow us on Social Media:

https://twitter.com/IBMSecurity

https://www.linkedin.com/showcase/ibm-security/

https://www.youtube.com/ibmsecurity

https://attack.mitre.org/
https://www.ibm.com/security/artificial-intelligence
https://twitter.com/IBMSecurity
https://www.linkedin.com/showcase/ibm-security/
https://www.youtube.com/ibmsecurity


ibm.com/security

securityintelligence.com

xforce.ibmcloud.com

@ibmsecurity

youtube/user/ibmsecuritysolutions
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