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Χ ƛƴŜǾƛǘŀōƭŜ

Χ ƛǊǊŜǾŜǊǎƛōƭŜ

Χ ƛǊǊŜǎƛǎǘƛōƭŜΗ

A Surveillance Society is:



Easy way to stay connected with family and friends



More convenient than owning a car



Easiest way to build & manage my professional network



Slippery Slope



Moved to Dropbox



CǊŀƳŜŘ LǘŜƳǎ Χ 5ƛƎƛǘƛȊŜŘ



aŜƳƻǊŀōƛƭƛŀ Χ 5ƛƎƛǘƛȊŜŘ





60 Ironman Medals Digitized





CŀǾƻǊƛǘŜ wƻŎƪ Χ 5ƛƎƛǘƛȊŜŘ



Moving into the Cloud



Clothes Closet in the Cloud

www.dufl.com

http://www.dufl.com/


As of August 23rd, 2018

The net weight of my personal possessions <200lbs



My only remaining keepsakes



Living in the Clouds

What rights do I have re: my digital stuff?

Utterly unencumbered.



5ƛƎƛǘƛȊŀǘƛƻƴ ƻŦ ƳŀƴƪƛƴŘΩǎ ŀŎǘƛǾƛǘȅ Ƙŀǎ ōŀǊŜƭȅ ǎǘŀǊǘŜŘ

Next: greater data diversity & distribution
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Jeff Jonas
Founder and CEO
jeff@senzing.com

Big Data. Big Responsibility.



Jeff Jonas
Data Scientist, Serial Entrepreneur

Á1983: Founded Systems Research & Development

Á1991: Relocated to Las Vegas

21

Non-Obvious 

Relationship 

Awareness



Jeff Jonas
Data Scientist, Serial Entrepreneur

Á1983: Founded Systems Research & Development

Á1991: Relocated to Las Vegas

Á2001: Funded by In-Q-Tel

Á2005: SRD acquired by IBM
ïChief Scientist of Context Computing 

ïIBM Fellow

Á2016: Founded Senzing, an IBM spin-out based on my 
άDнέ 9ƴǘƛǘȅ wŜǎƻƭǳǘƛƻƴ ǘŜŎƘƴƻƭƻƎȅ
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Presentation Outline

1. Introduction to entity resolution

2. Critical role entity resolution plays in privacy compliance
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Entity Resolution (ER)
Recognizing when two observations relate to the same entity, 

despite having been described differently. 

Robert Smith
123 Main Street
703.554.1214

Rob E. Smith
123 E Main St
+1 (703) 554-1214
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Entity Resolution (ER)
Recognizing when two observations relate to the same entity, 

despite having been described differently. 

And conversely, recognizing when two observations do not relate 
to the same entity, despite having been described similarly.

Robert Smith Jr.
123 Main Street
703.554.1214

Rob E. Smith Sr.
123 E Main St
+1 (703) 554-1214



Entity Resolution Examples

ÁDuplicates in your personal address book

Á5ǳǇƭƛŎŀǘŜǎ ŀŎǊƻǎǎ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ǇǊƻǎǇŜŎǘ ŀƴŘ ŎǳǎǘƻƳŜǊ ŘŀǘŀōŀǎŜ

ÁPreviously terminated accounts now back masquerading as good accounts

ÁWatch-listed parties evading detection due to a slight name variation

26



Entity Resolution is 

fundamental to intelligence

Χ

machine intelligence, human intelligence, 

or otherwise.
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https://www.youtube.com/watch?v=MNCzSfv4hX8
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https://www.youtube.com/watch?v=MNCzSfv4hX8


ENTITY RESOLUTION 
IN SLOW MOTION

29



Do these three entities become one, two or three resolved entities?

30

Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

4

7 8 9

5 6



Despite variations in name, address and phone, and the date of birth 
transposition, they become resolved entity E1.
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Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123EMain St
(703) 554-1214
ID: 00112233

3

1
2

3

E1

Fuzzy Matching

4

7 8 9

5 6



New entity or belongs to the known entity E1?
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Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

1
2

3

E1

7 8 9

5 6
Patricia Smith
smith@email.com

4



When an email address is the same but the names are completely 
different, a new but related entity E2 is created. 
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RobertSmith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

BobSmith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

1
2

3

E1

4

E2

Discovered 
Relationships

7 8 9

5 6
PatriciaSmith
smith@email.com

4



How does this entity integrate with the existing entity graph?
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Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

1
2

3

E1

4

E2

7 8 9

Kim Smith
kim@email.com

Spouse: 

5 6
Patricia Smith
smith@email.com

4

3



Entity E3 is created with a relationship to entity E1.
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1
2

3

E1

4

E2

5

E3

Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

7 8 9

Kim Smith
kim@email.com

Spouse: 

5 6
Patricia Smith
smith@email.com

4

3

Disclosed 
Relationships



What becomes of this entity?
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1
2

3

E1

4

E2

5

E3

Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

7 8 9

Kim Smith
kim@email.com

Spouse: 

5
Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

6
Patricia Smith
smith@email.com

4

3



Many people have the same name and date of birth, thus entity E4 is 
created as a possible match.
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Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

6

E4

1
2

3

E1

4

E2

5

E3

7 8 9

KimSmith
kim@email.com

Spouse: 

5
Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

6
Patricia Smith
smith@email.com

4

3

Possible Matches



What becomes of this entity?
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6

E4

4

E2

1
2

3

E1

5

E3

Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

smith@email.com

7 8 9

Kim Smith
kim@email.com

Spouse: 

5
Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

6
Patricia Smith
smith@email.com

4

3



If E2 did not exist this would resolve to E1, and vice versa. E5 is 
ŎǊŜŀǘŜŘ ŀǎ ƛǘΩǎ ŀ ǇƻǎǎƛōƭŜ ƳŀǘŎƘ ǘƻ ōƻǘƘ 9м ŀƴŘ 9нΦ
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6

E4

47

E5 E2

1
2

3

E1

5

E3

Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

smith@email.com

7 8 9

Kim Smith
kim@email.com

Spouse: 

5
Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

6
Patricia Smith
smith@email.com

4

3

Possible Match
όά!ƳōƛƎǳƻǳǎέύ



What becomes of this entity?

40

6

E4

47

E5 E2

1
2

3

E1

5

E3

Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

smith@email.com
B. Smith
1515 Adela Lane
bsmith@work.com
1.702.919.1600

7 8 9

Kim Smith
kim@email.com

Spouse: 

5
Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

6
Patricia Smith
smith@email.com

4

3



This reveals that entities E1 and E4 are the same, causing the entity 
E4 to conjoin with entity E1.
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RobertSmith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
1.702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

1
2

3

47

E1

E5 E2

6
8

smith@email.com
B. Smith
1515 Adela Lane
bsmith@work.com
1.702.919.1600

Rob Smith Sr.
DOB: 3/31/1954
ID: 00112233

5

E3

Self-correcting
όάwŜ-ǊŜǎƻƭǾŜέύ

KimSmith
kim@email.com

Spouse: 

5
Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

6
PatriciaSmith
smith@email.com

4

3

7 8 9



What becomes of this entity?
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smith@email.com
B. Smith
1515 Adela Lane
bsmith@work.com
1.702.919.1600

Rob Smith Sr.
DOB: 3/31/1954
ID: 00112233

1
2

3

47

E1

E5 E2

6
8

5

E3

Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

Kim Smith
kim@email.com

Spouse: 

5
Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

6
Patricia Smith
smith@email.com

4

3

7 8 9



¢Ƙƛǎ ƛǎ ŜǾƛŘŜƴŎŜ ǘƘŀǘ ǊŜŎƻǊŘ о ƛǎ ƴƻǘ Ŝƴǘƛǘȅ 9мΣ ŎŀǳǎƛƴƎ ǘƘŜ ά{ǊΦέ 
records to become the new entity E6.
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Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

1
2

3
9

47

E6

E5 E2

8

smith@email.com
B. Smith
1515 Adela Lane
bsmith@work.com
1.702.919.1600

Rob Smith Sr.
DOB: 3/31/1954
ID: 00112233

5

E3

6

E1

Self-correcting
όά¦ƴ-ǊŜǎƻƭǾŜέύ

Kim Smith
kim@email.com

Spouse: 

5
Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

6
Patricia Smith
smith@email.com

4

3

7 8 9



5ŀǘŀ 5ǊƛŦǘ ǾǎΦ ά{ŜǉǳŜƴŎŜ bŜǳǘǊŀƭƛǘȅέ
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Data Loading Over Time
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Reload 
#1

Unstable
Reloading required 
to correct data drift

Reload
#2

Stable
with Sequence 

Neutrality



What should happen to this entity?
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Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

1
2

3
9

47

E6

E5 E2

8
Patricia Smith
smith@email.com

4

smith@email.com

7

Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

6

B. Smith
1515 Adela Lane
bsmith@work.com
1.702.919.1600

8
Rob Smith Sr.
DOB: 3/31/1954
ID: 00112233

9

Kim Smith
kim@email.com

Spouse: 

5

3
6

E1

Bob Jones
123 Main Street
702.919.1600
bjones@email.com

10

5

E3



This observation resolves to E1 because E1 contains a sufficient 
number of matching values.
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Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 EMain St
(703) 554-1214
ID: 00112233

3

1
2

3
9

47

E6

E5 E2

8
Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

6
Rob Smith Sr.
DOB: 3/31/1954
ID: 00112233

9
B. Smith
1515 Adela Lane
bsmith@work.com
1.702.919.1600

8

6

E1

10

ά9ƴǘƛǘȅ-centric
[ŜŀǊƴƛƴƎέ

Bob Jones
123 Main Street
702.919.1600
bjones@email.com

10

5

E3



ά/ƘŀƴƴŜƭ {ŜǇŀǊŀǘƛƻƴέ ςthe Primary Deception Tradecraft
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Money 

Launderer

Employment

Application
External 

Counterparty

KYC

Onboarding

Bob Jones
123 Main Street
702.919.1600
bjones@email.com

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214

Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

Bobby Randal Smith
1515 Adela Lane
3232100123991123

Robert Smith
123 Main Street
DOB: 12/11/1978
702.919.1600
703.554.1214

Open

Account



5ŜǘŜŎǘƛƻƴ wŜǉǳƛǊŜǎ ά/ƘŀƴƴŜƭ /ƻƴǎƻƭƛŘŀǘƛƻƴέ
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Entity Resolution
Entity-centric Learning

Money 

Launderer

Employment

Application
External 

Counterparty

KYC

Onboarding
Open

Account

Bob Jones
123 Main Street
702.919.1600
bjones@email.com

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214

Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

Bobby Randal Smith
1515 Adela Lane
3232100123991123

Robert Smith
123 Main Street
DOB: 12/11/1978
702.919.1600
703.554.1214



What will should happen to the entity graph if you delete (forget) 
record 8?
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Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

1
2

3
9

47

E6

E5 E2

8
Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

Bob Jones
123 Main Street
702.919.1600
bjones@email.com

6
Rob Smith Sr.
DOB: 3/31/1954
ID: 00112233

9
B. Smith
1515 Adela Lane
bsmith@work.com
1.702.919.1600

8

6

E1

10

10

X

5

E3



As if record 8 never existed, entity E1 is re-evaluated ςkicking out 
records 6 and 10 into entities E7 and E8
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Robert Smith
123 Main Street
DOB: 12/11/1978
smith@email.com
703.554.1214

Bob Smith
1515 Adela Lane
DOB: 11/12/1978
1.703.554.1214
702.919.1600

1 2
Rob Smith
123 E Main St
(703) 554-1214
ID: 00112233

3

3
9

47

E6

E5 E2

Bob R. Smith
AKA Bobby Jones
DOB: 12/11/1978
bsmith@work.com

Bob Jones
123 Main Street
702.919.1600
bjones@email.com

6
Rob Smith Sr.
DOB: 3/31/1954
ID: 00112233

9
B. Smith
1515 Adela Lane
bsmith@work.com
1.702.919.1600

8

10

6

E7

E8

10

E1

Self-correcting
όά5ŀǘŀ ¢ŜǘƘŜǊƛƴƎέύ

1
2X

5

E3



THE CRITICAL ROLE OF 
ENTITY RESOLUTION
IN PRIVACY COMPLIANCE

51



GDPR and CCPA obligate organizations 

to provide data subjects 

with access to their personal data. 



Compliance starts with one simple question: 

ά²Ƙŀǘ Řƻ ǿŜ ƪƴƻǿ ŀōƻǳǘ ǘƘŜ Řŀǘŀ ǎǳōƧŜŎǘΚέ



Privacy compliance starts with one simple question: 

ά²Ƙŀǘ Řƻ ǿŜ ƪƴƻǿ ŀōƻǳǘ ǘƘŜ Řŀǘŀ ǎǳōƧŜŎǘΚέ

Unfortunately, this is an exceptionally hard question 

for organizations to answer.



CUSTOMERS MARKETING

Challenge #1: Lots of Places To Look
Will you remember to search every database you have?

OTHER COPIES

Reservoirs, Warehouses,

Lakes, Data Marts, Email 

Systems, Spreadsheets, etc.

Fraud
Customer 

Engagement
Reporting

Search

Liz Reston

reston@home.com

CUSTOMER

SERVICE

LOYALTY

CLUB PAYROLL



Challenge #2: Data Variations
How long will it take to try all the different variations?

CUSTOMERS CUSTOMER

SERVICE

MARKETING

Search

Liz Reston

reston@home.com

Liz Reston

reston@home.com

123 East Court Rd

Elizabeth Reston

beth@work.com

Beth Smith-Reston

123 East Court Rd

liz@old-email.com

Beth Smith-Reston

20 1111 2222

Elizabeth Smith

123 East Court Rd

Liz Restn

beth@work.com

20 1111 2222

LOYALTY

CLUB PAYROLL



Elizabeth Smith

123 East Court Rd

reston@home.com

CUSTOMERS CUSTOMER

SERVICE

MARKETING

Search

Liz Reston

reston@home.com

Challenge #3: Existing Systems Have Search Limitations
Do you need technical expertise for each search?

Employee# :____:

Name:___________:

DOB :__/__/__:

LOYALTY

CLUB PAYROLL



CUSTOMERS LOYALTY

CLUB

CUSTOMER

SERVICE

MARKETING

Search

Liz Reston

reston@home.com

Challenge #4: Not All Things That Look Alike Are Alike
How often will you send information to the wrong person? (creating your own data breach)

Liz Reston

reston@home.com

123 East Court Rd

Elizabeth Reston

beth@work.com

Beth Smith-Reston

123 East Court Rd

liz@old-email.com

Beth Smith-Reston

20 1111 2222

Elizabeth Smith

123 East Court Rd

reston@home.com

Liz Restn

beth@work.com

20 1111 2222

Bob Reston

reston@home.com

PAYROLL



Individual System Search

Unreliable!



Individual System
Search

Is like a library without 
ŀƴ ƛƴŘŜȄ Χ

Thus having to look 
through every shelf in 
ŜǾŜǊȅ ŀƛǎƭŜ Χ

60



The Missing Link

Your Privacy Processes
Liz Reston

reston@home.com

Data Access 

Request

The Missing Link: 

Single Subject Search 



The Missing Link

ÁOver 1,000 organizations surveyed

ÁLarge companies, average:
ï250 inquiries per month

ï43 databases to search

ï7 minutes per search

ïRequiring 7.5 full time people

62



Single Subject Search

CUSTOMERS CUSTOMER

SERVICE

MARKETING

Entity Resolution

Liz Reston

reston@home.com

Data Access 

Request

Search

Liz Reston

reston@home.com Search Results

LOYALTY

CLUB PAYROLL

Central Index
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Matches

Customers #23456, #75688 Elizabeth Reston

Loyalty Club #34-902456 Beth Ann Reston

Marketing #1234 Liz Restn

Possible Matches

Customers #334311 Lizzy A. Reston

Possibly Related

Loyalty Club #34-908912 Bob Reston

Search

Liz Reston

reston@home.com

Like a Search Engine: 

These pointers direct you 

to the source information. 

Search Results



DEMO
- SINGLE SUBJECT SEARCH
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