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e Security is NOW measurable. Code,
Networks, People and Process.

* We KNOW how to measure and
compare security products...
guantitatively.

* We CAN solve Phishing, SPAM, DDoS,
Data Exfiltration +++ ... Mathematically.

What Do Policy Makers Do Now?

Analogue Network Security for Policy Makers
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IS our enemy.

2 Infinity must be’ "8
7/ “defeated before we can- §
.. defeat any adversary., )



No More Guessing: Policy Makers Can Now ...

* Accurately Compare Products
* Hold Entities Responsible

n Measuring Black Box Security

* Develop Meaningful Standards o el
* Enact Effective Legislation l
* Translate Risk, Security & Privacy | e

into Metrics ) -

* Use Provable Math
* VVisualize Security




It’s All About Time

ﬁ Range of Human Sense Detection Times » Security& Privacy

o , Are Continua
Vision: Hearing:

150ms  250ms * Detection Should
Approach O-Time

Taste: Tactile: Odor:

500ms-1.000ms 100ms 1,000ms
* Reaction Should

Approach O-Time

t

0 t=1000ms




Comparing 2-Products’ Effectiveness

Use 2 Products in Operation

X = Known Good Traffic In ,
(o} >3 Black Box Security

y = Known Bad Sample In _ Mechanism

Detection Trigger I

TwStop Clock

I— Tor =T =Dy
Ty Start Clock

y = Known Bad Sample In Mechanism

X = Known Good Traffic In
>3 Black Box Security

U
DetectionTrigger
TwStop Clock

S —— Toy =T =Dy
Tw Start Clock

BB-A
_ Clean Traffic Out=x-y _
COTE=Rg)

TF (total) = [1-(Ya/Xa)] + [1-¥o/Xo)] - [1-(Va/Xa)] * [1-(¥o/Xs)]
=(9+.9)-(97.9)=.99
=.99".99=.9399

BB-B
_ CleanTrafficOut=x-y
T TRl

T (total) = [1-(Ya/Xa)]™ [1-(Yo/Xs)]
=(97.9)=81
=.99".99=.9801

Using'More Than One
Detection Product
Is NOT ALWAYS the

Right Approach.



2MR & Strong Authentication

ﬁ Time Based Out of Band Re-Authentication

BankSes) Policy b PO||Cy Driven
() Risk

Bank examines user reputation, nature of request,
time elements of prior activity. “Normal” behavior

User Initiates a

and other conditions that may vary by date, time, Process
location and circumstance. (Viva le algorithm.) l 7 M e a S U ra b I e
. \ Decide: User Sees No ® P rova b I e
User receives 00B 00B ~ €——— Connection/Download
message.Must(] e Delay/Pause = P(t) Delas
respond within R(t .
*Math First
# 00B N NOGO  Tell User to try again,

contact bank, etc. r5 BUlld Second

Policy Based Reaction
> R(t) Matrix Enforcement

User Request
Allowed




Mitigate Data Exfiltration

* SMPT Ass Saver: Alice to Alice * BW Compression

In Band: Email Alice Trigger Alice to Confirm * Data Paddmg
00B: Phone, Other to Alice Start DC(» Approval Time , , e Time-Based Feedback
Alice’s SMTP Traffic : :
. = I 1 min 60GB
Alice: SMTP Approval - )
O > 0 > > SMPTTraﬁ:IC 100MB sec Data Extricated
[Sg]‘_ mf |J.[]||.[:1|[} sec — ata Extricate
Alice: SMTP Request #1 N/A ' i —
q ), (S) Q: -} / a ?—i 1MB sec - — Data Extricated
Policy Set Delay Alice’s Verified "
Notice that ANS controls are 00B from SMTP traffic. > R(t-max) SMTP Traffic




Stop Phishing in (and with) Time

The Time Based Phishing Stopper

* Add Negative Time

« /'Security SKY ROCKETS! =
User Sees No ' ' '

Connection/Download Delays User Clicks on : &

Content, reputation, StU DI d Sh |t Policy Set P(1) Single Admin Examples of Trust Factor/Risk: Time = Infinity
signature, behavorial, threat. - ﬂ"’:go illil;e95 J’«Ii:]e70 !«Iil:l;a60
Local/Cloud very high S|H!EI|_ l Risk 0.10 095 030 0.40

I 2MR - AND - No Feedback: Time = Infinity
. Ali i
Look up link, sandbox, 0 oow | ome | o
analyze, decide: KeE— De |av = I]I_{‘[} Risk 0.100 0.100 0.010
D + Roo Risk Improvement 90.0%
' ¢ Example 2 Alice Bob Alice & Bob
TF 0.90 0.95 0.995
Risk 0.10 0.05 0.005
T Risk Improvement 95.0%
User Sees No > > > Example 3 Alice Bob Alice & Bob
I " TF A .
Go and he’s an idiot! Risk Improvement 80.0%
M
The process works atthe code, Connect, download,
application network and >

internetworking levels. | think. open.




Stop DDoS & Spam With Time

e Closed System
* OOB Comm
* Reaction Matrix

Detection/Reaction Interface

I isting TCP/IP Network

Enterprise Spam/DDoS -
Target Detection BB notifies Attacker 00B Reaction Matrix
First Hop ISP - 00B. 00B Detection Reaction Network Shared D/R Notifications
Filtering or Shaping at Each Hop Matrix C&C - -
Reaction Matrix
Cac
IDs the Source

- —
1 [nterprise
Do$ Detection | _ Lame
[
._7_7:,-..

Source




What Does Security Look Like?
Metric: (.995 +/-.003)/msec

‘ 10.Condition Vertical Risk Meter (1-TF)
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Security Looks Like...Trusted Relationships

Where TF (a) > TF (b)

ZMR - AND - No Feedback

Example 1 Alice Bob Alice & Bob
TF 0.90 0.90 0.9900
Risk 0.10 0.10 0.010
Risk Improvement 90.0%

Example 2 Alice Bob Alice & Bob
TF 0.90 0.85 0.7500
Risk 0.10 0.15 0.250
Risk Improvement -150.0%

Example 3 Alice Bob Alice & Bob
TF 0.90 0.60 0.5000
Risk 0.10 0.40 0.500
Risk Improvement -400.0%




The Formulas

00 P(AUBUC) = P(A)+ P(B) + P(C) — P(ANB) — P(AN C) — P(BN C) + P(Am'sm C)
TPR(T) =/ fi(x)dx

T We can now add in our weights from {oy, 02, 03, 04, 05, 06, 07} as follows:
Pays(AU BU C) =01 P(A) + 0o P(B) + 03 P(C)
1. 0(t, t+1) = rTF4(A) — 04P(AN B) — 65P(AN C) — 0gP(BN C)
2. 6(t,t+1) = e (/S) _ g=(t+1/3) +o07P(AN BN C)

3. 8(t,t+1)=5-loge(1 — 1) 8

for1gjc_:s,Z((—1)“—" > ng(ﬂAf))

k=1 il
n n r::{?fﬂ:,k n} ic
—5 x,-and_””x, - oY s 0
n <
I=1 =1
100% A - _ [
n n | = TFiu1(A) = TF(A) + D(TF(A))
° ;) =X cmn
— \ | : ’ _ DTRA) = TTEA 50t 14 1)+ TFAY X101 . X0)
=1 =1 0% P(FP) 100%

dt



Now What Policy Makers?

* Policy Driven Boundaries
e Strong Mathematical Justifiability

* Creates a Single Metric for
* Risk, Privacy, Security & Trust

e Scalable

* Code, networking, internetworking,
human

* Vendor Performance Accountability
* Provable Systems Accountability

* Measurement
* Code, Networking, People, Process




Let’s Make Policy
The Top-10 Notional Policies

* Privacy

* Security

* Risk

*|oT

* New Technology




What’s Next?

 The foundational'mathematical
formalization is firm.

* Determine initial privacy applications
* POCin VMs

* Research & Application

* Open Source

* Commercial, Academic, Government
* Develop Standardized Protocols

* Integrate with existing TCP/IP
* Develop loT




Comments? Questions?
Responses?

¥ 2 ‘~ <
{\\

Office: 615.541.6121 [ !,'JI':‘,:EXW,“%

" Infinity mustbe |
7, defeated before we can
1 defeat any adversary.

www.WinnSchwartau.com

winn@securityexperts.com



http://www.winnschwartau.com/
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