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Dark Web: The Format

10:45 AM – 12:00 PM
• Winn Schwartau

• Moderator (3-5 Mins)

• Panelists: Opening Remarks (5 Mins 
each)
• Ryan Jepson

• Dana Adams

• Sarah Jamie Lewis

• John Wunderlich



Dark Web: The Premise

The dark web is the world-wide web content that exists on dark nets, overlay 
networks which use the internet but require specific software, configurations 
or authorization to access. The dark web is used for illegal activities such as 
illegal trade, forums and media exchanges for pedophiles and terrorists. 

Botnets are often structured with their command and control services based 
on a censorship-resistant hidden service. Hackers sell their services for 
financial institutions, banks, governments and private organizations. 
Although much of the dark web is innocuous, prosecutors and government 
agencies among others are convinced that it is a haven for criminal activities 
and social injustices.



Origins

• Tor has its origins in the United States Naval Research 
Laboratory, where it was created by a team of 
mathematicians in the late 1990s to give the government an 
extra layer of encryption in communicating sensitive 
messages.

• Its main application was to protect intergovernmental 
communications and intelligence information from being 
intercepted by foreign entities.

• Today, the browser is part of a larger open-source initiative 
called The Tor Project, which is, in part, funded by the U.S. 
Department of Defence.

http://www.syverson.org/
https://www.torproject.org/


How To Find The Dark Web

• MUST (if you’re sane!) download, install and load a Zero-Memory 
VPN.

• Visit: https://www.torproject.org/download/download.html

https://www.torproject.org/download/download.html








Hit Men (Women)



Illegal Weapons



More NSFW or Here

•If you can think of it, some 
depraved people are selling it.



The Dark Web Panelists

Ryan Jepson, Technical Operations Section, Inspector, Calgary Police 
Service

rjepson@calgarypolice.ca

Dana Adams, Director, Security Services, TELUS

Dana.Adams@telus.com 

Sarah Jamie Lewis, Anonymity & Privacy Researcher 
me@sarahjamielewis.com 

John Wunderlich, Chief Privacy Officer, JLINC Labs 

john@jlinclabs.com
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mailto:me@sarahjamielewis.com
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Ryan Jepson, Technical Operations Section, Inspector, Calgary Police Service - rjepson@calgarypolice.ca

The Dark Web is an online community with similarities to a physical 
community. People gather in online and physical communities to connect 
with others with common interests. Many of those interests on the dark web 
are legal, and many are not - in the context of Canadian law. 

If we look back at the Peelian principles of policing we are obligated to 
‘prevent crime and disorder’ in all of our communities and we do this with 
the consent and cooperation of the public. That said we cannot be 
everywhere, so on the dark web police look for crime that impacts the public 
in significantly negative ways - examples include child exploitation and drug 
trafficking. Police can also utilize the dark web and other technologies to give 
citizens the power to police with us to reduce victimization.

Addendum: Many prosecutors or government agencies don’t actually 
know how to find the dark web - let alone have the experience to describe it 
as criminal or otherwise. Much of their perception is based on what they 
have heard at the water cooler.

mailto:rjepson@calgarypolice.ca


Sarah Jamie Lewis, Anonymity & Privacy Researcher - me@sarahjamielewis.com 

I believe the the dark web, and in particular the underlying technologies may be the best 
hope for building more consensual infrastructure (in fact I'm actively building it - but, it it's 
current state the technology fails people when it comes to privacy - it isn't as dark, or as 
big as most people think.

I map the dark web, in particular my research aims at understanding how privacy & 
anonymity technologies fail to protect people. Each node in the graph linked above is an 
onion service, and the links are concrete relationships between onion services - some links 
are tentative (e.g. these sites link to each other), but many are hard connections between 
services including e.g. where we've been able to hack or otherwise exploit software issues 
to determine that two or more hidden servicesare co-hosted on the same infrastructure. 

For more info:

https://mascherari.press/onionscan-report-fhii-a-new-map-and-the-future/

https://motherboard.vice.com/en_us/article/wjnwgb/we-anonymously-controlled-a-dildo-
through-the-tor-network

mailto:me@sarahjamielewis.com
https://mascherari.press/onionscan-report-fhii-a-new-map-and-the-future/
https://motherboard.vice.com/en_us/article/wjnwgb/we-anonymously-controlled-a-dildo-through-the-tor-network)


Dana Adams, Director, Security Services, TELUS Dana.Adams@telus.com 

• The Dark Web can be a great tool and spectacular source of 
information for Investigators, Law Enforcement, GOVT agencies, 
private, public organizations etc. Inversely, the Dark Web is also 
widely used for the drug trade, hacking materials, terrorism and Child 
exploitation, to name a few. Most technology is neutral in my 
opinion, and will be used for good and bad. Finding the BALANCE 
between Individual Rights, Privacy, Public Safety, democracy in 
authoritarian States and the ability to effectively establish attribution 
and Identity in a connected world provide our society with 
unprecedented challenges. Where do we as a society draw the line 
between anonymity, encryption, privacy and ultimately the safety of 
our Society?

mailto:Dana.Adams@telus.com


John Wunderlich, Chief Privacy Officer, JLINC Labs - john@jlinclabs.com 

The dark web may be last best hope of a free and open web. The 
‘normal’ web is dominated by the growth of so-called platforms as 
walled gardens of user harvested data. The hundreds of millions of 
users who are using ad-blockers is the strongest possible signal that the 
current web is not working in users’ interests. 

There is also the growth of data localization rules as a 
characteristic of authoritarian regimes. The reclamation of personal 
autonomy, privacy, and democracy may well require the dark web, 
warts and all.

@PrivacyCDN

mailto:john@jlinclabs.com
https://twitter.com/PrivacyCDN
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Problems with the Bright Web

• Design pattern for user abuse

• Profoundly threatening to democracy

• Network effect works against innovation



Design Pattern for user abuse





Privacy Policies
Are
Not
Read
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http://www.forbes.com/sites/andygreenberg/2012/01/25/the-worlds-
worst-privacy-policy/

https://ssrn.com/abstract=2757465

Soti Sync 2017

http://www.forbes.com/sites/andygreenberg/2012/01/25/the-worlds-worst-privacy-policy/
https://ssrn.com/abstract=2757465


Martech 5000

https://martechtoday.com/infographic-marketing-technology-landscape-113956


Ad infrastructure does not serve brands

• “We serve ads to consumers through a non-transparent media supply 
chain with spotty compliance to common standards, unreliable 
measurement, hidden rebates and new inventions like bot and 
methbot fraud,”

• Procter & Gamble chief brand officer Marc Pritchard

https://www.marketingweek.com/2017/01/31/mark-ritson-marc-pritchard-viewability-fraud-speech/
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https://www.marketingweek.com/2017/01/31/mark-ritson-marc-pritchard-viewability-fraud-speech/


Profoundly threatening to 
democracy



Is the digital commons a commons?





Websites & Platforms are not on your side

https://www.cnbc.com/2017/03/10/nearly-48-million-twitter-accounts-could-be-bots-says-study.htmlhttps://freedom-to-tinker.com/2018/01/12/website-operators-are-in-the-dark-about-
privacy-violations-by-third-party-scripts/

https://www.cnbc.com/2017/03/10/nearly-48-million-twitter-accounts-could-be-bots-says-study.html
https://freedom-to-tinker.com/2018/01/12/website-operators-are-in-the-dark-about-privacy-violations-by-third-party-scripts/


User trying to fight back



Conclusion

The dark web may be last best hope of a free and open web. The 
‘normal’ web is dominated by the growth of so-called platforms as 
walled gardens of user harvested data without adequate governance. 
The hundreds of millions of users who are using ad-blockers is the 
strongest possible signal that the current web is not working in users’ 
interests. There is also the growth of data localization rules as a 
characteristic of authoritarian regimes. The reclamation of personal 
autonomy, privacy, and democracy may well require the dark web, 
warts and all.



Audience:

•Questions

•Answers

•Comments



Questions

• You all point out that the Dark Web is the last bastion of hope, privacy 
and democracy, despite it also being criminal central. Can you 
describe the specific tools needed to be implemented to keep the 
Dark Web from being affected by Ads etc. as is the traditional web? 
What specific architectures and technologies exist or need to be 
developed to keep the Dark Web dark?


