EPIC v. Presidential Advisory
Commission on Election Integrity
Commission: The Battle to Protect

State Voter Data




OHow we put the Commission out
of commissionO
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Trump launches commission to investigate voter fraud

OF 1
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Vice President Mike Pence speaks in Washington, D.C., Thursday. —-Cliff Owen / AP

By KEN THOMAS

WASHINGTON (AP) — President Donald Trump signed an executive order Thursday
launching a commission to review alleged voter fraud and voter suppression,
building upon his unsubstantiated claims that millions of people voted illegally in the
2016 election.




POLITICS WHO'S WINNING, WHO'S LOSING, AND WHY.

The Presidential Advisory
Commission on Voter
Suppression

The president’s new “election integrity” group 0 o
will find fraud where it doesn’t exist and make N
it harder for Americans to cast their ballots.

By Jamelle Bouie

i

President-elect Donald Trump stands with Kansas Secretary of State Kris Kobach before
their meeting at Trump National Golf Club in Bedminster, New Jersey, on Nov. 20.

Mike Segar/Reuters




Presidential Advisory Commission on Election Integrity

June 28, 2017

The Honorable John Merrill
Secretary of State

PO Box 5616

Montgomery, AL 36103-5616

Dear Secretary Merrill,

[ serve as the Vice Chair for the Presidential Advisory Commission on Election Integrity
(*“Commission”), which was formed pursuant to Executive Order 13799 of May 11, 2017. The
Commission 1s charged with studying the registration and voting processes used 1n federal
elections and submitting a report to the President of the United States that identifies laws, rules,
policies, activities, strategies, and practices that enhance or undermine the American people’s
confidence in the integrity of federal elections processes.

Presidential Commission says “hello”
to state election officials




In addition, in order for the Commission to fully analyze vulnerabilities and issues related to
voter registration and voting, I am requesting that you provide to the Commission the publicly-
available voter roll data for Alabama, including, if publicly available under the laws of your
state, the full first and last names of all registrants, middle names or initials if available,
addresses, dates of birth, political party (if recorded in your state), last four digits of social
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security number if available, voter history (elections voted in) from 2006 onward, active/inactive
status, cancelled status, information regarding any felony convictions, information regarding
voter registration in another state, information regarding military status, and overseas citizen
information.

Presidential Commission seeks detailed voter
data from state election officials




What data did the Commission seek?

¥  the full brst and last names of all registrants, middle names or initials if
avalilable

¥ home addresses
¥  dates of birth
¥  political party (if recorded in your state)

¥  |ast four digits of social security number if available

¥ voter history (elections voted in) from 2006 onward
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EPIC v. Presidential Election Commission

Challenging the unlawful collection of personal voter data by the Presidential Advisory Commission
on Election Integrity

Litigation Documents | Coalition Letter | FOIA Requests | Related Litigation |
Other Documents | News | EPIC Resources | Other Resources
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EPIC has filed suit and is seeking a preliminary injunction to block a demand from the Presidential
Election Commission for millions of state voter records. The Commission failed to conduct and
release a Privacy Impact Assessment—as required by federal law—prior to collecting personal voter

data such as social security numbers, addresses, and dates of birth. The Commission's demand for
detailed voter records also violates the constitutional right to privacy of millions of Americans. The
Commission has committed multiple egregious security blunders in its short existence, including
directing state election officials to send voter records to an unsecure web site and proposing to
publish partial SSNs that would enable identity theft and financial fraud.




IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY INFORMATION CENTER
PlaintifT,
) A
PRESIDENTIAL ADVISORY COMMISSION ON
ELECTION INTEGRITY; MICHAEL PENCE, in his Civil Action No.
official capacity as Vice Chair of the Presidential Advisory
Commission on Eleetion Integrity; KRIS KOBACH, in his
official capacity as Vice Chair of the Presidential Advisory
Commission on Election Integnity; EXECUTIVE OFFICE
OF THE PRESIDENT OF THE UNITED STATES;
OFFICE OF THE VICE PRESIDENT OF THE UNITED
STATES; GENERAL SERVICES ADMINISTRATION

Defendants.

PLAINTIFF'S EMERGENCY MOTION FOR A TEMPORARY RESTRAINING ORDER
Pursuant to Rules 7 and 65 of the Federal Rules of Civil Procedure and Local Civil Rule
65.1, Plaintiff Electronic Privacy Information Center (“EPIC™) hereby moves this Court for a
Temporary Restraining Order prohibiting Defendants from collecting voter roll data [rom state
clection officials prior to the completion and public release of a required Privacy Impact
Assessment, E-Govemnment Act of 2002, Pub. L. 107-347, 116 Stat. 2859 (codified as amended
at44 U.S.C. § 3501 note), and prior to the resolution of EPIC’s constitutional privacy claims,
The collection and aggregation of state voter roll data by a federal commission is without

precedent. The Commission’s pending action would increase the risks to the privacy of millions

of registered voters—including in particular military families whose home addresses would be

EPIC Files Emergency Lawsuit Against Commission,
Vice President, Mr Kobach (and many others)



Section 208 (1 of 3)
(E-Government Act of 2003)

Any agency "initiating a new collection of
iInformation that (1) will be collected, maintained, or
disseminated using information technology; and
(1) Includes any information in an identibable form
permitting the physical or online contacting of a
specibc individual" is required to complete a
Privacy Impact Assessment ("PIA") before Initiating
such collection.




Section 208 (2 of 3)

The agency must "(I) conduct a privacy impact
assessment; (il) ensure the review of the privacy
Impact assessment by the Chief Information
Ofbcer, or equivalent ofpbcial, as determined by the
head of the agency; and (iil) If practicable, after
completion of the review under clause (ii), make
the privacy impact assessment publicly available
through the website of the agency, publication In
the Federal Register, or other means."




Section 208 (3 of 3)

The PIA must specibcally address "(1) what
Information iIs to be collected; (1) why the
Information is being collected; (lIl) the intended
use of the agency of the information; (IV) with
whom the information will be shared; (V) what
notice or opportunities for consent would be
provided to individuals regarding what information
IS collected and how that information is shared,
[and] (VI) how the information will be secured."
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GROWING OPPOSITION TO TRUMP'S VOTER FRAUD PANEL oW

SITUATION ROOM

CNN coverage of EPIC v. Presidential Advisory
Commission on Election Integrity



From: FN-OVP-Election Integrity Staff
Sent: Monday, July 10, 2017 9:40 AM
Subject: Request to Hold on Submitting Any Data Until Judge Rules on TRO

Dear Election Official,

As you may know, the Electronic Privacy Information Center filed a complaint seeking a Temporary
Restraining Order ("TRO") in connection with the June 28, 2017 letter sent by Vice Chair Kris Kobach
requesting publicly-available voter data. See Electronic Privacy Information Center v. Presidential
Advisory Commission on Election Integrity filed in the U.S. District Court for the District of

Columbia. Until the Judge rules on the TRO, we request that you hold on submitting any data. We will
follow up with you with further instructions once the Judge issues her ruling.

Letter from Commission staff to state election officials,
suspending collection of state voter data, following the filing of
EPIC v. Presidential Advisory Commission on Election Integrity



Protect Voter Data

51 REASONS TO END THE COLLECTION OF STATE VOTER RECORDS BY
THE PRESIDENTIAL ELECTION COMMISSION

< >

" Conservatives and liberals alike should be appalled that a

commission brought into existence by a presidential executive
order wants such sensitive personal data on the thinnest of

pretexts.”

Dallas News (@DallasNews), Texas and other states are right to refuse Trump

panel's request for private voter information

“Protect Voter Data,” campaign launched by EPIC to
highlight opposition of state election officials to
proposed collection of state voter data



EPIC President Marc Rotenberg testifies before House
Judiciary Committee about EPIC v. Commission, with
civil rights leaders and state secretaries



Congress of the flnited States
ashington, O€ 20515

~

July 18, 20]

Dear Mr. Vice Presadent

As the ranking members of the House commatiocs of junsdiction, we wnite 1o you to
cxpress our grave concerns regarding the June 28, 2017, request by Kns Kodach, the Vice Chaar
of the Presidential Advisory Commission on Election Integrity (“"Commassson™) that all S0 States
and the District of Columbia provide him with sensitive voler information. We also wnite 10
expeess our conoemns with Mr, Kobach's position on the Commassaon, has actions 10 date, and

scveral conflicts of interest that should prevent him from serving as Vice Chaar

The clcar majonity of our state clection administrators—including numerous Republican
clected officials—oppose the Vice Chair’s request, which was made durectly alfler a socret,
unofficial mecting of the Commission's members. The roquest fasled 10 specily to the public
how that information would be used, and provaded no clear or sufficient safeguards 1o protect

sensitive voior information. These actions openly flout foderal pnvacy and transparency laws

Letter from Members of Congress to the Vice President
highlighting EPIC’s lawsuit against the Commission.



UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER,
Plaintiff,
V.

PRESIDENTIAL ADVISORY
COMMISSION ON ELECTION
INTEGRITY, ez al.,

Defendanis.

Civil Action No. 17-1320 (CKK)

MEMORANDUM OPINION
(July 24, 2017)

This case arises from the establishment by LExecutive Order of the Presidential
Advisory Commission on Election Integrity (the “Commission”), and a request by that
Commission for each of the 50 states and the District of Columbia to provide it with certain

publicly available voter roll information. Pending before the Court is Plaintiff’s [35]

Court rules that Presidential Commission is not
an “agency” and therefore no obligation to conduct
privacy impact assessment




United BStates Court of Appeals

FOR THE DISTRICT OF COLUMBIA CIRCUIT

Argued November 21, 2017 Decided December 26, 2017
No. 17-5171

ELECTRONIC PRIVACY INFORMATION CENTER,
APPELLANT

V.

PRESIDENTIAL ADVISORY COMMISSION ON
ELECTION INTEGRITY, ET AL.,
APPELLEES

Appeal from the United States District Court
for the District of Columbia
(No. 1:17-cv-01320)

Marc Rotenberg argued the cause for the appellant. Alan
Butler was with him on brief.

Daniel Tenny, Attorney, United States Department of
Justice, argued the cause for the appellees. Mark B. Stern,
Attorney, was with him on brief. Elizabeth J. Shapiro,
Attorney, entered an appearance.

Lawrence J. Joseph was on brief for the amicus curiae
Eagle Forum Education & Legal Defense Fund in support of
the appellees.
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PACElI Presidential Election Commission Privacy Impact Assessment Voter Privacy Voting Privacy

The Presidential Election Commission, which unlawfully sought to collect state voter data on
hundreds of millions of Americans, was disbanded Wednesday by President Trump. The
Commission had faced an ongoing lawsuit by EPIC over its failure to conduct and publish a Privacy
Impact Assessment before collecting personal data, as required by law. EPIC's lawsuit led the
Commission to suspend the collection of voter data last year, discontinue the use of an unsafe
computer server, and delete voter information that was unlawfully obtained. Many states and over
150 members of Congress opposed the Commission's efforts to collect state voter data. In a
statement, the President said that he had asked the Department of Homeland Security “to
determine next courses of action.” EPIC has a pending Freedom of Information Act request to the
DHS for records concerning the federal government’s collection of personal data on voters. EPIC's
case against the Commission, which remains open, is EPIC v. Commission, No. 17-1320 (D.D.C.) &
17-5171 (D.C. Cir.).

JANUARY 3, 2018 Share: # @ -3 @1 &




Trump Disbands His 'Voter
Fraud' Commission

Launched after the president claimed millions of illegal votes were cast in
the 2016 election, the panel faced stiff opposition and numerous lawsuits.

ADAM SERWER JAN 3, 2018 POLITICS
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EXECUTIVE ORDERS

Executive Order on the Termination of
Presidential Advisory Commission on
Election Integrity

Issuec on. January 3, 2018

* Kk %k

=== ALLNEWS By the authority vested in me as President by the
Constitution and the laws of the United States of

America, it is hereby ordered as follows:

Announcement of Executive Order terminating Presidential
Advisory Commission on Election Integrity




