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Data is at an inflection point

Manage data
inside and

outside
the firewall

Manage data
through the

firewall

Manage data
through IDM
and access

control

Keep data
within the

firewall

Firewall Net Extranet Access

Dynamic 
content data-

centric & 
person-centric

Intelligence
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• Customers & partners want our technology to 

meet their requirements

• Customers & employees expect 

business partners to protect their 

data & privacy

• Digitization strategies & innovation 

require data

• New laws and regulations = 

potential fines + reputational 

& brand risk

Privacy is at an inflection point

5/2017
Japan 
Amended 
Privacy Law

7/2017 
China
Cybersecurity 
Law

2/2018 Australia 
Breach Law

5/2018 
EU General Data 
Protection Regulation

Digitization 

DATA IS OUR 

FUTURE
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Technology and innovation challenges to privacy are 
not new

Printing Press Camera Database
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Global Data 
Protection Regulation

GDPR
~106 days to go

24
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What does “GDPR-ready” look like?

Know Your 

Data

Assess & 

Manage
Security

Report 

Progress
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Privacy data controls are critical to innovation in 
the digital economy

100% = $29.8 Trillion

$6.94 T

$7.05 T

$15.74 T

Little/No Privacy 
Requirements
(57 Use Cases)

Privacy Linkages
(30 Use Cases)

Privacy Dependent
(65 Use Cases)
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Having well-curated data helps close business

16.8 weeks

3.4 weeks

Privacy-
Immature 
Companies

Privacy-
Mature 
Companies

80% 

improvement
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Privacy maturity lessens the likelihood of data breach 
losses 



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Privacy engineering is today’s answer 

Process Innovation Data-centricity
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Privacy engineering development process

Consider the experience: 

Bring in the proper perspectives 

and multidiscipline workshop(s)
Designing enterprise rules = 

the consideration of Ethics 

and Everyone requirements 

for specification design

Procedures & Processes Privacy MechanismsPrivacy Awareness Training

Requirements

Privacy Policy

Enterprise Goal User Goals

Quality Assurance

Everything connected

Review based on ALL 4 E’s

Quality

Assurance 

Feedback
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It’s all connected

Enterprise Architecture

Business Strategy Business
Results

Application Architecture

Information Architecture

User Interface Architecture
Technology

Information Application

Business
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Data Privacy is a CXO Issue
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1. Form a multidisciplinary team: it 
takes a village of diverse, skilled 
people

2. Choose a program framework that 
works for you

3. Set goals and priorities 

4. Inventory data: start with high-risk
categories

5. Assess your data protection maturity

6. Collect and connect existing capabilities 
& processes 

7. Identify and close most significant gaps

8. Get the word out: people awareness is 
as important as technology

A few tips
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Contact us

• trust.cisco.com

• Privacy Maturity Benchmark Study

• Privacy Sigma Riders podcast

• Follow @CiscoTrust on Twitter

Privacy Sigma 
Riders



We securely connect everything to make 
anything possible
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Data protection at Cisco

17

Strategic Considerations

S

Customer & 
Market Expectations

Risk Landscape
Competitive 

Differentiation
Legal 

Obligations


