Are Your Systems Vulnerable to Hacker Attacks?
Achieving Success through Shared Experience

BC Ministry of Technology, Innovation and
Citizens’ Services

Information Security Branch
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Agenda

* The Red Team / Blue Team Challenge
* Introductions

* Break

* Vulnerability Management Program
e Audits and Assessors

* Different Professional Perspectives of
Vulnerability Management

* Questions




The Red Team / Blue Team
Challenge

..Your role should you choose to
accept it




Here is your target: The Tower of London e s N |

Deep in the centre of the Tower lie the Crown Jewels.




Red Team Objective

e Break into the Tower of
London and steal the Crown
Jewels

* How will you breach the
walls, get past the building
security, access the fourth
floor and steal the Jewels?

 What vulnerabilities do you
see?

* What vulnerabilities can you
exploit?




Blue Team Objective

Keep the red team out
of the Tower and keep
the Crown Jewels safe

What defenses do you
have in place to keep
the perimeter secure,
the building secure and
the Jewels out of the
jewel thieves hands?




Introductions

 MI5
— Gary Merrick
— James Argue
— Sherry Rumbolt

* Scotland Yard
— Cornell Dover

 Jewel Thieves
— Dom Kapac
— Michael Cavallin




BC Government Vulnerability Management
Program
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BC Government Vulnerability Management
Program

e What we do....

— Multi-source information, analyse, assess risk,
report risk and monitor for mitigation.

e What we don’t do....
— Accept Risk.




BC Government Vulnerability Management
Program

June 2015

22,592

: HIGH and CRITICAL vulnerabilities that are TRIVIAL to exploit

December 2016 98.7%

292 ¥

..andwe're not taking the foot off the gas

10



Vulnerability Assessment

* |dentify the vulnerability

THI
CROWN
TR

* |dentify the Impact
e Assess the risk

* Provide resources

e Recommend mitigation

* Provide timelines for resolution
e Continued assistance




Finding Vulnerabilities

e Scanning for targets e Specific chosen targets




Vulnerabilities — Discovery
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Vulnerability Scanning...Capacities!

* You never know what you will find in between the
scanner and targets.
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Specified Targets

* Client requested for specific services

* Deeper inspection under controlled
circumstances

* Can be disruptive vulnerability testing,
application testing, or both

— Vulnerability tests = denial of service, writable
directories, etc.

— Application tests = “acting like a user”, SQL
injection, login weaknesses, etc.




Specified Targets — What the client needs

e Credentialed or not (what credentials to use)?
 Time arranged for dedicated use of the targets

* Developer/business/other knowledge of the
applications to interpret results

* Request for Change; other change management as
required

* Business approval, business approval, business
approval




Risk Assessment

* Likelihood * Impact
— Motivation — None
— Capability — Low
— Opportunity — Medium
— High

— Critical

Planned Action Immediate Action




Remediation Next Steps — Manage the results

e Make recommendations for remediation
e Standard timelines to begin

 Compensating, deterrent, corrective,
detective controls

* Track, log, follow-up
* Risk Register
e Escalation — as required




Audits and Assessors
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Vulnerability Management

Vulnerability ERVSNeEeS
Assessment your holes?

Penetration [l
these holes be

TeSting exploited?

Security e Do you have proper
.. security practices
Auditing to block holes?
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Security Audit Basic Questions

What do you have?
s it protected?
How do you know?
Can you prove it?
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Audits Are Risk Based
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Managing Risk Is An AART
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Risk — Chance Of Loss
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Risk Avoidance
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Risk Acceptance
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Risk Reduction




Risk Transfer

JAMES M. WATRRBGRY,
GEORGK T ATXE,
DANIEL DRAKE BM1TH,
3. P. GIRAUD PORTER,
HAMURL V. HOFFMAX,
JACOB ANTEONT, Js,
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UABITY. 3
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30

‘t at our end

Who Owns Risk?
Sure glad the hole isn




How to spend less time with the auditor




Different Professional Perspectives of
Vulnerability Management
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of devices connected
to the internet

6.4 30% 5.5

b| I I|On Increase from 2015 million added
per day

30 billion by 2020




Internet of Things (loT)

"starting this year" all of LG's home
appliances will feature "advanced Wi-Fi

connectivity.” - LG marketing VP David
VanderWaal, January 4th, 2017

e S@ARTHUB




Internet of Things (loT)
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Internet of Things (loT)

Figure 1. The loT market will be massive

loT installed base, global market, billions
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Source: IHS © 2016 IHS
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Internet of Things (loT)
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Internet of Things (loT)

21 Hacked Cameras, DVRs Powered Today’s
Massive Internet Outage

A massive and sustained Internet attack that has caused outages and network
congestion today for a large number of Web sites was launched with the help of hacked
“Internet of Things” (IoT) devices, such as CCTV video cameras and digital video recorders,

new data suggests.

Earlier today cyber criminals began training their attack cannons on Dyn, an Internet

infrastructure company that provides critical technology services to some of the Internet’s

sites, including Twitter, Amazon, Tumblr, Reddit, Spotify and Netflix.

Ututed States
of Arver s

Tahamas
Mexico ey Turks and Calcos
nlands
Cavrnan ilands -—

A r{cpia‘!z'ml of the outages caused 175) {mfﬂy s attacks on Dg;l:. an Internet infrastructure company. Source:

Downdetector.com.

top destinations. The attack began creating problems for Internet users reaching an array of
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Internet of Things (loT)
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Internet of Things (loT)

SUBSCRIBE

ilg\Cl{mS REMOTELY KILL A JEEP ON THE HIGHWAY—
WITHME I IT

I WAS DRIVING 70 mph on the edge of downtown St. Louis when the exploit
began to take hold.

Though I hadn’t touched the dashboard, the vents in the Jeep Cherokee started
blasting cold air at the maximum setting, chilling the sweat on my back
through the in-seat climate control system. Next the radio switched to the local
hip hop station and began blaring Skee-lo at full volume. I spun the control
knob left and hit the power button, to no avail. Then the windshield wipers
turned on, and wiper fluid blurred the glass.
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Question...

* Would you permanently leave a stranger’s
computer connected to your home
network?
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Total Global Impact of CyberCrime [has risen to]
US $3 Trillion, making it more profitable than the

global trade in marijuana, cocaine and heroin
combined.

2013 Europol Serious & Organized Threat Assessment

© 2014. For information, contact Deloitte Touche Tohmatsu Limited.




What is a System Vulnerability

* A vulnerability is a flaw or bug in code of
applications or systems some vulnerabilities
are easier to exploit than others.

* A vulnerability can also be a person who is
unaware of security practices (i.e. social
engineering — the human element).




What Is An Exploit

* Code that is used to exploit a vulnerability
within a system in order to gain access.

* When an exploit is successful, the attacker
can drop payloads such as malware, including
ransomware.

* Exploits can be used to gain unauthorized
access but also to cause a denial-of-service
condition.




Post Exploitation and Payloads

.'/J

A payload is any code or tool that allows
interactions with the system after a successful
attack

Examples of Payloads include ransomware or a
command prompt

Tools to gain access to other systems within the
network

Tools to maintain access and extract data
Malware (Trojans, ransomware etc.)



Parallels

* What are the parallels between the Towers’
security posture and those of the Province?
i.e. layered defences, security zones




Q&A
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