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Say Hello to your typical web user, circa 
1993

New Yorker, July 15, 1993
Peter Steiner



Alice & Bob



Alice & Bob exchange keys



Alice & Bob securely exchange data –
and Bob shares it with third parties



So now….



Personal Autonomy 
& Privacy
Alan Westin’s definition of privacy is 
“..the ability to know or control how 
information about you is collected, 
used or disclosed by the state or 
organizations”. It has nothing to do 
with secrecy. If you think about 
celebrities like Kim Kardashian or the 
public life of Beyonce and how they 
are all about control over their 
images and information about them. 
This is their ‘privacy by design’ 
because it works for them.



But for most people….
What options to ‘normal’ people have to exert control over their own 
data?



http://www.biggestlie.com/
https://tosdr.org/

http://www.biggestlie.com/



Contracts of Adhesion



Your Terms and Conditions



Is this realistic?
By logging onto the 
FREEMAN Network, you 
agree:…



But people are OK to 
trade privacy for 
convenience and 
services, right?
This is an answer to the privacy 
paradox. Why do people claim to care 
for privacy but keep acting like they 
dont



Wasted ad money?

“We serve ads to consumers through a non-transparent media 

supply chain with spotty compliance to common standards, 

unreliable measurement, hidden rebates and new inventions like 

bot and methbot fraud,”

Procter & Gamble chief brand officer Marc Pritchard

https://www.marketingweek.com/2017/01/31/mark-ritson-marc-pritchard-viewability-fraud-speech/

https://www.marketingweek.com/2017/01/31/mark-ritson-marc-pritchard-viewability-fraud-speech/


15Alice, the user, has no autonomy = Alice has no privacy



But wait,
Alice wants her autonomy…
Call now and you may find that there are options to equip Alice with 
the tools she needs to establish information equity.



User Managed 
Access
The marvelous spiral of 
controlled personal data 
sharing,

http://tinyurl.com/umaw
g

http://tinyurl.com/umawg


http://kantarainitiative.org/confluence/display/uma/UMA+User+Experience?src=contextnavchildmode

http://kantarainitiative.org/confluence/display/uma/UMA+User+Experience?src=contextnavchildmode


User Submitted 
Terms



Updating Legal 
Terms for the 
Internet
Common Accord

CommonAccord is an initiative 
to create global codes of legal 
transacting by codifying and 
automating legal documents, 
including contracts, permits, 
organizational documents, and 
consents. 

http://www.commonaccord.org/

http://www.commonaccord.org/


Consent Receipts
When Bob has collected information 
from Alice, shouldn’t she get a receipt 
of the personal data transaction, 
setting out what data has been 
collected about her, under what terms 
and setting out how it will be used or 
shared?

Standard currently being voted on for 
both the human readable and for the 
JSON specification for a receipt as 
data
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Solving Alice (& Bob’s) Problem



JLINC 
Protocol & 
Services
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Questions?
For more information see http://www.jlinclabs.com

Or email john@jlinclabs.com
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http://www.jlinclabs.com/
mailto:john@jlinclabs.com
http://www.jlinclabs.com/wp-content/uploads/2016/09/JLINC_WP_DataProvenanceAsAService_20160912.pdf

