The Fall and Rise of
Individual Autonomy

How Privacy Enhancing Technologies and Protocols can
reclaim the web for Alice and Bob
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Say Hello to your typical web user, circa
1993

“Orz the Internet, nobody kriows you're a dog. ™

New Yorker, July 15, 1993
Peter Steiner



Alice & Bob
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Alice & Bob exchange keys
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Alice & Bob securely exchange data —
and Bob shares it with third parties
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SO now....
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—H{‘eez\
‘Remember when, on the Internet, nobody knew who you were?”
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Personal Autonomy
& Privacy

Alan Westin’s definition of privacy is
“..the ability to know or control how
information about you is collected,
used or disclosed by the state or
organizations”. It has nothing to do
with secrecy. If you think about
celebrities like Kim Kardashian or the
public life of Beyonce and how they
are all about control over their
images and information about them.
This is their ‘privacy by design’
because it works for them.

© Getty Images




But for most people....

What options to ‘normal’ people have to exert control over their own
data?
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| have not read the Terms & Conditions
many times but often agree to them anyway.

There must be a better way! http://wwwbiggestlie.com/

| confess - and protest! *

= Terms of Service; Didn't Read Ratings  About Follow us DIEYCHF] Fattr this!

=" Terms of Service
= Didn't Read

£ Share Image

“I have read and agree to the Terms” is the biggest lie on the

SS JLINC web. We aim to fix that.



Contracts of Adhesion
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TO FREEMAN AV CANADA

Welcome HIGH SPEED INTERNET

Freeman Audio Visual Canada is pleased that you have decided Pa ymen t Method
to use our industry leading high-speed Internet access solution.
[Acoess Code n
Before you get to work with your Internet connection, you must
first register for this service by selecting one of the options in the ACCESS CODE:
pull down menu to the right. You do require either an Access I l
Code, provided by Freeman AV Canada or a Credit Card to Regquired Field
proceed. You will then be automatically registered and will have
access to the Internet to send and receive your Internet email, surf O | accept the terms and conditions
the Web or use any VPN applications that do not require the use

of a dial-up phone line. Connect Me

We hope you find this exciting new service of value.
For assistance please call: 250-361-1095 o
Internet for this event has been sponsored by:

e,

Solution!F



Your Terms and Conditions
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FREEMAN NETWORK’S TERMS OF USE AGREEMENT The following terms constitute an agreement between you and 3627730 Canada, Inc.,
d/b/a FREEMAN, the operator of the FREEMAN Network ("we or us"). This agreement ("Terms of Use") govemns your use of the FREEMAN
Network, which you access by signing in with log in credentials supplied by FREEMAN. BY USING THE FREEMAN NETWORK, YOU SIGNIFY
THAT YOU AGREE TO THESE TERMS OF USE. IF YOU DO NOT AGREE TO ALL THE TERMS OF THIS AGREEMENT, DO NOT USE THE
FREEMAN NETWORK. Please review these terms carefully. You agree to transact with us electronically, you consent to the information practices
disclosed in the Privacy Policy, you consent to resolve in Toronto any dispute that you may have with us or the FREEMAN Network. Please note that
we offer the FREEMAN Network without warranties. Description of Services The FREEMAN Network consists of access to internet sites and third
party Web sites which may be accessed through various medium or devices now known or hereafter developed (collectively, "the Services"), to which
you gain access by utilizing the credentials provided by FREEMAN. Services may from time to time be added to the FREEMAN Network, so we
encourage you to return to these Terms of Use often to review the latest information. We are not responsible for the content or dealings that you may
have with any third party if you use the FREEMAN Network to access their Web sites and services. Your remedies are solely with the third party.
Change to these Terms of Use These Terms of Use govern your relationship with us. We may change these Terms of Use at any time by posting the
amended terms on the FREEMAN Network. If you disagree with the changes to these Terms of Use, simply discontinue your use of the FREEMAN
Network. Your ongoing use of the FREEMAN Network after the changes take effect signifies your agreement to the new terms. Registration We will
provide you with log on information when you request internet access. By logging nmo thc FREEMAN Network, you agree: (a) to be responsible for
all uses of your access—whether or not you have ized such use—and for mai the iality of your password; (b) to notify
FREEMAN immediately of any unauthorized use of your access; and (c) that you are at least 13 years of age. FREEMAN reserves the right to revoke
access to the FREEMAN Network by anyone who attempts to appropriate the name, likeness, email address, or violates the rights of others.
FREEMAN will not be held liable for any loss or damage for non-compliance with this Agreement. FREEMAN Network Information The Privacy
Policy explains the information practices that apply to your use of the FREEMAN Network, as well as the choices you can make about the ways this
information is used by the FREEMAN Network and its affiliated providers. You consent to the transfer of this information to and within the United
States or other countries for processing and storage by us. Your Responsibilities You are responsible for all activities under your access, including the
use of your access by others. You are responsible for keeping your password confidential. You may use the Network for lawful purposes only. You may
not submit or transmit through the FREEMAN Network any material, or otherwise engage in any conduct that: 1. violates or infringes the rights of
others including, without limitation, patent, trademark, trade secret, copyright, publicity or other proprietary rights; 2. is unlawful, threatening, abusive,
harassing, defamatory, libelous, deceptive, fraudulent, invasive of another's privacy, tortuous, or contains cxplicit or graphic descriptions, or accounts
of, sexual acts; 3. victimizes, harasses, degrades, or intimidates an individual or group of individuals on the basis of religion, gender, sexual
orientation, race, ethnicity, age, or disability; 4. impersonates any person, business or entity, including FREEMAN and its employees and agents; 5.
contains viruses or any other computer code, files or programs that interrupt, destroy or limit the functionality of any computer software or hardware or
telecommunications equipment, or otherwise permit the unauthorized use of a computer or computer network; 6. encourages conduct that would
constitute a criminal offense, or that gives rise to civil liability; 7. violates these Terms of Use, guidelines or any policy posted on the FREEMAN
Network, or 8. interferes with the usc of the FREEMAN Network by others. You may not use the FREEMAN Network in any manner that could
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CANCELLATION OF YOUR ACCESS. IN NO EVENT SHALL OUR, OUR PARENTS, AFFILIATES, OR SUPPLIERS CUMULATIVE
LIABILITY TO YOU FOR ANY AND ALL CLAIMS RELATING TO THE USE OF THE FREEMAN NETWORK EXCEED THE TOTAL
AMOUNT OF FEES THAT YOU PAID DURING A ONE-YEAR PERIOD FOR THE ACCESS. WE, OUR PARENT, AND OUR SUPPLIERS
SHALL NOT BE LIABLE FOR ANY INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL OR EXEMPLARY DAMAGES ARISING FROM
YOUR USE OF THE FREEMAN NETWORK OR INABILITY TO USE THE FREEMAN NETWORK. THESE EXCLUSIONS APPLY TO ANY
CLAIMS FOR LOST PROFITS, LOST DATA, LOSS OF GOODWILL, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, OR
ANY OTHER COMMERCTAL DAMAGES OR LOSSES, EVEN IF WE KNEW OR SHOULD HAVE KNOWN OF THE POSSIBILITY OF SUCH
DAMAGES. BECAUSE SOME STATES OR JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR THE LIMITATION OF LIABILITY FOR
CONSEQUENTIAL OR INCIDENTAL DAMAGES, IN SUCH STATES OR JURISDICTIONS, OUR LIABILITY, AND THE LIABILITY OF OUR
PARENT AND SUPPLIERS, SHALL BE LIMITED TO THE EXTENT PERMITTED BY LAW, Termination We may cancel or suspend your access
at any time, without cause and/or without notice. We may terminate and/or suspend your access immediately, without notice, if there has been a
violation of these Terms of Use and such other policies and terms posted on the FREEMAN Netwark. Your access right will end once cancelled or
terminated, and any data you have stored may be unavailable later. Indemnification Upon a request by us, you agree to defend, indemnify, and hold
harmless us and our parent and other affiliated ies, and their empl officers, and directors from all liabilities, claims, and
expenses, including attorney's fees that arise from your use or misuse of the HU:.I:MAN Nerwork. We reserve the right, at our own expense, o assume
the exclusive defense and control of any matter otherwise subject to indemnification by you, in which event you will cooperate with us in asserting any
available defenses. Electronic Contracting and Notices Your affirmative act of registering for access to the FREEMAN Network constitutes your
electronic signature to these Terms of Use and your consent to enter into agreements wu.h us electronically. You also agree that we may send to you in
electronic form any privacy or other notices, reports, or ather records regarding the Services (collectively,
Notices). We can send you electronic Notices (1) to the e-mail address that you provided to us during registration, or (2) by pusting the Notice on the
FREEMAN Network. The delivery of any Notice from us is effective when sent by us, regardless of whether you read the Notice when you receive it
ar whether you actually receive the delivery. You can withdraw your consent to receive Notices electronically by canceling or discontinuing your use
of the applicable Service. In order to receive Notices electronically, you must have a personal computer with a modem connected to a communications
source (telephone, wircless or broadband), and a Windows-based operating system with an Internet browser or  Macintosh-based operating system
with an Internet browser. You will need a printer attached to your personal computer to print any Notices. You can retrieve an electronic copy and a
printable version of this contract by clicking on the Terms of Use link on any weh page that hosts any of the Services. All contracts completed
electronically will be deemed for all legal purposes to be in writing and legally enforceable as a signed writing, Entire Agreement This contract and
any supplemental terms, policies, rules and guidelines posted on the FREEMAN Network by FREEMAN constitute the entire agreement between you
and us and supersede all previous written or oral agreements. If any part of these Terms of Use is held invalid ar unenforceable, that portion shall be
construed in a manner consistent with applicable law to reflect, as nearly as possible, the original intentions of the parties, and the remaining partions
shall remain in full force and effect. Choice of Law and Location for Resolving Dispuies You agree thai the law of the Province of Ontario governs this
contract and any claim or dispute that you may have against us, without regard to conflict of laws rules, and that the United Nations Convention on
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Netwark, or 8. interferes with the use of the FREEMAN Network by others. You may not use the FREEMAN Netwaork in any manner that could
damage, disable, overburden, or impair our servers or networks, or interfere with any other party's use and enjoyment of the FREEMAN Network. You
‘may not attempt to gain unauthorized access to any services, user accounts, computer systems or networks, through hacking, password mining or any
other means. We may take any legal and technical remedics to prevent the violation of this provision and to enforce these Terms of Use. No Spam You
‘may not use the FREEMAN Netwark to transmit, directly o indirectly, any unsolicited bulk communications (including c-mails and instant messages).
You may not harvest information about our users for the purpose of sending, or to facilitate the sending, of unsolicited bulk communications, You may
not allow others to use your access to violate the terms of this section. We may terminate your access immediately and take other legal action if you or
anyone using your access violates these provisions. We may take any technical remedies to prevent unsolicited bulk communications from entering,
utilizing, or remaining with in our computer or communications networks. Fees and Payment We may offer access to the FREEMAN Network for a
fee. Payment and other applicable terms will be disclosed to you at the time you sign up for any fee-based service and you will be subject to those
additional terms. Content You Post to Public Areas You are fully responsible for any data, text, software, music, sound, photographs, graphics, video,
‘messages, or other materials ("Content”) you upload, post, or otherwise transmit on or via the FREEMAN Network including, but not limited to forum
posts, articles, news stories, blogs, and e-mail messages—and the consequences of any such Content. Unless otherwise stated herein or in the Privacy
Policy, any Content you submit or make available while accessing the FREEMAN Netwaork shall be deemed to be provided on a non-confidential basis.
("the Non-confidential Content"). FREEMAN shall h: Frc:m use or disseminate Non-confidential C:)n!cnltm an unrestricted basis for any purpose.
You represent and warrant that you have proper for the transfer and pr g among FREEMAN, its affiliates, and third-
party providers of any Content that you may provide on the FREEMAN Network. We are not lizble for Content that is provided by you or athers on
the Internet. We have no duty to pre-screen Content. We are not responsible for content made available on the Internet or any Content that you upload
to the Internet. Any dealings that you have with advertisers found on the FREEMAN Netwark are between you and the advertiser and you
acknowledge and agree that we are not liable for any loss or claim you may have against an advertiser. Support Services You are using the FREEMAN
Netwark AT YOUR OWN RISK and we are under na obligation to provide you with any support, error corrections, updates, upgrades, bug fixes
and/or enhancements of the Software, although we reserve the right to do so. We Make No Warranties We provide the FREEMAN Network as is, with
all faults and as available. We and our suppliers make no express warranties or guarantees about the FREEMAN Network. TO THE EXTENT
PERMITTED BY LAW, WE AND OUR SUPPLIERS DISCLAIM IMPLIED WARRANTIES THAT THE SERVICES ARE MERCHANTABLE, OF
SATISFACTORY QUALITY, ACCURATE, FIT FOR A PARTICULAR PURPOSE OR NEED, OR NON-INFRINGING. WE DO NOT
GUARANTEE THAT THE RESULTS THAT MAY BE OBTAINED FROM THE USE OF THE SERVICES, INCLUDING ANY SUPPORT
SERVICES, WILL BE EFFECTIVE, RELIABLE, ACCURATE OR MEET YOUR REQUIREMENTS. WE DO NOT GUARANTEE THAT YOU
WILL BE ABLE TO ACCESS OR USE THE SERVICES (EITHER DIRECTLY OR THROUGH THIRD-PARTY NETWORKS) AT TIMES OR
LOCATIONS OF YOUR CHOOSING. NO ORAL OR WRITTEN INFORMATION OR ADVICE GIVEN BY AN FREEMAN REPRESENTATIVE
SHALL CREATE A WARRANTY. You may have additional consumer rights under your local laws that this contract cannot change. You use the
FREEMAN Network at your own risk. Limitation of Liability YOUR SOLE AND EXCLUSIVE REMEDY FOR ANY DISPUTE WITH US IS THE
CANCELLATION OF YOUR ACCESS. IN NO EVENT SHALL OUR, OUR PARENTS, AFFILIATES, OR SUPPLIERS CUMULATIVE
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expenses, including attorney's fees that arise from your use or misuse of the FREEMAN Network, We reserve the right, at our own expensc, to assume
the exclusive defense and control of any matter otherwise subject to indemnification by you, in which event you will cooperate with us in asserting any
available defenses. Electronic Contracting and Notices Your affirmative act of registering for access to the FREEMAN Network constitutes your
clectronic signature to these Terms of Use and your consent to enter into agreements with us electronically. You also agree that we may send to you in
electronic form any privacy or other notices, di reports, ions or other records regarding the Services (collectively,
Notices). We can send you electronic Notices (1) to the e-mail address that you provided to us during registration, or (2) by posting the Notice on the
FREEMAN Network. The delivery of any Notice from us is effective when sent by us, regardless of whether you read the Notice when you receive it
or whether you actually receive the delivery. You can withdraw your consent to receive Notices electronically by canceling or discontinuing your use
of the applicable Service. In order to receive Notices electronically, you must have a personal computer with a modem connected to a communications
source (telephone, wireless or broadband), and a Windows-based operating system with an Internet browser or a Macintosh-based operating system
with an Internet browser. You will need a printer attached to your personal computer to print any Notices. You can retrieve an electronic copy and a
printable version of this contract by clicking on the Terms of Use link on any web page that hosts any of the Services. All contracts completed
electronically will be deemed for all legal purposes to be in writing and legally enforceable as a signed writing, Entire Agreement This contract and
any supplemental terms, policies, rules and guidelines posted on the FREEMAN Network by FREEMAN constitute the entire agreement between you
and us and supersede all previous written or oral agreements. If any part of these Terms of Use is held invalid or unenforceable, that portion shall be
construed in & manner consistent with applicable law to reflect, as nearly as possible, the original intentions of the partics, and the remaining portions
shall remain in full force and effect. Choice of Law and Location for Resolving Disputes You agree that the law of the Province of Ontario governs this
contract and any claim or dispute that you may have against us, without regard to conflict of laws rules, and that the United Nations Convention on
Contracts for the International Sale of Goods shall have no applicability. You further agree that any disputes or claims that you may have against us
will be resolved by a court located in the Province of Ontario. PLEASE NOTE THAT BY AGREEING TO THESE TERMS OF SERVICE, YOU
ARE: (1) WAIVING CLAIMS THAT YOU MIGHT OTHERWISE HAVE AGAINST US BASED ON THE LAWS OF OTHER JURISDICTIONS,
INCLUDING YOUR OWN; (2) IRREVOCABLY CONSENTING TO THE EXCLUSIVE JURISDICTION OF, AND VENUE IN, STATE OR
FEDERAL COURTS IN THE PROVINCE OF ONTARIO OVER ANY DISPUTES OR CLAIMS YOU HAVE WITH US; AND (3) SUBMITTING
YOURSELF TO THE PERSONAL JURISDICTION OF COURTS L()CAT'ED IN THE PROVINCE OF ONTARIO FOR THE PURPOSE OF
RESOLVING ANY SUCH DISPUTES OR CLAIMS. Special for ional Use As a of the global nature of the Internet,
you agree to comply with all local rules regarding user conduct on the Intemet and acceptable Content. Specifically, you agree to comply with all
applicable laws regarding the transmission of technical data exported from Canada or the United States or the country in which you reside or use the
Service. Assignment We may assign this contract at any time without notice to you. You may not assign this contract to any one else. Procedures for
Making Claims of Copyright Infringement We respect the intellectual property of others. If you believe that your work has been copied and is
accessible on the Services in a way that constitutes copyright infringement, please click here for instructions on how to contact us to report possible
copyright infringement. Trademarks All trademarks are the property of their respective owners, including, without limitation, FREEMAN., Last
Updated 5-01-14




Is this realistic?

By logging onto the

FREEMAN Network, you

agree:...

JLINC
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FREEMAN NETWORK’S TERMS OF USE AGREEMENT The following terms constitute an agreement between you and 3627730 Canada, Inc.,
d/b/a FREEMAN, the operator of the FREEMAN Network ("we or us"). This agreement ("Terms of Use") governs your use of the FREEMAN
Network, which you access by signing in with log in credentials supplied by FREEMAN. BY USING THE FREEMAN NETWORK, YOU SIGNIFY
THAT YOU AGREE TO THESE TERMS OF USE. IF YOU DO NOT AGREE TO ALL THE TERMS OF THIS AGREEMENT, DO NOT USE THE
FREEMAN NETWORK. Please review these terms carefully. You agree to transact with us electronically, you consent to the information practices
disclosed in the Privacy Policy, you consent to resolve in Toronto any dispute that you may have with us or the FREEMAN Network. Please note that
we offer the FREEMAN Network without warranties. Description of Services The FREEMAN Network consists of access to internet sites and third
party Web sites which may be accessed through various medium or devices now known or hereafter developed (collectively, "the Services"), to which
you gain access by utilizing the credentials provided by FREEMAN. Services may from time to time be added to the FREEMAN Network, so we
encourage you to return to these Terms of Use often to review the latest information. We are not responsible for the content or dealings that you may
have with any third party if you use the FREEMAN Network to access their Web sites and services. Your remedies are solely with the third party.
Change to these Terms of Use These Terms of Use govern your relationship with us. We may change these Terms of Use at any time by posting the
amended terms on the FREEMAN Network. If you disagree with the changes to these Terms of Use, simply discontinue your use of the FREEMAN
Network. Your ongoing use of the FREEMAN Network after the changes take effect signifies your agreement to the new terms. Registration We will
provide you with log on information when you request internet access. By loggingse ) Network you agree: (a) to be responsible for

all uses of your access—whether or not you have authorized such use—# of your password; (b) to notify
FREEMAN immediately of any unauthorized use of your access; andf(c) that you are at least 13 years of age. REEMAN reserves the right to revoke
access to the FREEMAN Network by anyone who attempts to approprie ot violates the rights of others.

Policy explains the information practices that apply to your use of the FREEMAN Network as well as the choices you can make about the ways this
information is used by the FREEMAN Network and its affiliated providers. You consent to the transfer of this information to and within the United
States or other countries for processing and storage by us. Your Responsibilities You are responsible for all activities under your access, including the
use of your access by others. You are responsible for keeping your password confidential. You may use the Network for lawful purposes only. You may
not submit or transmit through the FREEMAN Network any material, or otherwise engage in any conduct that: 1. violates or infringes the rights of
others including, without limitation, patent, trademark, trade secret, copyright, publicity or other proprietary rights; 2. is unlawful, threatening, abusive,
harassing, defamatory, libelous, deceptive, fraudulent, invasive of another's privacy, tortuous, or contains explicit or graphic descriptions, or accounts
of, sexual acts; 3. victimizes, harasses, degrades, or intimidates an individual or group of individuals on the basis of religion, gender, sexual
orientation, race, ethnicity, age, or disability; 4. impersonates any person, business or entity, including FREEMAN and its employees and agents; 5.
contains viruses or any other computer code, files or programs that interrupt, destroy or limit the functionality of any computer software or hardware or
telecommunications equipment, or otherwise permit the unauthorized use of a computer or computer network; 6. encourages conduct that would
constitute a criminal offense, or that gives rise to civil liability; 7. violates these Terms of Use, guidelines or any policy posted on the FREEMAN
Network, or 8. interferes with the use of the FREEMAN Network by others. You may not use the FREEMAN Network in any manner that could



But people are OK to
trade privacy for
convenience and
services, right?

This is an answer to the privacy
paradox. Why do people claim to care
for privacy but keep acting like they
dont

THE TRADEQFF FALLACY

How Marketers Are Misrepresenting American

Consumers And Opening Them Up to Exploitation
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Our d1ngs support anew explanatlon amajority of
Americans are resigned to giving up their data—and that
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Michael Hennessy
Annenberg Public Policy Center

University of Pennsylvania




Wasted ad money?

“We serve ads to consumers through a non-transparent media
supply chain with spotty compliance to common standards,

unreliable measurement, hidden rebates and new inventions like

bot and methbot fraud,”

Procter & Gamble chief brand officer Marc Pritchard

https://www.marketingweek.com/2017/01/31/mark-ritson-marc-pritchard-viewability-fraud-speech/
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Data for S$
Personal
Data
Content Users want content but that’s
not all that they get

Y v Y

Advertising | Malware | Surveillance j

Alice, the user, has no autonomy = Alice has no privacy 15




But walt,
Alice wants her autonomy...

Call now and you may find that there are options to equip Alice with
the tools she needs to establish information equity.
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User Managed
Access

The marvelous spiral of e
controlled personal data
resource

sharing,

negotiate requesting

party

http://tinyurl.com/umaw
g

authorize

access manage


http://tinyurl.com/umawg

Sign up

Welcome to CopMonkey!
Our relationship management services protect your data — wherever it lives.

Step 1 Create your account

= Step 2 Select your contract and policy defaults

This will apply to all of your information resources from now on. You can also customize
these details for each resource, each resource-hosting site, and each site that requests

resounce access.

Select a default resource-sharing contract

# NoSelling-NoCaching-Indemnity-V1.0 "f"'“::::““":“t Is
. . rig ryou
MNoSelling-Indemnity-Y1.1
NoSali g ™ ty . I1D The ContractFolx
ooaling=yvi. offer a wizard to
OpenUsage-V1.0 help you decide.
Commercial-V1.3 | Payment details... |
Choose how long to allow access Choose automatic vs. manual sharing
¢ [ndefinitely (you can always stop it) ¢ Share automatically
Ending on | 2009-12-31 | Today | & Contact me for consent first
Once (unlimited tries till success) When? (e Initially ' Every time

How? |+ Email «+ SMS

| Set defaults = Or, return to your account page.

http://kantarainitiative.org/confluence/display/uma/UMA +User+Experience?src=contextnavchildmode
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~ "NO STALKING" TERM: icon format and structure

Only:

Parties: 1 St-znd,

Duration: As Iong as | Sy,
For service use,

Purpose: No 3rd party tracking,

Tracking: |eaking or other

Sharing: sharing, no buying or

(o) R
Customer Commons User
Terms by Mary Hodder is
licensed under a Creative

Commons Attribution-
ShareAlike 4.0 International
License

selling

my data.

NOTE: I'm the first party.
My termis: 2nd-co-SU-DNT

Duration

Tracking



Updating Legal
Terms for the
Internet

Common Accord

CommonAccord is an initiative
to create global codes of legal
transacting by codifying and
automating legal documents,
including contracts, permits,
organizational documents, and
consents.

RSO0-ASO.Role-Establishment.Title
RS0-ASO.Role-Establishment.Condition
RSO-ASO.Role-Establishment.
RSO-AuthzP.Role-Establishment.Title
RSO-AuthzP.Role-Establishment.Condition
RSO-AuthzP.Role-Establishment.
ASO-AuthzP.Role-Establishment.Title
ASO-AuthzP.Role-Establishment.Condition
ASO-AuthzP.Role-Establishment.

RO-RSO.RSO-Accepts-RO-Choice-Of-ASO.Title

RO-RSO.RSO-Accepts-RO-Choice-Of-
ASO.Condition

RO-RSO.RSO-Accepts-RO-Choice-Of-ASO.
RO-RS.No-Default-AS.Title
RO-RS.No-Default-AS.Condition
RO-RS.No-Default-AS.

ASO-RSO.RSO-Satisfies-ASO-Credentials-
Requirements.Title

{Resource_Server_Operator }-{ Authorization_Server_Operator} role establishment

For the period that the {Resource_Server_Operator} and { Authorization_Server_Operator} have mutually agreed to
serve in these respective roles for each other

|GH/Kantaralnitiative/UMA-Text/Z/Clause_(0.md]

{Resource_Server_Operator }-{ Authorizing_Party} role establishment

For the period that the {Resource_Server_Operator} and {Authorizing_Party} have mutually agreed to serve in these
respective roles for each other

[GH/Kantaralnitiative/UMA-Text/Z/Clause_0.md]

{Authorization_Server_Operator }-{ Authorizing_Party} role establishment

For the period that the {Authorization_Server_Operator} and {Authorizing_Party} have mutually agreed to serve in
these respective roles for each other

[GH/Kantaralnitiative/UMA-Text/Z/Clause_0.md]

{Authorization_Server_Operator} choice acceptable to {Resource_Server_Operator}

‘When more than one choice of an {Authorization_Server_Operator} is acceptable to a {Resource_Server_Operator}
[GH/Kantaralnitiative/UMA-Text/Z/Clause_0.md]

{Resource_Server} nondefault { Authorization_Server} choice interface

When the {Resource_Server} has presented an interface to the {Resource_Owner} that does not default to an
automatic choice of an {Authorization_Server}

[GH/K antaralnitiative/UMA-Text/Z/Clause_0.md]

{Resource_Server_Operator} meets {Authorization_Server_Operator} client credentials requirements

http://www.commonaccord.org/


http://www.commonaccord.org/

Consent Receipts

When Bob has collected information
from Alice, shouldn’t she get a receipt
of the personal data transaction,
setting out what data has been
collected about her, under what terms
and setting out how it will be used or
shared?

Standard currently being voted on for
both the human readable and for the
JSON specification for a receipt as
data

s L
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A VERDAIY OS HARA LIEBRES' « iEXTRA

Receipt for Personally Identifiable Information

Service: Digital Subscription and News Alerts

At the Ankh-Morpork Times we take your privacy seriously. This document is being
provided to you as a receipt for personally identifiable information that we have, or will
collect about you. It tells you what information has been collected and for what purposes
we will use and disclose it. For your information this document is based on the Consent
Receipt Specification v0.8 published by the Kantara Initiative.

We have collected, or will collect, the information described below based on your
implicit consent when you completed our web subscription form. If you receive
marketing material, it will because you ticked an opt-in check box for marketing. We
operate and follow the data protection rules for Qisc\Marld.(DW). We will continue to
collect and use your information until 1 year after your subscription ends.

Your ID: Bowden Jeffries

Types of Information we have or may collect The purposes for collection of your personal
about yoy’ infoxmation.,

General biographical information about you Technical data for web servers (Core Function)
Your contact information News web site and alerts (Contracted Service)
You and your contacts email and social media Personalized Experience

Your financial information for payments 3 Marketing

Meeting Legal Obligations
About Us: The Ankh-Morpork Times is the Personally Identifiable Information Controller that is
accountable for the information that has been collected about you. We are acting on our own behalf.
For more details on our privacy notice and practices see the privacy policy linked to below.

The Ankh-Morpork Times

Gleam §treat, Ankh-Morkpork, Discworld
William de Worde, Chief Editor and Privacy Officer

Privacy Contact william@times.ankh-morpork.xyz
(555) 555-DISC (3429) x 7748229 (Privacy)

Our Contact Information

Privacy Policy https://times.ankh-morpork.xzy/privacy

Receipt #: ded55b2d-fbb8-4cf9-b183-80f3 laf7edbl
Date: Tue Sep 6 10:00:00 2016

s Information marked with a superscript s may be treated as “Sensitive Personal Information”
© Purposes marked with a superscript o indicated an optional consent.



User Intention

Y

Alice can be autonomous when she can
chose between multiple Pll controllers
who respect her terms (recorded in a
Information Sharing Agreement or
Consent Receipt).

User Submited Terms \_/ Acceptable Terms

Information Sharing Agreement or
Consent Receipt

Solving Alice (& Bob’s) Problem

Bob Company
shares data
asset outin the
Information
Sharing Agreement
or Consent Receipt.

If Alice and Bob Company wantto
have a secure record of their
agreement, or a receipt, they can
cryptographically
sign a hash of the agreement and

record iton a distributed ledger.
Alice Bob Company

(Data Subject) (Data Controller)

Downstream Processors

Each subsequent data
controller or processor writes
a record of their transaction
to the distributed ledger so
that Alice may know what is
happening to her data.

/

=0

Personally

Customer Personal

Identifable Data
Information

Block #BF101 Block #BF102 Block #BF103

| | 11|l | ||l | ]

Transaction

Record transactions on a distributed ledger Transaction Transaction

fdabdaze-cb78-2¢46-961e-d1e6103ccdT 4f05bf2a-bede-46be-8edT-6badecdbede T2411070-75b7-43¢1-blea-e992a68e16ce
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JLINC
Protocol &
Services

Select
Data Contract

A

JLINC Personal Data
Provenance Service

Node.js + PostgreSQL

Personal
Information
Management

Service

w

Q

&

User App
Browser, Mobile App

Computer App

Data Rights Holder

Record Hash of ISA

on Ledger

4

Data Contract Service

Propose Contract >

Sign Contract

/\ T

Information Sharing Agreement

IS

ISA

=

Send Data >

Audit Validation Service

Verify

: Data Contract

Q/)
D
JLINC Enterprise
Provenance Service

Node.js + PostgreSQL

Enterprise
Cloud

A=

Enterprise Dashboard
Salesforce + Heroku

Data Custodian

Record Hash of ISA

on Ledger



(a) Consent Notice & Consent

(b) Contractual Obligation Contract Obligations

(c) Legal Obligation Legal Obligations
GDPR Lawful Processing

(Article 6, section 1)

Personal Protection Overrides

(d) Protect a person

Public Interest Obligation

///
[/

(e) In the public interest

(f) Legitimate interests of the controller Controller’s Interests

NN I N NI N

Recorded on a Block Chain

Information Sharing

Data Subject Key Agreement

Data Controller Key C To Subiect
opy To Subjec

Hash of the Information Sharing Agreement
LABS

7QJLINC
A
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Time Stamp

Copy Retained by Controller




Data Provenance as a Service

JLINC Labs DPaa$ is an open system platform for managing
the virtual chain of custody for digital objects.

Read the white paper by Craig Burton

Questions?

For more information see http://www.jlinclabs.com

Or email john@jlinclabs.com
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