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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for 
information purposes only, and may not be incorporated into any contract. It is not a 
commitment to deliver any material, code, or functionality, and should not be relied upon 
in making purchasing decisions. The development, release, and timing of any features or 
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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Disclaimer

• Actually, I’m more of a policy wonk…

• There are other Oracle folks here who 
can answer technical questions for you.

• Some slides are of Oracle products and 
are meant to be illustrative, because I 
suck at PPT and can’t recreate them.
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Enhanced, beneficial and responsible data use
The new normal

• More data: direct, observed, inferred 
and created - across more sources

• Improved correlation and analysis lead 
to linkages and insights

• How to enable innovation and seize its 
benefits while addressing the possible 
risks

• Need appropriate legal and 
organizational frameworks
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Driving the Change…

• Pressure to share and use data 
more productively

• Pressure to increase efficiency and 
decrease costs

• Enhanced concerns over security 
breach

• Enhanced awareness of privacy
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Drivers for Government Cloud Adoption
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Unleashing Data to Do Good, Responsibly…

• Organizations rarely optimize the use 
of the data they have internally or 
along the value chain (or across the 
whole of government).

• How do you make more and better 
use of the data while still keeping it 
secure and maintaining privacy?

• Optimization also has to include 
beneficial and productive use of data
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Not Security or Privacy, But How to Better Use Data 
Responsibly…

• Binary concepts reduce options for 
enhanced use of data that can result 
in both organizational and user 
benefits

• We are just now coming to terms on 
how to deal with broader questions of 
societal concern and benefit (ethics, 
etc).

• Optimization is the extensible solution



Copyright © 2017, Oracle and/or its affiliates. All rights reserved.  

Avoid “two dimensional thinking”…

• Trekkies - ?

• Binary is not a holistic view; it’s a limited 
analysis that doesn’t incorporate innovation 
and is not extensible

• Start with the objective as opposed to the 
obligation

• The use of data must be compliant but, 
compliance should not be the driver of the 
use of data

• Compliance becomes enabler, not handcuffs
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The new math is not a zero sum game: the whole is 
greater than the sum of the parts…

• Security and Privacy need to be considered 
together as mutually reinforcing and can be 
optimized together.

• Security and privacy regulation is overlapping 
in jurisdiction and impact

• Security and privacy professionals don’t always 
know how to interact or speak the same 
language

• Visible at C-level

• This is the Privacy and Security Conference…
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But there’s More…

• Also support User-centricity, 
customization and the 360 degree 
view

• For Government effective and 
efficient citizen services delivered 
across all IT-enabled services

• For companies both customer 
relationship management and 
customer managed relationships
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The New Normal: Multifactor Optimization…
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Consider Data and Its Use Holistically including related 
obligations 

• Think about needs of your 
organization, as well as its employees 
and users

• Think across data sources and uses

• Enable innovative solutions and uses 
of data

• Understand legal, Societal and ethical 
obligations
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Global Nature of the Conversation
• B20/G20 (Germany)

• Infrastructure

• Trust 

• Security

• Digitalization

• Industry 4.0/II

• AI

• OECD 
• Horizontal project on digitalization

• Council Recommendation on health data

• EU
• DSM – Data flows

• India
• Digital India

• Smart Cities

• Aadhaar (978M)
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Whole-of-Government Ways of Managing Data

• New sources of data

• Thinking, accessing and managing across silos

• PII, non-PII and the possibilities in between

• Data Classification – confidentiality and 
security

• Understanding what can be identified and 
how to consider its risk in the context of its 
use

• Security and privacy controls applied to 
facilitate use while securing and assuring 
privacy
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It’s Not Just the Ecosystem, It’s the Digital Nervous System…
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Comprehensive Data Integration & Governance Capabilities

Real-Time Data Movement

– Low impact capture, stage in Hadoop

– Continuous data availability

Data Transformation

– Bulk data movement

– Pushdown data processing

Data Federation

– Virtualized Data Services

Data Quality & Verification

– Fix quality at the source

– Verify data consistency

Metadata Management

– Lineage and Impact Analysis

– Business Glossary Semantics

Data Governance
Foundation

Oracle Data Integrator
(Transformation)

Enterprise Data Quality
(Profile, Cleanse, Match and De-duplicate)

Fast
Load

Oracle GoldenGate
(Movement)

Enterprise Metadata Management & Business Glossary
(Business Glossary, Data Lineage, Impact Analysis and Data Provenance)

Data Service Integrator
(Federation)

GoldenGate Veridata
(Online Data Verification)

ELT Processing
on Hadoop or SQL

Continuous Availability

Data Governance Foundation
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Information Governance

Data Management Document eDiscovery

Critical Use Cases

Audit / Risk 
Management

l Data Privacy
Legal / Data 

Infrastructure
International 
eDiscovery

BCBS 239

Sarbanes Oxley 404

Corporate Governance

HIPAA

SB1386

GLBA DPA

Basel III

Dodd-Frank

Information Governance

Common Use Cases

Analytics
Business 

Intelligence
Big Data & Machine 

Learning

Master Data

Management

Regulatory and Corporate Compliance Data Driven Initiatives

Governance: Defense and Offense

Secondary Use of 
Healthcare Data

Open Data / Open 
Gov. Initiatives

Centre for 
Data 

Innovation
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Risk “and” Rather than “vs.” Benefit

• Today risk benefit ignores the 
benefit and focuses on 
eliminating risk.

• Without considering benefit, 
mitigation is undertaken 
without context.

• Blunt mitigation can eviscerate 
benefit
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Risk Benefit Process – Adding Context

• Identify and Understand the benefit

• Understand and identify the related risk

• Mitigate the risk while preserving the 
benefit

• Determine whether residual risk is 
acceptable

• If not, further targeted mitigation till 
acceptable
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Why Context Matters

• Zombie apocalypse takes 
center stage in Canadian 
Parliament 

The Canadian Parliament tackled the critical issue of an 
impending zombie invasion from America a day after a 
hoaxer hacked into a Montana television broadcast to 
warn that the dead were rising from their graves.

http://www.upi.com/blog/2013/02/12/TV-station-hacker-warns-of-zombies-in-hoax-broadcast-VIDEO/9241360683584/
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The Access Control Question

• Security question:  How do I keep the bad guys out?

• Privacy Question: How Can I make sure that only the RIGHT good guys 
get in to use the data THEY NEED for APPROVED purposes?

• Tools that accomplish both: 
– Appropriate role definition and privilege management

– Row level and role-based access controls, 

– Fine grain audit,

– VPD and Label security
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Context and Content Aware Access Control
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In Order to Share and Leverage Data Properly Managed 
Access is Key 
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Oracle Identity Governance
Governance Platform

Access Catalog
Ownership, Risk & Audit Objectives

Catalog Management

Accounts

Roles

Glossaries

Entitlements

Grant User Access Monitor User Access

Access

Request

Privileged 

Account

Request

Role

Lifecycle

Management

Check-in/

Checkout

Identity 

Certifications

IT Audit 

Monitoring

Rogue 

Detection &

Reconciliation

Reporting & 

Privileged 

Access 

Monitoring

Provision De-Provision

Connectors
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Oracle Cloud Platform: For Enterprise Security & Identity

CLOUD DIRECTORY

IDENTITY ADMINISTRATION

PROVISION
NEW USERS

MULTI-FACTOR 
ADAPTIVE AUTH

INTELLIGENCE

ACCESS 
MANAGEMENT

GOVERNANCE

Hybrid Identity
– For both cloud & on-premises

Sign In Across Clouds
– For consumer login experience

User Centric 

– For where network edge fails

Complete

– Detect, secure, sense, respond 

Engage

Build

Integrate

Secure
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Risk Based Certification

Mainframe

DB

Identity Data 
Sources

Applications Identity Warehouse

Roles Certification 
History

Entitlements Provisioning 
Events

Risk Factors

Risk Aggregation

Resources Policy 
Violations

Bulk Certify Cert360

Approve

Reject

Focused 

Sign-off

Low Risk User High Risk User 
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Oracle Mobile & Social Access Management 
Deployment Architecture

Corporate DMZ Corporate Network

HTTP/REST/SOAP/OAuth
Clients

Oracle Adaptive Access 
Manager 

Mobile and Social

OAM Agent

SOAP/REST and Legacy 
Web Services

Oracle Access Manager 

Directory Services

Oracle Enterprise 
Gateway

Web Services Manager Service Bus

Context Aware Authorization
and Data Redaction

OES PDP

OES PDP
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The 80/20 Rule

• Do you create new rules and compliance programs or build on and extend existing ones?

• Do you build once and use multiple times?

– Deliver services into an established governance framework

• I will never diminish the importance of a fishing permit again…
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The New Normal Take-Away Concepts

• Enhanced, Responsible Information 
Sharing is essential

• More innovative and productive use of 
data

• Privacy and security are essential 
elements of trust and governance.

• Security and privacy need to be discussed 
in the context of organization and user 
needs

• Solutions must be context and content 
aware and appropriate

• Lifecycle and Ecosystem

Develop value propositions for compliance beyond compliance
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Establish Identity and Protect Applications, Workloads and 
Sensitive Data Stored Across Cloud Services

• Cloud Usage Visibility

• Automatically Configure Security

• Strongly Authenticate Users

• Protect Applications and APIs from 
Unauthorized Access

• Detect Anomalous User Behavior

• Protect Sensitive Data

• Compliance with Regulations and 
Security Policies

• Automatic/Real-Time Incident 
Response

USERS APPLICATIONS & APIs

INFRASTRUCTURE

Oracle Identity 
Cloud Service

CONTENT & DATA

Palerra LORIC
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Questions…
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