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'he information that you are about to see

shows malicious online content. Criminal

ictivity, if caught, is subject to severe fines
and /or imprisonment.

DO NOT TRY THIS AT HOME.
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IBM X-Force monitors and analyzes the changing threat landscape

-~

Coverage
20,000+ devices

under contract

15B+ events
managed per day

133 monitored
countries (MSS)

3,000+ security

related patents

270M+ endpoints reporting
malware

Depth

25B+ analyzed
web pages and images

12M+ spam and
phishing attacks daily

96K+ documented
vulnerabilities

860K+ malicious

IP addresses

Millions of unique malware
samples
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Breaches Continue to Increase

2015 Healthcare
2013 2014
800+ Million records 1+ Billion records Unprecedented Impact mega-
breaches

set the trend for
high value targets
of sensitive
information

Attack types

SS Heartbleed Physical Brute force Misconfig. Malvertising Watering Phishing SQALI DDoS Malware Undisclosed
access hole

average time to identify data breach average cost of a U.S. data breach
201 days* $IM*

*Source: Ponemon 2016 Cost of a Data Breach Study: Global Analysis © 2017 IBM Corporation



Key Trends

/

Focus on High
Value Targets

Breaches
without
Borders

N

\

Sophistication
of Attack
Technidques

A Need for
Security Basics

)
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Classic attacks like SQLI, Malware & DDoS Continue to be Successful

Phishing 2.9% Physical access 2.2% 30.2% Computer services
sQLi ‘\ ,7Watering hole 1.1% Retail
4.1% \

Brute force Healthcare
. 0.7%
Malvertising Media and entertainment
5.2%
Financial markets

Misconfig. Travel and transportation

7.7°/o 42-70/0 Government

Education

15. 10/0 y ‘ Telecommunications

Non-profit

Malware Professional services

Undisclosed Energy and utilities

‘ Industrial products ‘

Source: IBM X-Force Threat Intelligence Report - 2016
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Canada 2016 CODB at a Glance v. Global
Canada

24 Canadian companies participated
Global: 383 companies in 12 countries i oL S

$6.03 million (CAD) is the average total cost of data breach Ponemn
Global: $4M (USD)

$278 (CAD) is the average cost per lost or stolen record
Global: $158 USD

10.6% increase in cost per lost or stolen record
Global: 15% increase

Download report for free here: http://www-

03.ibm.com/security/data-breach/
© 2017 IBM Corporation



Find Earlier + Eradicate Faster = Significant Cost Savings

Figure 17. Mean time to identify the breach event (MTTI)
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MTTI < 100 days MTTI=100days  Figure 18. Mean time to contain the breach event (MTTC)
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MTTC < 30 days MTTC 2 30 days

® Total cost (CAS millions)
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Factors the Increase/Decrease Recovery Costs

Figura ) Impact of 16 factors on the per capita cost of data breach
Measured in Canadian dollars

Incident response team
Extensive use of encryption
Employee training
Board-level involvement
Participation in threat sharing
CISO appointed
BCM involvement
Extensive use of DLP
Insurance pratection
Data classification schema
Provision of ID protection
Consultants engaged
Rush to notify
Lost or stolen devices

Third party involvement

Extensive cloud migration  -$22.50

(35.0) (20.0) (5.0)

" Difference from mean (CAS)
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Establish security as an immune system

Global Threat Intelligence .
Antivirus
p Endpoint patching and management

Malware protection

Incident and threat management Endpoint Transaction protection
Firewalls Device management
Sandboxing i
Mobile Content security

Virtual patching
Network visibility

Log, flow and Fraud protection
icati ' @urity I RlysiS _ Criminal detection
Application scanning P Rooo Anomah./'detectmn Avancad
Application security J Z:érelzirs?:w)lel lrt]3{ Fraud

management

Security research

Data monitoring Data Cloud Id::gty Privileged identity management
Data access control Access Entitlements and roles

Access management
Identity management

Consulting Services | Managed Services
© 2017 IBM Corporation

11



A tremendous amount of security knowledge is created
for human consumption... but most of it is untapped

Traditional + Security events and alerts * User and network activity
Security Data * Logs and configuration data - Threat and vulnerability feeds

A universe of security knowledge
Dark to your defenses

Typical organizations leverage only 8% of this content*

Examples include:

+ Research documents < Conference * Blogs

presentations

* Industry publications * News sources

* Analyst reports

« Forensic information + Newsletters

* Webpages

« Threat intelligence * Tweets

commentary + Wikis

12 © 2017 IBM Corporation



Can Cognitive Help?

We surveyed a balanced distribution of 700 security
professionals in 35 countries, representing 18 industries
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Challenges around Response Speed — Analytics

Top cybersecurity challenges

Reducing average incident
response and resolution time

Improving security threat analytics

Optimizing the accuracy of alerts

ng current on new

Today Next 2-3 years

53%

T )
A
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AR
A
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Network, data protection, speed are the weakest areas for most
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IT hygiene @ ®

Risk awareness
across the company

Cloud and
@ virtualization security

|ptelligent,security and
rapid threatiresponse

Digital identity lifecycle @
Social and mobile security @

Manage third-party @
security compliance

@ Design security
into products
® ®

20% 40%

@
60%

Importance

e @ Sccurity rich and

] resilient network
Robust data security and privacy

s
80%
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Three Critical Gaps

Intelligence gap

#1 most challenging area due
to insufficient resources is
threat research (65% selecting)

#3 highest cybersecurity
challenge today is keeping
current on new threats and
vulnerabilities (40% selecting)

The top cybersec
today and tomorrow is

challenge

This is despite the fact that

said their incident
response speed is much faster
than two years ago

Addressing gaps while managing cost and ROI pressures

Accuracy gap

#2 most challenging area today
IS optimizing accuracy alerts
(too many false positives)

#3 most challenging area due
to insufficient resources is
threat identification, monitoring
and escalating potential
incidents (61% selecting)

© 2017 IBM Corporation
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EY sees how Cognitive Security Can Help

Seeing internal and external challenges

A rapid pace of technological change and adversaries advancing their
tools and techniques

Digital innovation and transformation efforts within organizations are
pushing the enterprise flat — how do you move fast with digital
transformation without creating a more porous perimeter?

Reducing overall risk with cognitive security solutions

Cognitive security solutions could:

Provide better threat intelligence, helping to understand potential
attacks in the future

Act as an expert advisor for a security operations analyst, it could not

only enhance their expertise, but also may help to adapt and evolve
security controls based on what the system has learned over time

Help to manage GRC, deciphering the different requirements from
multiple regulatory agencies

Chad Holmes, Principal and Cyber Strategy,
Technology and Growth Leader (CTO) at Ernst

& Young LLP

© 2017 IBM Corporation
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Cognitive systems bridge this gap and unlock a new partnership between
security analysts and their technology

ééé

Human Expertise
Common sense - Abstraction
Morals Dilemmas
Compassion Generalization

Security Analytics
Data correlation
Pattern identification
Anomaly detection
Prioritization
Data visualization
Workflow

SECURITY
ANALYSTS
A QO
il a7
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SECURITY
ANALYTICS
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COGNITIVE
SECURITY

(

Cognitive Security

Unstructured analysis
Natural language
Question and answer
Machine learning
Bias elimination
Tradeoff analytics

© 2017 IBM Corporation



How to Prepare

Recognize your
WEE QIS

Become educated
about cognitive
security capabilities

Define an investment
plan

Look to augment your
capabilities, no matter
your maturity

19

Look at the primary weaknesses and vulnerabilities within your organization. How are
they connected? What is a priority? Evaluate your intelligence, speed and accuracy.

Take a holistic and formal approach to learn about cognitive security solutions. There
could be many misconceptions in your organization from a capability, cost and
implementation perspective.

It is difficult to build an investment case when a technology is new and unproven —
focus on the fact that cognitive security is a capability that can improve the overall
effectiveness of security operations.

Cognitive security solutions are an emerging technology area, and its unique
characteristics can benefit organizations of all sizes. Whether you are Pressured,
Prudent or Primed, there are things you can do.

© 2017 IBM Corporation



Learn more about the study:

Visit ibm.com/security/cognitive to download the report

Read the blog at Securityintelligence.com

Cybersecurity in the cognitiv

Priming your digital immune system

Organizations are exploring cognitive
security solutions to address their gaps

Cybersecurity in the cognitive era
Primiag your

Uxgnd semn e yem e bt

© Register to download the IBM Institute for Business Value |2 j the study infog 110MB

executive report

20 ©2017 IBM Corporation 15 February 2017 IBM Institute for Business Value


http://ibm.com/security/cognitive
https://securityintelligence.com/cognitive-security-to-the-rescue-study-predicts-widespread-adoption-in-the-next-few-years/

Drop off your feedback form for a FREE Gift at IBM Booth # 18 —— T —
Time Topic Speaker Role Where
February 8 IBM Workshop — Safe guarding the data | Walid Rjaibi IBM Global CTO for IBM Data Lecture
9: 00 AM —12:00 PM when legacy defenses are not enough Security Theatre
February 9 IBM Keynote — The Emerging Era of BIELERGUEY IBM Global Executive Security Salon AB
1:35 PM —-2:10 PM Cognitive Security Advisor
February 9 Keeping Data Safe: Guardium Data Raki Robert Technical Sales Engineer - Canada | Lecture
2:15 PM - 2:45 PM Protection case study & Caribbean Data Security, IBM Theatre
Security
February 10 Concurrent Panel Session - Panel B: Charles Davis | IBM Global Executive Security Lecture
11:05 AM —-12:15 PM Ransomware: Are You the Next Digital Architect Theatre
Hostage? ‘
February 10 Concurrent Panel Session - Panel B: Paul Lewis IBM Canada Executive Consultant | Lecture O
2:15PM -3:30 PM Digital Government Platforms / Theatre :

Government as a Platform
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Mandalay Bay
Las Vegas, NV

InterConnect

It all adds up! This Is the one
conference you cannot afford to miss.
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InterConnect 2017 IZEM

19-23

MGM Grand & Mandalay Bay, L as Vegas, NV

Register now at ibm.com/interconnect

Become even smarter

Enjoy acceas to security experts,
distinguished engineers, and 160+
cllent and Business Partner speakers
whowll share thelr best practices,
Insights and secrets.

Experience solutions in the
largest IBM EXPO

‘Watch a Cognitve SOC come 1o ife In the
=olutlon Expo. With a hands-on demo, you'l
learn how cognitive securlty Is the next step
In protecting your organization In a new era
of sophisticated cyber threats.

Gain a competitive advantage

IBM InterConnect 2017 Is the only conference
that can equip youwith the skills and solutions
you need 1o detect and disrupt new threats,
respond quickly to breaches and reduce the
cost and complexity of your security programs.

Build your cybersecurity
skills

Through Industry leading keynotes,
2004+ securlty sesslons and labs,
certification opportunities and maore,
explore the latest Innovations that can
help achleve the best securlty posture

for today's challenging ervironment.

Get your money’s worth

Get over $8,000 worth ofvalue In
tralning, certfication, hands-on labs,
networking, executive one-on-one
meetings and expert talks.

InterConnect is for those who are
building new business models,

transforming industries, and creating
better outcomes. Whether you're a
security executive, developer, designer,
architect, or analyst, you belong at
InterConnect.

Extend your social
network

Bulld your network with 25,000
attendees from the world's blggest
companles and most Innovative
startups. Meet and mingle with
Industry experts, peers and IBM
executlves at the Solution EXPO
receptlons, and luncheons.

ibm.com/interconnect
#ibminterconnect
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Learn more about IBM X-Force
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Join IBM X-Force Exchange

\\\\\

N O 1 enterprise security software
. vendor in total revenue

6
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Visit our web page
2 5 industry analyst reports rank
IBM Security as a LEADER

130 + countries where_ IBM d_elivers

managed Security services

12K+ %lem?lg)rotected

90% i

Watch our videos

View upcoming webinars & blogs

Follow us on Twitter
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IBM.com/Security/CISO
http://www.ibm.com/security/xforce
http://www.ibm.com/security/threat-protection
https://www.youtube.com/channel/UClAgZm2OXFpX8WoMsOpWoXA
http://securityintelligence.com/
http://www.twitter.com/ibmsecurity
IBM.com/Security/CISO
http://xforce.ibmcloud.com/

G IBM Security

THANK YOU

FOLLOW US ON:
@ ibm.com/security

securityintelligence.com

xforce.ibmcloud.com

@ibmsecurity

DC8S

youtube/user/ibmsecuritysolutions
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on
others. No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM
systems, products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other

systems, products or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal
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