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So, what is privacy?  



Privacy is a balance  



 

ü Right Information 

ü Right Person 

ü Right Purpose 

ü Right Time 

ü Right Way 

 



Ok, so what is 

governance?  



What are the challenges? 





 
 

Understands 
purpose of 

program and use 
of their 

information 
Knows who to 

contact for queries 
re: collection/use 

Directly provides 
personal 

information 

Authorizes 
indirect collection 

of personal 
information 

Is protected from 
unauthorised 

access/disclosure of 
personal information 

Only provides 
Personal information 
that is necessary to 

the program 

Personal Information 
is only retained for as 
long as is necessary 

Understands and 
consents to 

record linkages 

Can request 
corrections and 
updates to their 

information 

Has access to own 
personal file 

Privacy 
Principles 



Collection of Personal Information 

ÅLimit collection 

ÅLimit content 

ÅAuthorized legal/business purpose 



ÅDirectly 

ÅIdentify Purposes/Notification 

 

How Personal Information is collected 
ƳŀǘǘŜǊǎ ǘƻƻΧ 



Use of Personal Information 

Å{ŀƳŜ ǊŜŀǎƻƴ ȅƻǳ Ǝƻǘ ƛǘΧ 
ÅConsistent reason.. 
ÅCƻǊ ŀ ƴŜǿ ǳǎŜΧ 
ÅGet consent, or 
ÅCollect it again  





Sharing Personal Information 

ÅNeed to know! 

Å Limit content 

Å Limit distribution 

ÅAuthorized legal/business purpose 



Accurate Personal Information 

Complete Personal Information 



5ŜŎƛǎƛƻƴǎ ǘƘŀǘ ŀŦŦŜŎǘ ȅƻǳΧ 



Correction 



Annotation 



Retention 



5ŜŎƛǎƛƻƴǎ ǘƘŀǘ ŀŦŦŜŎǘ ȅƻǳΧ 



Privacy through Security 



Security Measures 

Å100% security all the time? 

ÅReasonable security? 

 

Lǘ ŘŜǇŜƴŘǎΧ 



ü Security is only as good as its weakest link 

ü Use secure internal resources 

ü /ƻƴǎƛŘŜǊ ƛƴǘŜǊƴŀƭ ǎŜŎǳǊƛǘȅ ΨǘƘǊŜŀǘǎ 

ü Protect personal information throughout 
its lifecycle 

Security Tips 



Privacy Governance 
gone wrong 



Information Incidents are ALL unauthorized event(s) 
that threaten the privacy or security of information 

Information Incidents 



 

 

 

Information Incident Response 

Step 1- Report 

Step 2- Recover 

Step 3-Remediate 

Step 4-Prevent  



LǘΩǎ ōŜǘǘŜǊ ǘƻ ǇǊŜǾŜƴǘ ŀ ǇǊƛǾŀŎȅ 
breach in the first place! 



Training 

Assessment 

Compliance 

ωMandatory and tailored 
training services 

ωCommunity of Practice 

 

ωPrivacy Impact 
Assessments 

ωAgreements 

ωInformation Incident 
Management 

ωCompliance Reviews 



Useful Links 

Privacy, Compliance and Training Branch: 
http://www.cio.gov.bc.ca/cio/priv_leg/index.page? 

Freedom of Information and Protection of Privacy - Public Sector (includes Policy & 
Procedures Manual; PIA Process with Template; Contracting link to PPS; etc): 
http://www.cio.gov.bc.ca/cio/priv_leg/foippa/index.page? 

The Freedom of Information and Protection of Privacy Act: 
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/96165_00 

BC Office of the Information and Privacy Commissioner:  http://www.oipc.bc.ca/ 

History of Privacy Article: https://medium.com/the-ferenstein-wire/the-birth-and-death-
of-privacy-3-000-years-of-history-in-50-images-614c26059e#.ixseuiqg0 
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Useful Resources 

FOIPPA  Policy and Procedures Manual  
http://www.cio.gov.bc.ca/cio/priv_leg/manual/index.page? 

Key Steps to Responding to Privacy Breaches - 
http://www.oipc.bc.ca/guidance-documents/1428 

Protecting Personal Information Outside the Office 
http:// www.oipc.bc.ca/guidance-documents/1447 
 
Guide to the Personal Information Protection Act: 
https:// www.oipc.bc.ca/guidance-documents/1438 
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Contact Information 
 

BC Privacy and Access Helpline:     
250-356-1851 

(Enquiry BC 1 800 663-7867) 
 

Privacy.Helpline@gov.bc.ca 

 
 
 


