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§  The digital environment has become:  
•  Essential to the functioning of the economy 

•  A key enabler for growth, well-being and inclusiveness  

§  ICTs  essential to all actors, all sectors of the 
economy, all stages of the value chain  

§  New scale of global interconnectedness  
§  ‘Internet of Things’ on the horizon 

The growing importance of the 
digital economy today 

 



Recent large-scale attacks… 



…with consequences in the 
Boardroom 



 
The goal is to eliminate danger, by establishing a secure 
perimeter.  This means closing the environment. 

 
 

 
The classic approach to security 
 

Limitations 
§  Misguided: it is not 

possible to eliminate  risk 
§  Counter-productive: 

hampers innovation  
§  Ill-suited to the digital age: 

the economic benefits of 
ICTs stem from openness, 
flexibility and dynamism 

 



A ‘100% guaranteed’ level of digital security cannot 
be achieved 
 

but  
 

digital security risk can be reduced to an acceptable 
level 
 

through 
 

risk management, relative to the benefits expected 
from the economic activities that rely on the digital 
environment 
 
 
 

 

 
Rethinking this approach 
 



Key messages 
•  ‘Cybersecurity’ is an economic risk. An approach solely based on technology  

can only fail 
•  Leaders should be responsible for the management of digital security risk (i.e. 

high-level government officials, CEOs, Management Boards, etc.)  
•  Digital security risk management should be integral to an organisation’s 

standard risk management processes 

This implies a shift 
•  From looking only at the IT environment to considering the economic activity 

relying on it. 
•  Of responsibility from IT departments to those ultimately responsible for 

achieving economic and social objectives 
•  From security risk addressed in isolation to an approach based on co-

operation of all stakeholders 

	
2015 Recommendation 



1992 
 
Classic Security 
 
 

Protect closed 
systems by 
establishing a secure 
perimeter 
 
Static, rigid, closed 
approach  
 
 
Focused on ICT 
 
IT responsibility 
 

Evolution of the OECD instruments 

2002 
Security of information 
systems and networks 
 

Protect interconnected 
systems by managing 
technical risk 
 
Dynamic, flexible, open 
approach 
 
Focused on ICT 
 
IT responsibility 

2015 
Digital security risk 
management 
 

Protect the economic 
activity by managing 
digital security risk 
 
Dynamic, flexible, open 
approach 
 
Focused on the economic 
activity 
Boardroom  
responsibility 
 



•  Preamble / definitions 
•  Section 1: Principles 

     

 
 

Structure of the Recommendation (1/2) 

General principles 
1.  Awareness, Skills, Empowerment 
2.  Responsibility 
3.  Human rights & fundamental values 
4.  Co-operation 

Operational principles 
5.  Risk assessment & treatment cycle 
6.  Security Measures 
7.  Innovation 
8.  Preparedness & continuity 

 



•  Section 2: National Strategies 
General recommendations 

•  Support at the highest level of government 
•  Whole-of-government approach 
•  Flexible, technology-neutral  
•  Aim at prosperity (incl. provision of essential services, protection of 

individuals, safeguard of national security) 
•  Inclusive, considering roles, ability to act and context (e.g. gov., 

large firms, individuals, SMEs, …).  
•  Result from intra-governmental, open, transparent and multi-

stakeholder process 
•  Regular review, based on evidence (incl. internationaly comparable 

metrics)  
+ 24 more detailed recommendations to governments  

Structure of the Recommendation (2/2) 



The OECD’s unique lens 

Economic & social 
prosperity 

International 
Security 

Law enforcement 
(‘cybercrime’) 

Technology 

United Nations 

OSCE 

NATO 

Council of Europe 

W3C 

ISO/IEC 

IETF 

UNODC 
Interpol 

OECD 



§  The Security Recommendation contributes 
social and economic perspectives to the global 
debate on digital security 

§  Internationally, an important “baseline” for 
capacity building 

§  Domestically, an opportunity to raise awareness 
and raise the bar 

§  Complements data breach reporting 
requirements in the Digital Privacy Act 

§  Extends Canada’s global policy leadership  

Importance and Opportunities 



Cancun Ministerial , June 2016  
•  Digital security risk management for SMEs 
•  Application of risk management to privacy protection 
 
See http://oe.cd/cancun2016  

 
Future work 

•  Digital security risk management and innovation 
•  Digital security risk insurance 
•  Risk metrics 
•  Etc. 
 

Next steps 



 
http://oe.cd/dsrm  
(released on 1 oct. 2015) 
 
Also on Twitter: @OECDInnovation 
 

Jane.Hamilton@canada.ca 
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the Companion Document 


