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Big Data, Analytics, and Cognitive
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Big Data Grows Up

The percentage of organizations using big data technologies pervasively within their enterprise has more than
doubled in the past 12 months

2012 to 2014 2015

4 Execute: 210%
Using big data and analytics 5% _6% ‘1 3% increase
pervasively across the enterprise

Engage:

0%
Implementing infrastructure 2 2 % - 2 7 % 2 5 % change

and running pilot activities

125%
increase

Exxp[):ig:‘:g; internal use cases 48 % - 47 % 5 8 %

and developing a strategy

Analytics maturity phases

Leaming about big data
capabilities

Source: IBM Institute for Business Value 2015 Analytics research study; survey administered in summer 2015 by the
Economist Intelligence Unit. n=1226 pre-qualified respondents.
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Trick or Treat Candy Purchasing Index
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Map Details

Trick-or-Treat Onslaught ﬁ

This map shows the number of children of prime

trick-or-treating age as defined by Stats Canada per

potential haunted dwelling. In plain terms, we map

the ratio of children aged 5 to 14 per dwelling. Also

Trick-or-Treat Children
per (haunted) Dwelling

. Unavailable

check the map of Trick-or-Treater Density and map

of haunted houses.
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Analytics that Learn

HEALTH

Watson Oncology- Domo Semo Sancus-
choose cancer SafetyNet background

treatment therapies checking to vet investor

based on atumor's Sl

didates and quantify

risk

genetic fingerprints

Watson Personality Insights: http://www.ibm.com/smar

€ BV security

terplanet/us/en/ibmwatson/developercloud/

EDUCATION

Cognitoys- Toy Dino
uses cognitive-enabled
learning for customized
Interaction
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http://www.ibm.com/smarterplanet/us/en/ibmwatson/developercloud/personality-insights.html
http://www.ibm.com/smarterplanet/us/en/ibmwatson/developercloud/personality-insights.html
http://www.ibm.com/smarterplanet/us/en/ibmwatson/developercloud/personality-insights.html

A Data Lake vs. a Data Reservoir

Data flows in “naturally” and just Built to extract value from the data
sits there

Dialia Witlhons A\
IS Just @ liziliy
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Is it Cool, Convenient, or Creepy?
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Cloud, Mobile and IoT: Borderless Pervasive Data

1.3 25 billion

Fortune 1000 employees
upload corporate loT devices by 2020

data to cloud apps

Where s#y data?
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67%

of children’s apps & web
sites collect personal

€ v security information
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Pervasive Data- Driven by Mobile, Cloud & loT

‘KNOW’ Drivers- Innovation enablers:
* Productivity

 Cost

» Pervasive & comprehensive data

‘NO’ Drivers- Innovation Inhibitors:

« Sensitive data exposure concerns and risks
 Visibility & Control

« Data transfers & location

 Pervasive & comprehensive data
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Security Controls for Privacy

On- Hybrid Cloud @

Premise

Manage Access
Enforce Separation of duties,
Safeguard privileged user

access, ,Applications, and
devices

Protect Data
|dentify vulnerabilities

Prevent attacks targeting
sensitive data

Gain Visibility

Monitor data and applications:
Security breaches

Compliance violations

. » Data Encryption, Masking, Redaction . .
* Identity Governance + Security Information and Event

» Security Intelligence Monitoring

* Privileged Identity Management . o o
Data and File Activity Monitoring

- Mobile Data Management * Real-time alerting and blocking

* Application and Mobile App Scanning * Cloud access and risk assessment

Optimize Your Privacy and Data Security Program
Deliver a consolidated view of your security operations

* Privacy Program Management » Security & Privacy Risk and Performance Metrics
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Where Next? Data Classification

&

Health Hazard

Non-flammable
Non-toxic

A4
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Digital Identity:
Privacy & Security at the Authentication Layer

Authentication without identification

More info (11/20/15 webinar):



Are you You’?: Digital Guardian

Cognitive approach to protecting information
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Privacy-Based Access Control

Carrier &

+

€ BV security

iOS Simulator - iPhone 6 - iPh...

4:56 PM
Weekly Goals

Distance Duration
Walk 0 0
Run 3 20
Cycle 0 0

Done
Goals User Sharing Giy

sive Feedbac

iOS Simulator - iPhone 6 - iPh...
Carrier = 4:55 PM [0

Sharing Preferences

Register for additional services and
choose level of data to share

N Fitness Encouragement

) o [

- Personal Medical

{ Decline Min Data All Data
Retail Marketing

Decllne Min Data All Data

Insurance Benefits
Medical Research

[0

Data Shared: Retail Marketing

All Data }

firstName, phone, gender, activityTypeld, sum of
distance,

Done

Activity Goals User Sharing Give Feedback
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Build a Bridge




Do your homework and Keep Score

@ IBM SQCU.I“Y © 2015 IBM Corporation



Key messages for sound public policy

- Enable data innovation

- Focus on risks to people

- Protect privacy through principles, not prescription
- Accommodate diversity

- Help organizations manage diverse legal systems

- Encourage organizations to demonstrate accountability
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