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…….any effort to protect private 

infrastructure and assets—whether 

physical or virtual—“is more a matter of 

business models and regulation … 

than of technology.” 

Ross Anderson, 

Professor of Security Engineering 

University of Cambridge, 



It’s all about risk management  

• Clients are keen to understand the risk to their organization:  

• Strategic Risk 

• Financial Risk 

• Reputational Risk 

• IP Risk 

• Identity breach Risk 

• Regulatory Risk (SOX, Privacy Regs etc.) 

• Corporate Liability  

• Availability Risk 

• Hostile geo-political Risk 
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I need to understand 

the possible risk to my 

business (impact on  

profit, brand 

reputation)and how to 

manage it 

 

There are four major categories of dealing with risk:  

• Avoidance (eliminate, withdraw from or not become involved) 

• Reduction (optimize – mitigate) 

• Sharing (transfer – outsource or insure) 

• Retention (accept and budget) 
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Challenges in managing the risk 

• Changing threats: increasingly dynamic and advanced threats 

• Limited IT resources: these may not be IT security staff – strong IT 

security personnel have become costly to hire and retain 

• Demonstrating value: Pressure to demonstrate risk reduction, 

compliance and adherence to best practices 

• Increasing complexity: Threat and risk complexity leading to 

increased technology and process complexity 

• Increased expenditure: training and capital expenditure increases 

while value over time quickly decreases 

• Operating costs: need to reduce operating costs while improving 

services 

• Need to be ahead of the threat – proactive versus reactive 
 



Because we put cyber on the front of it, is it new?  
 

Cyber Crime Anatomy  
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Crime 

Motivated  
and 

capable 
offender 

Absence 
of 

capable 
guardian 

Suitable 
target 
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How to measure risk management success 

• Cyber security model needs to be risk based  

• No silver bullet or infinite funding model 

• Risk = Threat x Vulnerability x  Impact (Not new)  

• Can’t change the threat 

• Can change the vulnerability (lots of definitions and therefore options) 

• A weakness in design, implementation, operation or internal control 

(ISACA) 

• Can reduce the impact 

• greatest reduction in data breach costs by having a strong security 

posture, incident response plan and CISO appointment (Ponemon) 

• Determine KPI’s 
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GMSS Portal   
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Quality over quantity 

Security Maturity: based on CMMI 

Implement Continuous Process Improvement 

Initial  

• Reactive 

• Unpredictable 

• No Control 

Managed 

• Reactive 

• Project 
base 

Defined 

• Proactive 

• Process 
Defined 

Quantitatively 
Managed 

• Proactive 

• Measured 

• Controlled 

Optimizing 

• Continuous 
Improvement 

• Global 

• Predictive 
analytics 

Carnegie Mellon (SEI) Capability 

Maturity Model Integration 

(CMMI) 
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At the business level 
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React to audit findings 

• Fix red issues raised by auditors efficiently 

• React to major incidents 

Comply with given standards 

•Enforce laws & regulations 

•Define & comply with corporate rules 

Manage risks proactively 

• Carry out risk assessment and manage vulnerabilities 

• Implement pro-actively security measures 

Build a trust relationship 

• Report regularly on evidences & trends 

• Define security service catalog for projects 

Enable business 

• Develop security services for 
innovative business models and 
new technologies 
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Reporting Engine 

Performance against Security Control Objectives 

Regulatory 
Standards 

SIEM Engine 

Log Monitoring, Alerting  
and Notification 

Normalization  & Correlation Engine 

Optional Service 
Components 

SIEM Engine 

Log  
Browsing 

High 
Availability 

Long Term 
Archival 

Custom 
Adapters 

Log Aggregation 

Optional Service 
Components 

Base Service 

Firewall IDS URL AV Performance 

Fault 
Firewall IDS URL AV 

Global 
Threats 

Asset 
Vulnerability 

Client 
Response 

27001 SOX PCI DSS GLB 

Activity 
Reports 

Compliance dashboard 

Security Information Mgmt 

Security Event Log Mgmt 

Security Component Mgmt 

Firewall IDS URL AV 
Firewall IDS URL AV 

Etc. 

Etc. 
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Privacy Management Framework 

Alignment to Legislative Requirements 

Privacy  
Law PIPEDA FIPPA PIPA HIPAA 

Personal Info Management 



SAS Analytics – Visual  

Analyzer 
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Predicting 

future security 

requirements 

Modelling and 

analyzing current 

security posture 



Business Intelligence and Showing Value 
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Thank You 


