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JULY 2013 WASHINGTON POST-ABC NEWS POLL - NATIONAL POLITICS, TRAYVOM MARTIMN, HEALTH CARE
Q: Do you think that the National Security
Agency's surveillance of telephone call records
and internet traffic does or does not intrude on
some Americans' privacy rights?

Published: July 28
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NIST Special Publication 800-90A

Recommendation for Random Number
Generation Using Deterministic
Random Bit Generators

Elaine Barker and John Kelsey

Computer Security Division
Information Technology Laboratory

COMPUTER SECURITY
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United States Patent

Brown et al.

ELLIPTIC CURVE RANDOM NUMBER
GENERATION

Inventors: Daniel R. L. Brown, Mississauga (CA);
Scott A. Vanstone, Campbellville (CA)
Assignee: Certicom Corp.. Mississauga, Onlario
(CA)

Notice:  Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by 1283 days.

Appl. No.: 11/336,814
Filed: Jan. 23, 2006
Prior Publication Data

US 2007/0189527 Al Aug. 16,2007

Related U.S. Application Data

Provisional application No, 60/644,982, filed on Jan.
21, 2005.

Int. CL

HO4L 9/00 (2006.01)

US.CL ....cconeee 380/44; 380/286; 380/28; 380/45;

380/46; 713/157
Field of Classification Search ... 380/20- 30,
3R0/44 47,277 2 13/170- 171

See application file for complete search history.
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Two Types of Collection

7
Upstream
* Collection of communications on fiber cables

and infrastructure as data flows past.
“\_(FAIRVIEW. STORMBREW. BLARNEY, OAKSTAR)

Should
Use Both

« Collection directly from the servers of these U.S.
Service Providers: Microsoft, Yahoo, Google
Facebook, PalTalk, AOL, Skype, YouTube
Apple.
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U.S. cloud industry stands to lose
$35 billion amid PRISM fallout

Summary: Revelations of the U.S. government's spying programs could have a massive impact
on the U.S. cloud industry, which stands to lose vast sums over the next three years as a result —
compounded by other countries bankrolling efforts to combat U.S. market leadership.

L&

By Zack Whittaker for Zero Day | August 6, 2013 -- 09:16 GMT (02:16 PDT)

W Follow @zackwhittaker
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The FBI
has not

been here

[watch very closely for the removal of this sign]
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In Remarkable Turnaround, Republicans Officially
Denounce NSA Phone Surveillance
By Kevin Drum | Sat Jan. 25, 2014 9:21 AM GM]

@ 4139 W Tweet 237 m'.y

This is easily the most remarkable story of the year so far. As you read it, keep in mind that
this is not about a resolution from some fringe libertarian group. It's about a resolution from
the Republican National Committee,
the very embodiment of

establishment conservatism:

In a jarring break from the
George W. Bush era, the
Republican National Committee
voted Friday to adopt a
resolution demanding an
investigation into the National
Security Agency'’s spy
programs.

According to the resolution,
the NSA metadata program

revealed by former NSA contractor Edward Snowden is deemed “an invasion
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WHAT'S THE WORST

Harper is a doofus. THAT CAN HAP
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PROMOTING SAFETY
AMZ SECURITY
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SPY AGENCIES UNDER SPOTLIGHT
Chief of CSEC John Forster testifying now
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ELECTRONIC FRONTIER FOUNDATION

DEFENDING YOUR RIGHTS IN THE DIGITAL WORLD

m ABOUT OURWORK | DEEPLINKS BLOG | PRESS ROOM

OCTOBER 25, 2013 | BY DANNY O'BRIEN v K ﬁ [S] =

Ten Steps You Can Take Right Now Against Internet Surveillance

One of the trends we've seen is how, as the word of the NSA's spying has spread, more and
more ordinary people want to know how (or if) they can defend themselves from surveillance
online. But where to start?

The bad news is: if you're being personally targeted by a powerful intelligence agency like the
NSA, it's very, very difficult to defend yourself. The good news, if you can call it that, is that
much of what the NSA is doing is mass surveillance on everybody. With a few small steps, you
can make that kind of surveillance a lot more difficult and expensive, both against you
individually, and more generally against everyone.
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Where does this leave us?

* Bipartisan opposition

* Open source adoption

* Independent auditing

- Mistakes measurable

* Improved public awareness

 Reboot time: now

* Remediation time: just start



https://www.youtube.com/embed/Ppaba9BtjO4?rel=0‘&autoplay=1&list=PLFDEFC7DBFE46F198
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