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The Malware Marketplace 
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The Malware Marketplace 

$8/hr 
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Traditional Security is Not Working!  

Source: Verizon 2012 Data Breach Investigations Report 

99% of breaches led to 

compromise within “days” or less 

with 85% leading to data 

exfiltration in the same time 

85% of breaches took 

“weeks” or more to 

discover 

84% of data records were 

stolen as a result of stolen 

login credentials 
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Advanced   
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2020 2013 

Attack Surface of Social Media 
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2013 A Year In Hacks 

*** ZDnet 
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The “Community’ of Attackers 

Criminals 

Petty 

criminals 

Organized 

crime 

Organized, sophisticated 

supply chains (PII, financial 

services, retail) 

Unsophisticated 

Non-state 

actors 

Terrorists 
Anti-establishment 

vigilantes 

“Hacktivists” 

Targets of opportunity 
PII, Government,  

critical infrastructure 

Nation 

states 

PII, government, defense industrial 

base, IP rich organizations 
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 Perimeter-based 

 Static Controls 

 Siloed Management System 

Historical 

Reactive Intelligence Driven 

 Risk-based 

 Dynamic/Agile Controls 

 Contextual/Interactive 

Management System 

Security Models 

New 
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Traditional Reactive Defense 
Methodology 

 

• Firewalls 

• Virus Scanning 

• USB Disablement 

• Employee Background Checks 

• Intrusion Detection 

• Intrusion Prevention 

• Policy 

• Overall Network Protection 
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Reactive Model 
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Traditional Reactive Defense 
Methodology 

 

• Firewalls 

• Virus Scanning 

• USB Disablement 

• Employee Background Checks 

• Intrusion Detection 

• Intrusion Prevention 

• Policy 

• Overall Network Protection 
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Today’s Dynamic Risk Management 

• Big Data Analytics 

• Infrastructure As a Service Monitoring 

• Insider Threat / Counter Intelligence 

• Digital Forensics 

• Ediscovery 

• Packet Capture 

• Audit Logging 

• DLP 

• SEIM 

• Continuous Monitoring 

• Remote Employee 

• Automated Code Analysis 

• Rapid App Development Security 

• Liability Insurance 

• Breach Notification 

 

• 24x7 Coverage 

• Social Media Profile Monitoring 

• Mobile Devices (BYOD) 

• 802.11 Proliferation 

• Virus Scanning 

• Portable Mass Storage  

• Cloud Storage 

• Software As a Service 

Monitoring 

• Compliance Automation 

• Policy Enforcement 

• Continuous Training 

• Penetration Testing  

• Employee Social Media 

presence 
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CUSTOMERS’ 
AND USERS’ 

PRIVACY  
CONFLICTING 
BUSINESS & 
GOVERNMENT 
PII USE 
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Living in a State of Compromise 
Assume you are compromised and plan for failure 

• It’s unrealistic to believe you can keep 

attackers out of your networks 

• Focus on core IT security concepts: 

– Minimize impact of compliance 

– Control/Monitor Administrative Privileges 

– Make lateral movement difficult 

– Situational Awareness (Visibility to the 

Infrastructure) 

• Centralize your critical information assets: 

– What/Where they live?  

– How much are they worth? 
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Incident Response as a Cultural Norm 
Not as a function of Information Security 

• The clock is ticking from the moment a 

breach starts, how will you react? 

• Well executed plans are often well tested 

– What is your backup email system? 

– Can everyone communicate via encrypted 

email? 

– Are you using non-affiliated Internet access? 

• If you discover a breach … 

– What information would an attacker want? 

– Who has access to it? 

– What are the procedures to remove all 

access? 

– Who can authorize these steps? 

– What would the impact be to the company? 
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Security Challenges For 2014 

• No perimiter 

• Hiring 

• Retention 

• Contracts written for static defined effort 

• Expanding mobile and BYOD environment 

• Shrinking Budgets 

• “Webified” everything 

• Non-Compliant Cloud offerings 

• Mass data stores 

• Increased PII data storage of customers 
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