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Which of These Have Been Part of a Malicious Intrusion?
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‘London’s creepiest startup’ forced to
pull ‘spy’ trash cans that could track
London pedestrians via smartphones
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A youth uses a trash bin in central London, Monday, Aug. 12, 2013, Officials say that an advertising AP Photo / Lefteris Piaraiis. [(LLLLLO® B
firm must immediately stop using its network of high-tech trash cans, like this one, to track people
walking through London's financial district



Glitches allow hackers to watch you
through your ‘smart’ TV

Posted on: 6:33 am, August 3, 2013, by Matt Knight, updated on: 06:34am, August 3, 2013
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LAS VEGAS (CNNMoney) —
Today's high-end televisions
are almost all equipped with
“smart” PC-like features,
including Internet connectivity,
apps, microphones and
cameras. But a recently
discovered security hole in
some Samsung Smart TVs
shows that many of those bells
and whistles aren’t ready for
prime time.
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How A Creep Hacked A Baby
Monitor To Say Lewd Things To
A 2-Year-Old

+ Comment Now + Follow Comments

Before I hacked a stranger’s smart home, I
asked for permission. An anonymous creep
who hacked a Texas family’s baby monitor was
not as polite. ABC News reports that a Houston
couple heard an unfamiliar voice talking to
their sleeping 2-year-old daughter on Saturday
night and realized that a stranger had taken
control of their camera-enabled monitor. And This looks like a Foscam baby
he wasn’t a very nice stranger: manitor (via ABC News)
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So what is the internet of things?

That’e areally good question . ..
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Gartner's 2013 Hype Cycle for Emerging Technologies
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Trying to determine the market size of the
Internet of Things is like trying to calculate
the market for plastics, circa 1940. At that
time, it was difficult to imagine that plastics
could be in everything. If you look at
information processing in the same way,
you begin to see the vast range of objects

into which logic, processors, or actuators

could be embedded.

Michael Nelson, , ,
Bloomberg Government &
Georgetown University
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Home video games

Pong: 1975 Atari Video Game: 1977 Nintedo 64: 1996

PS2: 2000 PS4: 2013
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Cameras

First digital camera: 1988 iPhone: 2007
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Music players

Musical clock: 1601

Phonograph: 1877

Playlists
Favorites
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Cassette: 1964 CD: 1982 iPod: 2001
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This was my iPod until a few days ago. | was one of the first
people with an iPod. | am normally not that trendsetting; my husband had heard about it at
his high-tech workplace and got me one.

| remember, | kid you not, riding on Metro and people asking me whatitwas. Then Oprah
featured it on her ‘Favorite Things'... and Poofl Magic! You gotta love Oprah...

The same week Oprah declared the iPod one of her favorite things — 2 different people
actually

stopped me on the street to confirm that what | had was ‘the iPod that was on Oprah’.
That was many years ago and believe it or not, my IPod worked until about a month ago.

My husband got one a few years ago that was super-snazzy compared to mine, and much
sleeker.
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Main Exploits Research Videos Anniversary Promotion

*s SHODAN

EXPOSE ONLINE DEVICES.

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.
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This was barely a hack. A child who knows how
the HMI that comes with Simatic works could
have accomplished this. I’'m sorry this ain’t a
tale of advanced persistent threats and stuff,
but frankly most compromises I’'ve seen have
been have been a result of gross stupidity, not
incredible technical skill on the part of the
attacker. Sorry to disappoint.”

“PrOf” in an e-mail
interview with
Threat Post.

Presentation Identifier Goes Here ijmanteC‘. n



We’re probably not the only one who is wide
open. He caught everyone with our pants
down.

South Houston Mayor
Joe Soto
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Could your fridge send you spam?
Security researchers report 'internet of things' botnet

Enter keywords to search...
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Despite the News, Your Refrigerator is Not Yet Sending Spam

Created: 23 Jan 2014 22:30:13 GMT + Updated: 24 Jan 2014 10:59:59 GMT - Translations available: B Z&5§
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You may have seen media reporis based on research by Proofpoint that hundreds of home devices such as
entertainment systems and even a refrigerator had been sending spam. We refer to this collection of networked
devices as the Internet of Things (loT). Originally, the reports didn't provide any evidence so we were unable to
validate the claim. However, additional details have now been made available and we can confirm that your loT
devices, including your refrigerator, are not the source of this recent spam run.

Source: http://www.independent.co.uk/life-style/gadgets-and-tech/news/could-your-fridge-
send-you-spam-security-researchers-report-internet-of-things-botnet-9072033.html
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So while loT devices weren’t
to blame this time, we expect
they probably will be to
blame in the future.



“ What is particularly worrisome about these kinds of

threat is that, in many instances, tlhe&lﬁf—ldeUSﬁV may
have hoddeadhattthairdaciceumirgnning an
operatiagtsygsieamthatccau bd haattacked.

The software is, by and large, hidden away

on the device. Another potential issue is that
somesvendorsidoni't supplyupdatesy either because
of hardwane:limitationsoroutdateddechnology,

such as an inability to run newer versions

of the software 99

Source: http://www.wired.com/beyond_the_beyond/2014/01/
spime-watch-linux-darlloz-internet-things-worm/ I E
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 “Should it be connected” — NOT “can it be
connected.”

e Security in the loT is a necessity and enabler, not a
burden or a tax.

 Assume people will do wrong — think about how
something could be used, not how you want it to
be used.

* Consider security when you buy.

Presentation Identifier Goes Here ijmanteC‘_



\/fSyma ntec.

Thank you

Jeff Greene

jeff_greene@symantec.com
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