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Which of These Have Been Part of a Malicious Intrusion? 

Trash Can Smart TV Baby Monitor 
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So what is the internet of things? 
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Gartner's 2013 Hype Cycle for Emerging Technologies 
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 Trying to determine the market size of the 
Internet of Things is like trying to calculate 
the market for plastics, circa 1940. At that 
time, it was difficult to imagine that plastics 
could be in everything. If you look at 
information processing in the same way, 
you begin to see the vast range of objects 
into which logic, processors, or actuators 
could be embedded. 

Michael Nelson,  
Bloomberg Government & 
Georgetown University 



Home video games 
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Pong: 1975 Atari Video Game: 1977  Nintedo 64: 1996  

PS4: 2013 PS2: 2000 



Cameras 
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First commerical camera: 1839 Polaroid instant photo camera: 1948 

iPhone: 2007 First digital camera: 1988 



Music players 
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Musical clock: 1601 Music box: 1815 Phonograph: 1877 

iPod: 2001 Cassette: 1964 CD: 1982 
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This was barely a hack. A child who knows how 
the HMI that comes with Simatic works could 
have accomplished this. I’m sorry this ain’t a 
tale of advanced persistent threats and stuff, 
but frankly most compromises I’ve seen have 
been have been a result of gross stupidity, not 
incredible technical skill on the part of the 
attacker. Sorry to disappoint.” 
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“Pr0f” in an e-mail 
interview with 
Threat Post.  



We’re probably not the only one who is wide 
open.  He caught everyone with our pants 
down. 
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South Houston Mayor 
Joe Soto 



Could your fridge send you spam?  
Security researchers report 'internet of things' botnet 

The Internet of Everything: Fridgebots, Smart Sneakers & Data Protection 18 

Source: http://www.independent.co.uk/life-style/gadgets-and-tech/news/could-your-fridge-
send-you-spam-security-researchers-report-internet-of-things-botnet-9072033.html 
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So while IoT devices weren’t 
to blame this time, we expect 
they probably will be to 
blame in the future. 
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Source: http://www.wired.com/beyond_the_beyond/2014/01/ 
spime-watch-linux-darlloz-internet-things-worm/ 

 What is particularly worrisome about these kinds of 

threat is that, in many instances,  

                                                                 

such as an inability to run newer versions  

of the software 

                                                              the end-user may 

have no idea that their device is running an 

operating system that could be attacked.                                                                             

The software is, by and large, hidden away  

on the device. Another potential issue is that                                                                         

some vendors don’t supply updates, either because 

of hardware limitations or outdated technology,  

                                                  the end-user may 
have no idea that their device is running an 
operating system that could be attacked. 

                                                                                     
some vendors don’t supply updates, either because  
of hardware limitations or outdated technology,  



• “Should it be connected” – NOT “can it be 

connected.” 

• Security in the IoT is a necessity and enabler, not a 

burden or a tax. 

• Assume people will do wrong – think about how 

something could be used, not how you want it to 

be used. 

• Consider security when you buy. 
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Thank you 
Jeff Greene 
jeff_greene@symantec.com 
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