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A Tale of Two Papers

THE PII PROBLEM:
PRIVACY AND A NEW CONCEPT OF
PERSONALLY IDENTIFIABLE
INFORMATION

PauL M. Scuwartzt & Danier J. SoLove:

Personally identifiable information (PI) is one of the most central concepts in
information privacy regulation. The scape of privacy laws typically tums on
whether PII is involved. The basic assumption behind the applicable laws is that if
PIl is not involved, then there can be no privacy harm. At the same time, there is no
uniform defnition of PII in information privacy law. Moreover, computer science
has shown that in many circumstances non-PII can be linked to individuals, and
that de-identified data can be re-identified. PII and non-PII are thus not immutable
categories, and there is a risk that information deemed non-PI1 at one time can be
transformed into PI1 at a later juncture. Due to the malleable nature of what consti-
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Three Approaches to Pll in US Law

|. Tautological Approach

2. Non-Public Approach

3. Specific Types Approach
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EU Approach

* EU defines Pl to  Proposed Regulation:
encompass all information personal data is “any
identifiable to a person information relating to

* Directive: “identifiable” a data subject”
person is one who can be ¢ Data subject is person
“identified, directly or who “can be identified,
indirectly” directly or indirectly,

by means likely to be
used”




No uniform international definition of PII

e PIPEDA uses term
“identifiable” data

 Tendency is for
broad definition of
Pll: PIPEDA reflects

EU perspective
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Risk of Identification

IDENTIFIED

Very high
risk

Moderate
risk

Nontrivial
risk

Very low
risk

ZERO RISK
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Abandon PII?
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Abandon PII?
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Pll 2.0: Three categories

|dentified
|dentifiable
Non-ldentifiable
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Pll 2.0: Three categories

|dentified

 plus identifiable data
when significant probability
of linkage to specific person

|dentifiable
Non-ldentifiable
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A Bridge to Europe?

At times, EU law does
acknowledge that the full
rigor of EU data
protection law need not
apply to all types of
personal information
Article 10, Proposed
Regulation: data
controllers need not
control more personal
information to comply

201 | opinion on

geolocational data: all
information does not
merit same set of FIPs
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Pll 2.0

* |dentifiability is a continuum of risk

* Not a hard “off-on” switch, but tailored
Fair Information Practices (FIPs)

- ok,
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Pll 2.0

* Full FIP’s for identified
information

* |dentifiable information:
data security,
transparency and data
quality

* No FIP’s for non-
identifiable information
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Bottom line

* Need for a harm-
based approach
to information
privacy law

* |dentifiable data
does deserve
some protection
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Thank you!

BerkeleyLaw BERKELEY CENTER FOR
NIVERSITY oF ChLiroRNIA LAW & TECHNOLOGY



	Reconciling Personal Information �in the United States and European Union�
	A Tale of Two Papers
	Three Approaches to PII in US Law
	EU Approach
	No uniform international definition of PII
	Risk of Identification
	Abandon PII?
	Abandon PII?
	PII 2.0: Three categories
	PII 2.0: Three categories
	A Bridge to Europe?
	PII 2.0
	PII 2.0
	Bottom line
	Thank you!

