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Motivations for Anonymization 

• Obtaining patient consent/authorization – not practical 

for large databases and introduces bias 

• Limiting principles / minimal 

necessary 

• Contractual obligations 

• Maintain public / consumer /  

client trust 

• Costs of breach notification 

• Rising discipline of re-identification 

attacks 
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http://www.plosone.org/article/info%3Adoi%2F10.1371%2Fjournal.pone.0028071 

http://www.plosone.org/article/info:doi/10.1371/journal.pone.0028071
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Anonymization = Risk Management 
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No Zero Risk 
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Anonymization Standards 



Electronic Health Information Laboratory, CHEO Research Institute, 401 Smyth Road, Ottawa K1H 8L1, Ontario; www.ehealthinformation.ca 

Anonymization Methods & Examples 
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Direct & Indirect Identifiers 

Examples of direct identifiers:  Name, address, 

telephone number, fax number, MRN, health card 

number, health plan beneficiary number, VID, license 

plate number, email address, photograph, biometrics, 

SSN, SIN, device number, clinical trial record number 

Examples of quasi identifiers: sex, date of birth or age, 

geographic locations (such as postal codes, census 

geography, information about proximity to known or 

unique landmarks), language spoken at home, ethnic 

origin, total years of schooling, marital status, criminal 

history, total income, visible minority status, profession, 

event dates, number of children, high level diagnoses and 

procedures 
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Landscape 
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Landscape 

 
A process that removes the association between 

the identifying data and the data subject. 

(Source ISO/TS 25237:2008) 
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Landscape 

 

Reducing the risk of identifying a data 

subject to a very small level through the 

application of a set of data transformation 

techniques without any concern for the 

analytics utility of the data. 
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Landscape 

 

Removal of fields 

from a data set 
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Landscape 

 

A particular type of anonymization that 

both removes the association with a  data 

subject and adds an association between a 

particular set of characteristics to the data 

subject and one or more pseudonyms 

(Source:  ISO/TS 25237:2008) 
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Landscape 

 

Replacing a value 

in the data with a 

random value 

from a large 

database of 

possible values 
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Landscape 

 

Reducing the risk of identifying a data subject to a very 

small level through the application of a set of data 

transformation techniques such that the resulting data 

retains a very high analytics value. 
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Landscape 

 

Reducing the 

precision of a value 

to a more general 

one 
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Landscape 

 

The removal of 

records or values 

(cells) in the data 
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Landscape 

 

Randomly selecting a subset of records or patients 

from a data set 
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Landscape 

 

The motives and 

capacity of the data 

recipient to re-

identify the data 
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Landscape 

 

The security and 

privacy practices 

that the data 

recipient has in 

place to manage 

the data received. 
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Anonymization Process 
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Choosing A Risk Threshold 
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Managing Re-identification Risk 
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Gordon Case 

• Federal court case around an access 

request for information from the Canadian 

adverse drug event database 

• Case between Health Canada and the CBC 

• Judge ruled that the province of the affected 

individuals should not be released 

• One of the main drivers was the ability to re-

identify individuals from information in the 

adverse event record if it includes province 

• Sets a precedent on identifiability of province 
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Our Analysis 
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Our Analysis 

• It would have been possible to release 

province information if the date of death was 

reduced in precision 

• A detailed analysis using the above risk-

based methodology allows us to evaluate 

these tradeoffs, and find a solution that 

protects individual privacy but also facilitates 

the sharing of data 
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Implementation Framework 
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Contact  
 

 

 

kelemam@ehealthinformation.ca 
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