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The Changing Healthcare IT Landscape
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Traditional wisdom tells us...

"An apple a day keeps the doctor away”

-Ben Franklin
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Not sure Ben saw this coming...

Now, doctors own Apples
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We wouldn’t have thought about this 5 years ago...

California's budget crisis sparks controversial 'BYOD'
plan to save money

California Department of Health Care Services wants employees to use their own smarphones without any
subsidy; state employee unions fighting it

Ey Ellen Mezzmer, Network World
June 08, 20H2 0605 AMET
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ORLANDO, Fla. — The state of California's staggering budget problems — now an estimated
316 billion shortfall -- have put Chris Cruz, deputy director and chief information officer at the
state's Depariment of Health Care Services (DHCS), in a tough situation. Because of the
state's ongoing fiscal crisis, he, like other agency managers, last year was told to cut use of
state-issued cellphones by 50% as a cost-saving measure. Cruz decided one way to hold
down costs at DHCS, which was using BlackBerries, was to have agency employees use their
own smartphones instead — without any subsidy.

This bring-your-own-device (BYOD) strategy has been controversial, pitting him against the
state employee unions which are fighting it since it effectively shifts device and service costs
to employees who are not being given any stipend. Cruz acknowledges he also fights over
BYOD with his information-security officer, who thought it too risky. But if tough times call for
tough measures, Cruz is not backing down, and says his strategy to manage and secure the
employee-owned smartphones is working.

MORE: Gartner: Cloud-based mobile-device management (MDM) getting hot

"As a Gen X guy." said Cruz, who spoke about his BYOD strategy during this week's Gartner
IT Infrastructure & Management Summit here, | was "looking at IT" not 50 much as a risk as an
"opportunity." And that opportunity was a form of BYOD.
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BYOD is Just the tip of the iceberg

Devices continue to proliferate

Web connectivity spreading to unlikely
devices

» Gaming consoles
» Media devices (e.g. TVs)
» Medical Devices

Many web-enabled devices do not
allow installation of software / agents

Security features vary from device to
device, even for same vendor /
provider
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Healthcare IT has changed
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Always-On but with Zero Trust
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Things that cause down time...
..

* Industry surveys still reflect the dangers of application flaws and
malware

THREAT AMD YULHERABILITY CONCERNS
(TSP AND HIGH CONCERMS)

SApplication Yulnerabilities
Halware

MMobile Dvewlces
Intermal Employees
Hackers

Cloud-based Services
Cyber Terrorsm
Contractors
Hacktivists

Trusted Third Parties
Crganized Crime
State Sponsored Acts
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Fortinet Survey:
Gen-Y workers attitude towards corporate policy

If your employer has/had a policy which prohibits the use of personal
devices in the work environment or for work purposes, have you
/would you ever use a personal device in contravention of this policy?

Worldwide EMEA | APAC US

Yes 36% 27% 47% 29%

No 64% 3% 53% 71%

1-in-3 of respondents would work around company
policy If it interfered with their job
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The Zero Trust Model

* Ensure all resources are accessed securely -- regardless of
location

* Adopt the principle of least privilege, and strictly enforce access
control

* Inspect and log all traffic

Difficult to accomplish without a consolidated solution!
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Why Consolidation Works
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Traditional Access & Security

Stovepiped Systems - No Integration

Separate Policies Redundant Technologies
Separate Management Increased Costs

» Firewall
» App Control
* Authentication PSS R ion
Encryption « Bandwidth Mgt « POE Device B Folc Sign-on

* Rogue AP Control « Antimalware Integration « 801.1X Certficate Mgt




More Expense, Less Security, Less Control

“I.T. departments must
manage a growing array
of specialized security
technologies that may or
may not work together to
help security
departments detect and
halt attacks.”

“Security Professionals Say Network
Breaches Are Rampant ”“Ponemon
Institute Survey New York Times 6/22/11
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The Network Is The Common Denominator

* The network is THE core element in any approach you take
* The network handles all the traffic, secures it, logs it and reports upon it
* Regardless of what’s on the device

Virtual
Desktop

Network

(LAN & WAN)

Mobile
| Device
Management

Unmanaged |
Endpoint
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Multiple Solutions Needed

Security Solution Solves BYOD challenge

Data Loss Prevention

Application Control
Antimalware
Spam Filtering
Web Filtering

Traffic Shaping

Mobile users can be blocked from
sending sensitive data outside the
network

Mobile users can be stopped from
accessing non-corporate approved
applications

Infected devices will not be allowed to
propagate infections

Email is always protected regardless of
receiving device

Mobile users can be protected against
malicious sites

Mobile applications can be limited to
ensure that bandwidth is preserved
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The Advantages of Consolidated Security

* Lower Total Cost of Ownership
» Centralized security policies
* Improved usability and management
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Answering The Critical Questions
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The Questions To Ask i i i

*\Who are you?
*Where do you want to go?
*What data do you need?
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Who Are You?

How do you get the answer?
» Two Factor Authentication (hard and soft tokens)
» Connection to LDAP and Radius servers
» Guest provisioning
» Supports range of end user platforms (iPhone, iPad, Android)

True False

N
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Where Do You Want To Go? -

S

1. Are you on the LAN?
2. Are youonaWAN?
3. Where are you allowed to go?
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Secure BYOD on the LAN

* FortiAuthenticator server
* LDAP servers

* RADIUS servers

* TACACS+ servers

* Windows Active Directory
servers (using NTLM)

* X.509 certificates

* Public Key Infrastructures

FortiWiFl & Access Points %It :
(PKls)
o® % « Two-factor authentication
\\c.'b‘\ "~ Third party one-time password
1 ((\e (OTP) systems
% *. . o“‘\

Like A WAN

2

Connect to the wireless
network

Apply Appropriate Security Securely pass data to
Policy Based on ID and from the LAN

* Firewall

* IPS

* Application Control
» Web filtering

* Antispam

* Antivirus
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Users on the WAN

Users should connect via v 3G All data flowing to and
VPN and/or 2-Factor v 4G from the network is
Authentication v LTE inspected, logged, and
managed
v Cable DSL
v  WiMax
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What Data Do You Need?

..

Answer These Questions:
1. Is the data sensitive?
2. Are specific applications involved?
3. Is the requested data safe?
4

Is the requested data relevant
to a user’s job?

5. Is malware being transmitted?
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Solving common problems...

1
1
3

Emily, a visiting physician, needs guest W,iFi Guest Access
access to Skype on her iPad while visiting Bandwidth
the hospital

Management
Bill's device is infected with malware and he Antivirus

brings it on the hospital network

Dr. Jill is at Starbucks and needs to 2-Factor Authentication
communicate and be protected as if she was VPN Tunneling
at HQ.

27 Fortinet Confidential FE:EFITII'IET,




More common problems...

—_—

Sue is in corporate marketing and should Application Control
have access to post non-sensitive

information to Facebook, but she should not Data Leal_<age
be playing Farmville Prevention

Joe — a nurse - started streaming movies
while at work through his tablet — this is
against corporate policy

Application Control

Ed unintentionally shared sensitive patient Data Leakage

information via his personal Gmail account Prevention
on his Android Phone.

28 Fortinet Confidential

F:=RTINET



Protecting All Attack Vectors

Email Sent — Contains Sensitive Data
Mail message detected as Data Loss (DLP)

User accesses phishing site, enters credentials
Access to phishing website is blocked

Phishing site sends Bot infection to user disguised as
‘Security Update’ application
Content scanning prevents download

End user executes malware, i1s infected and now all
their data is compromised

® B

Malicious activity is detected and blocked

2
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