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Threat Intelligence EcoSystem

Cyber Resiliency Life Cycle
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Leader

Exploits have an average life span of
A. 2 years
B. 175 days
C. 6.9 years
D. 9.5 years
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Threat Intel Personas

Decision makers /
Influencers affect
resource management
in response to relevant
threats

Decision
akers
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Watchers
communicate key
threats relevant to
their domain

Experts identify
and curate threat
information from
around the globe



Responsibility Timeline
Steady State Early Event Peak Event Late Event Steady State

Field Questions

Determine if the threat Start deconfliction as
is new or known new data comes in
Triage new For new threat, Write report Publish report
data write rule

Update decision Give presentations
makers about detections

Questions about chatter| |
Review Report|

Core intel requirements :
Do | have the appliance
| need to detect

Media breaks news
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Reality Timeline

Credentials Encrypted Twitter Sentiment Insider? Victim? Response
Stolen Communication Falls Website
Law
Phishing Database Stolen Enforcement Update C-Level Validate Altered Legal Deposition
Email Calls CEO Executives Financial Reports

Malware Additional Press Notify Customers & Regulation
Deployed Compromises Conference Partners Authority
Investigation
Remote Access First Public Stock Price Falls Forensic Board of Directors
to Network Indicator Research Meeting

Media breaks news
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The Attack Chalin

BREAK-IN
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PEOPLE

* The right level of expertise to handle advanced attacks

» Respond quickly and efficiently; onsite and / or remotely
» Understand business process and security requirements
» Focused on protecting a clients intellectual property
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PROCESS
= Controlled standards-based incident response plans
« Intelligence and malware analysis and reportin

TECHNOLOGY
« Endpoint event analysis in near real-time
» Watson for Cybersecurity bringing cognitive
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Common Threat Vectors — Zero-Day Attacks

* RAND Study — Zero-Days, Thousands of Nights
— Exploits have an average life of 6.9 years
— 25% will not survive a year
— 25% will survive more than 9.5 years
— The median time to develop an exploit is 22 days from vulnerability discovery

— For organizations that stockpile vulnerabilities, approximately 5.7 percent have been discovered
and disclosed by others within 1 year

* How Would You Respond?

Ablon, Lillian and Timothy Bogart, Zero Days, Thousands of Nights: The Life and Times of Zero-Day Vulnerabilities and
Their Exploits, Santa Monica, Calif.. RAND Corporation, RR-1751-RC, 2017.

As of September 30, 2017: https://www.rand.org/pubs/research_reports/RR1751.html

7 IBM Security



The Cyber Resiliency Life Cycle and Organizations Today

Respond to cyber outbreaks

= Engage cyber incident responders
leveraging threat intelligence to repel the
attackers

= Remediate the attack damage by
restoring systems and closing
vulnerabilities

= Utilize network resource to defend against
outside threats

Detect unknown threats

with advanced analytics

= See attacks across the enterprise

= |nvestigate active threats hiding
inside the enterprise

= Detect attacks coming from outside
the enterprise

Protect against attacks by
discovering vulnerabilities

before they are exploited

= Disrupt malware and exploits Recover access to critical data and

» Discover and patch systems applications
= Automatically fix vulnerabilities Prepare Recover = Rebgild_mission—critical business
= Zero Trust as a guiding principle of applications

= Restore data from back up
= Prioritize network resources to speed
recovery

your network policy

Prepare a cyber resiliency plan

= Assess cyber resiliency readiness, process and posture
= QOrchestrate and automate recovery workflow
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ASK AWAY!

Questions?
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THANK YOU

FOLLOW US ON:
ibm.com/security

securityintelligence.com

xforce.ibmcloud.com

@ibmsecurity

QCeeES

youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2016. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind,
express or implied. Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products

and services are trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service
marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others.
No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products
or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party.
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